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Mropmauus 0 B1afenbidhe mepaibHOE TOCYIAPCTBEHHOE OO KETHOE 00Pa30BaTENLHOE YUPEKICHUE
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®OH/I OHEHOYHBIX CPEJICTB
110 TUCIIATUTHHE
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@DOH/T OIIEHOYHBIX CPEJICTB MPeTHA3HAYUEH JIJIsI OTICHUBAHUS CHOPMUPOBAHHOCTH KOMITETEHIIUN
no pucuuruinae « MHpopmarimonHas 6€30MacHOCTh B IUPPOBOM SIKOHOMHKE)

Pazpaborunk:
3aBeayIolui Kadeapoi OyXraaTepckoro yuera
u I/IHq)OpMaI_II/IOHHBIX CUCTEM B OKOHOMUKEC Moanucaxo undposoit
On bra Tl/lXOHOBHa g(g:(nmcmo: Onbra TUXOHOBHA
Ob6eHKOo [laTa: 2024.05.30 10:53:45
O6eunko O.T. +03'00'

YTBepxkeH Ha 3acenanuu Kadeapsl OyXraaTepckoro ydera
Y MH()OPMAILIMOHHBIX CUCTEM B SKOHOMUKE,
npoTokoa Ne 11 ot 30 masa 2024 rona.
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y p Onbra TuxoHoBHa ™
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O6€HKO OT 0O6eHKo [ara: 2024.05.30 10:54:08
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CornacoBaHo:
Hpe,Z[CCIIaTeJIB METOAUYCCKOU KOMHUCCHUHAU EﬂeHa R
nognucbto: Enena
SKOHOMHYECKOTO (haKyrpTeTa BRAUMADOB oo oponts
KOpOHeBa E.B QNara: 2024.06.05 17:05:09

Ha Koponéa +osoo

[Iporokon Ne 3 ot 05 urons 2024 ropa.



ITacnmopT poHaa OLIEHOUYHBIX CPEACTB

Taomuna 1
OneHounsle
Monyib dopMupyemMble KOMIIETEHIIUH
MaTepualibl U KommuectBo
JTUCIUTUTAHBI WIH UX YaCTH
CpeJCTBa
OcHOBBI
. Ormpoc 15

UH(POPMALIMOHHOM

TectupoBanue 28
0e30MacHOCTH
KoHnuenryanbHbie VYK-1. CnocobeH ocyiiecTBIATh Onpoc 75
OCHOBBI 3aIIUTHI MOUCK, KPUTUYECKHI aHamu3 Hu p

TectupoBanue 60
uHpopManun CUHTE3 uHpOpMaIuy,
HopmatusHo- MPUMEHSTh CHCTEMHBII MOIXO0
MPABOBBIE ACTIEKTHI | ISl PELIEHUS IOCTABJIEHHBIX
nH(pOpManMOHHOW | 3a7a4 Onpoc 20
0e30MacHOCTH u | I[IKoc-5. Cnoco6eH | TectupoBanue 35
3aIUTHI pa3pabarbIBaTh MEPOIPHUATHS 110
uH(pOpMaIun BO3JICHICTBUIO Ha PUCK B pa3pese
Opranuzanus OTJICNbHBIX BUJOB U MPOBOIUTH
CHCTEMBI  3aIIUTEHI | X IKOHOMUYECKYIO OLICHKY Ompoc 25
uHpopmarun B nas3
UH(POPMAIIMOHHBIX TectupoBanue 145
CUCTeMax




1 OHEHOYHBIE MATEPUAJIbI, HEOBXOJUMBIE /151 OHEHKH
3HAHUU, YMEHUU U HABBIKOB JEATEJBHOCTH B TIPOLUECCE

OCBOEHMS INCHUITJIMHBI

Tabmuna 2 — ®opmupyemble KOMIIETEHITUN

Kox m HamMeHOBaHue
KOMIIETEHIINHT

KOI[ U HAWMMCHOBAHHMC HHAUKATOPA AJOCTHIKCHHA
KOMIICTCHII (‘IaCTI/I KOMHCTeHI_II/II/I)

O1eHOYHEIE
MaTEPHAITBI
U CpEeJICTBA

VYK-1.
OCYILIECTBIIATh

Crniocoben
IIOMCK,
KPUTHYECKUM aHAIU3 U
CHHTE3  HWH(OpMaIHH,
MPUMEHSTh CUCTEMHBII
MOAXOJ JUIsl PELIeHUs
IIOCTABJIEHHBIX 3a7a4
[TKoc-5. Cnocoben
pa3pabarbIBaTh
MEpPOIPUATHS 1o
BO3JICHCTBUIO HA PUCK B
paspese OTJIEJIbHBIX
BHUJIOB U IIPOBOJMUTH HX
SKOHOMUYECKYIO
OLIEHKY

Moayas 1
OcHOBBI HTHGOPMAITMOHHON 0€301TaCHOCTH

NJ-1yk.1 AHanu3upyeT 3aaauy, BbIIEIAS €€
0a30BbIE€ COCTABIIAIOLINE

N-2yx.1 OcyliecTBisieT MOUCK U KPUTUUECKUN
aHajau3 nHQpopManuu, HeOOXOAMMOM JIJIST PEIICHUS
IMOCTaBJICHHOM 3aJaun

N-3yk.1 [Inanupyer BO3MOXKHbIE BApUAHTHI
pelieHus 3a/1a4u, OIICHUBAs UX JTOCTOMHCTBA U
HEJOCTaTKH

N-4yx1 Omnpenenser U OIEHUBAET IOCIEICTBU
BO3MOKHBIX PELIEHUH 3a1aun

U-1-nkecs Pa3pabaTeiBaeTr  MeponpusTus
BO3JICHCTBUIO HA PUCK B pa3pe3e OTACIbHBIX BUOB

N-2-1koc-s [IpOBOAUT SKOHOMHUYECKYIO OLICHKY
MEpOIPHUATHI N0 BO3JICUCTBUIO HA PUCK

Io

Ompoc
TectupoBanue

Moayas 2
KonnenryanbHbIe OCHOBBI 3aIIUTHI HH)OpPMAITHH

N/-1yx.1 AHanu3upyer 3a7a4dy, BbIIeIss ee
0a30BBIE COCTABIISIONINE

N-2yx.1 OcyiiecTBisieT NOUCK U KPUTHUECKUI
aHaiu3 uH(opMaluu, HeoOXOAMMOM JIJIST PEeIICHUS
MMOCTaBICHHOM 3aJaun

NJ-3yk.1 [Inanupyet BO3MOXKHbBIE BApUAHTHI
pelIeHus 3aJ1a4M, OLIEHUBAsi X IOCTOMHCTBA U
HEJOCTaTKU

N-4yx1 Ompenenser U OLEHUBAET MOCIEICTBUS
BO3MOXHBIX peH.IeHI/Iﬁ 3a4a4uun

N-1-mikoc-s Pa3zpabaTbiBaeT  MeponpusTus
BO3JCHCTBUIO HA PUCK B pa3pe3e OTACIbHBIX BUIOB

N-2-nkoc-s [IpOBOAUT SKOHOMHUYECKYIO OLIEHKY
MEPOMNPUATHI IO BO3/ICHCTBUIO HA PUCK

o

Omnpoc
TectupoBanue

Moayas 3

HopMmaTtuBHO-1IpaBoBbI€ acleKThl HHPOPMAIIMOHHOM 0€3011acCHOCTH U

3alUThl UH(OpMAIHH

N/-1yk.; AHanmu3upyeT 3a1auy, BbIICISIS €€
0a30BbIE COCTABJISIONINE

N-2yk.; OcymiecTBasgeT NOUCK U KPUTUUECKUI
aHanu3 uHQOpMaIK, HEOOXOUMOMN IS peIIeHuUs
MMOCTaBJIICHHON 3aJaun

N-3yk.1 [Inannpyer BO3MOKHbBIE BApUAHTHI
pEIIeHUS 3a/1a4M, OLICHUBAs UX JIOCTOMHCTBA U
HEIOCTaTKU

Onpoc
TectupoBanue




N-4yx1 Omnpenenser U OIEHUBAET IMOCIEICTBUS
BO3MOXHBIX peH_ICHI/If/’I 3aa4u

U-1-nkecs PaspabaTeiBaeT  MeponpusaTus 10
BO3JICUCTBUIO HA PUCK B pa3pe3e OTACIbHBIX BUIOB

N-2-nkoc-s IIpOBOJUT HKOHOMHMYECKYIO OILICHKY
MEPONPUATHI MO BO3JICHCTBUIO HA PUCK

Monayasb 4

Opranuzanus CUCTEMBI 3aIUThl WHGOPMAIMKU B MH(POPMAIIMOHHBIX
CHUCTEMAX

NJ-1yk.1 AHanu3upyeT 3aaauy, BbIIEIAs €€ Omnpoc
0a30BBIE COCTABIISAIONINE I/II[3

N-2yx 1 OcyliecTBisieT MOUCK U KPUTUUECKUN TecTupoBaHue

aHajau3 uHQpopManuu, HeOOXOAMMOM JIJIST PEIICHHMS
MMOCTaBJICHHOM 3aJaun

N/-3yk.; [InanupyeT BO3MOKHBIE BApUAHThI
pelIeHUs 3a/1a4M, OLIEHUBAsi X JIOCTOMHCTBA U
HEJOCTaTKH

U-4yx1 Onpenenser U OIEHUBAET IMOCIEICTBU
BO3MOXKHBIX PEUIEHUN 3a1aun

U-1-nkecs Pa3pabaTbeiBaeTr  MeponpusaTus IO
BO3JICHCTBUIO Ha PUCK B pa3pe3e OTIACIbHbBIX BUJIOB

N-2-1kec-s [IpOBOAUT SKOHOMHUYECKYIO OLIEHKY
MEpOIPHUATHI IO BO3JIEUCTBUIO HA PUCK

OueHovHbIe MaTePHAJIBI M CPEACTBA AJIsl IPOBEPKH
¢pOpMHUPOBAHHOCTH KOMIIETCHIIU I

Moayab 1. OcHoBbl HHpOPMAIIMOHHON 0€30MACHOCTH

Bonpocs! 1151 ycTHOrO onpoca:
UYro Takoe nHpopmanroHHast 0€30macHOCTh?
[lepeuncanre oCHOBHbIE YTPO3bl HH()OPMAIIMOHHON 0€30IaCHOCTH.
Kakwue cymectBytoT Moaenu nHpopMaMoHHONW Oe301MacHOCTH?
[Tepeunciure ocHOBHBIE 11eNU U 3a1auu PO B obnactu obecrnieueHrss HHPOPMaIMOHHON 6€30MacHOCTH
Yro Takoe KOHIeNus HHPOPMaIMOHHON 6e301acHOCTH?
Urto Takoe qoKkTprHA HHGOPMAIIMOHHON O€30MacCHOCTH?
Kakue Bonpocs! orpakatorcs B Konnenuuu nadopmanmonHoi 6e3onacHoCTH?
Nupopmanronnas 0e30macHOCTh B ycIoBUIX GyHKIMOHUPOBaHUS B Poccuu rio0anbHBIX ceTel.

WO R WD =

Yro Takoe KoH(pUAEeHIMaTbHAs HHpopManus?

. HazoBuTe MHpOpMaIIMOHHBIE YyTPO3bI AJI TOCY1apCTBa.
. Kakue co3narorcst unopmaiioHHble YTpo3bl IIsl KOMIAHUH?
. YUro yrpoxkaet mTMIHOCTH ((PU3UIECKOMY JTHUITY)?
. HazoBuTe npuunHbl ”HPOPMALMOHHBIX YIPO3.

. Kakue neiictBus u coosiTus Hapymatot Ub?

. Kakue nuuHOCTHO-TIpOdeccHoHaNbHbIE XapaKTEPUCTUKU COTPYIAHHMKOB CIIOCOOCTBYIOT pealin3alui

yrpo3 Ub?

Komnbrorepuoe tecrupoBanne (TCk)
Buvibepume ooun npasunvusiii gapuanm omeema

«Ilox nuH(pOpManMOHHON 0€30MaCHOCTHIO Oy1eM MOHNMATD 3AIMHIIEHHOCTh HH(pOpManuu
U eeveevenneenneeeses  OT CIYYAWHBIX MM NPEJHAMEPEHHBIX BO3ACHCTBHH €CTECTBEHHOI0 MJIH
HCKYCCTBEHHOI0 XapakKTepa, KOTOpPble MOIYT HaHECTH HelnpuHeMJeMblil ymepd cyObekTam
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HH(POPMALMOHHBIX OTHOLICHUI, B TOM 4YHCJI€e BJaJeJblaM H I0Jb30BaTeasIM HHPOPMALHUHU U
nojaep:xuBaueid HHPpacTpyKkTypbD

NOJICP>KUBAOLIEH HHPPACTPYKTYPbI

4eJloBeKa

+KOH(QUAECHIMATBHBIX JaHHBIX

3ammra ungopmauuu — 3710 ...

KOMILJIEKC MEPOTIPHUATUHN, HalIPaBJICHHBIX Ha obecnieueHre NHPOPMAIMOHHOHN 0€3011acHOCTH

COBOKYITHOCTb METOJIOB, CPEACTB U Mep, HAIIPABJIEHHBIX Ha oOecreueHrue MHPOPMALMOHHOM
0€30MacHOCTH OOIIECTBa, TOCYJAapCTBA M JIMYHOCTH BO BCEX OONACTAX MX YKM3HEHHO Ba)KHBIX
UHTEPECOB

KOMILJIEKC MEPOIPUATHH, IPOBOJUMBIX COOCTBEHHHMKOM HH(OPMAINH, IO OTPAKICHUIO CBOUX
IIpaB Ha BJIAJICHHME U pacHopsDKeHHEe HMH(GOpMalMel, CO3JaHUI0 YCJIOBUI, OrpaHMYMBAIOIIUX €€
pacnpoCTpaHEHUE W HCKIIOYAIOUIMX WM CYILIECTBEHHO 3aTPYJHSIOUIMX HECAHKIMOHUPOBAHHBIM,
HE3aKOHHBIH JOCTYI K 3aCEKPEYEHHOM HH(OpMAIIUK U €€ HOCUTEISIM

+BCE OINPECIICHNSI KOPPEKTHBI

JeiicTBHSI 10 ONpee/IeHNI0 KOHKPETHBIX YIPO3 U MX HCTOYHUKOB, NIPHHOCSAIINX TOT HJIH
HHOI BU/ yiiep0a, Ha3bIBAKOTCA:

+0o0HapyxeHue yrpos

IIPECEUEHUS U JIOKAIHU3AIMsl yIpo3

JIMKBHJALMA YIPO3

Bo3moxkHOCTh 32 mpueMyIeMoOe BpeMsl NMOJIYYUTh TPeOyeMyl MH(POPMALMOHHYIO YCJIYTy
Ha3bIBAeTCH:

+10CTYITHOCTBIO0 MHPOPMALIUU

[EJIOCTHOCTHIO HHPOPMALIUU

IpeJoCTaBIeHueM HH(pOopMaLuu

AKTYaJIbHOCTH M HENIPOTHBOPEYHUBOCTH HH(POPMALIMH, €€ 3AIUIIEHHOCTh OT Pa3pyLIeHus!
¥ HECAHKIIMOHMPOBAHHOI'0 U3MECHEHHUS HA3BIBACTCH:

+10CTYITHOCTBIO HH(pOpMALIUU

LIEJIOCTHOCTBIO HH(POPMALIUU

MIpeloCTaBlIEHnEM UHPOpMAIUU

KOH(HIEHIIMATIbHOCThIO MH(OpMaIu

Hapymenne kakoro u3 acnexkroB MH(pOpPMANHOHHOH 0€30maCHOCTH BJeYeT 3a CO00M
HCKaxkeHHe opUUHAINBHOM HHGOPMALUM, HANPHMeEpP, TEKCTAa 3aKO0HA, BBLIOXKEHHOIO0 Ha
crpanune Web-cepBepa kakoii-in00 npaBUTeILCTBEHHOI OPraHU3alNu

JOCTYIHOCTh MH(OpMaIH

+11€710CTHOCTH HH(pOPMALIUU

IpeocTaBlIeHHe HH(pOpMauu

KOH(UIEHIMATBbHOCTh HH(OpMaLUn

Mepbl kakux YypoBHeii HE BxoasiT B opraHusaumi cucreMbl oOecriedeHHs:
HH(OPMALIMOHHOW 0€30IaCHOCTH:

3aKOHOJATEIBHOTO YPOBHS

+aIMUHUCTPAaTUBHOTO YPOBHS

IIPOLIEYPHOTO YPOBHS

MIPOrPaMMHO-TEXHUYECKOTO YPOBHS

IIPOrpaMMHO-AINAapPaTHOIO YPOBHS

MHoroo0pazue  HOPMATHBHBIX JOKYMEHTOB  IPEICTABJCHO  MEKAYHAPOAHbIMH,
HALMOHAJBHBIMHU, OTPACJeBbLIMH HOPMATHBHBIMH JokyMeHTamu. Kakasa opranmsanus HE
3aHMMaeTcsl BompocaMu (OPMHMPOBAHHS 3aKOHOAAaTeJbcTBa B cdepe HHPOPMALHOHHBIX
pecypcoB?

ISO

ITU



ANSI

NIST

+NASA

SWIFT

GISA

Bonpocsl ceprupukanum U JMIEH3UPOBAHHUA CpelAcTB olecnedeHHss WH(OPMALMOHHOM
0e3onacHoctu B Poccuu paccmarpusaer:

+®enepanbpHas Ciryx0a 1o TEXHUYECKOMY U 9KCIIOpTHOMY KoHTpoutto nipu Ilpesunenre PO

denepanpHas cayx0a 6e3onacHocTu Poccuiickoit denepanun

Cayx0a BHewHel pa3Benku Poccuiickoit denepanun

CoOBOKYNNHOCTH [JOKYMEHTHPOBAHHBIX YNPABJCHYECKMX pelleHHil, HANPABJEHHbIX Ha
3aIMTyY HHGPOPMALMHU U ACCONMUPOBAHHBIX C Heil pecypcoB NPUHSATO CYUTATD:

+Ilonutukoit 6e30macHocTu

METOAAaMH 3alUThl HH(POPMAUU

OrpaHUYEHHUEM JOCTYIA K HHPOpMaLuu

YUYETHBIMHU 3aIUCIMH I10JIb30BaTENEH

IHoTeHnManbHasi BO3MOKHOCTH ONpeldejIeHHbIM 00pa3oM HAPYLIUTHh WH(OPMALMOHHYIO
0e30MacHOCTh — 3TO ....

+yrposa

aTaka

B3JIOM

Hcrounnkamu yrposbl Ha3bIBaIoT ...

+II0TEHIIMAIIBHBIX 3710YMBIIUIEHHUKOB

KOMIIBIOTEPHBIE BUPYCHI

rino0anbHyo ceTh IHTepHeT

IIpomexyTOK BpeMeHH OT MOMEHTAa, KOIJAA MOSABJIAETCS BO3MOKHOCTH HCHIOJIB30BATh
c1a0oe MecTo, M 10 MOMEHTA, KOr/Aa npodes THKBHANPYETCS, HA3bIBACTCA ...

OKHOM 0€3011aCHOCTH

OKHOM OIIaCHOCTH

CKOJIB3SIIIUM OKHOM

+OKHOM YyTPO3BI

Ommndku MporpaMMHOro odecrne4eHus1 ¢ TOYKH 3peHuss HHPOPpMAMOHHOH 0e30IacCHOCTH
SIBJISIIOTCS:

+yS3BUMBIM MECTOM

OKHOM ONacCHOCTH

OKHOM 0€30MacHOCTH

HMCTOYHUKOM YIPO3BI

Ommdxku aIMUHHCTPUMPOBAHUS CHCTEMbI € TOYKHM 3peHUs] HH(POPMALMOHHOI
0e30MacHOCTH SABJISIIOTCH:

YSI3BUMBIM MECTOM

+OKHOM OITaCHOCTH

OKHOM 0€30MacHOCTH

HMCTOYHUKOM YIPO3BI

Omuodka B nporpamMme, BbI3BaBIIAsi KPaX CHCTeMbl C TOYKH 3peHHs] MHPOPMALMOHHOM
0€30IaCHOCTH SABJISIIOTCH:

YSI3BUMBIM MECTOM

OKHOM ONIaCHOCTH

OKHOM 0€301acHOCTH

+HUCTOYHHUKOM yrpO3bl

Hexoropass yHukaabHasg uHpoOpManus, NO3BOJIAKINAA Pa3jiuyaTh I0Jb30BaTe/Iel
Ha3bIBACTCH:



+unentupukaTop (JIOruH)

apoJb

y4eTHas 3aIUCh

KITIOY

HexoTopasi cekperHass mHpopMauus, U3BeCTHAsA TOJbKO MOJb30BATEJNI0 W NAPOJbLHOMI
CHCTeMe, KOTOPasi MOKeT ObITh 3aII0MHEHA 0JIb30BaTe/IeM H NpPeAbsBJIeHA IapOJbLHOH cHCTeMe
Ha3bIBaeTcH:

uaeHTu(uKaTop (JIOTHH)

+mapoib

ydeTHas 3aIllnch

KJIIOY

CoBOKYNHOCTH HICHTH(UKATOPA H NMaPOoJisi 10J1b30BaTe/Isl HA3bIBACTCH:

JIOTUH T0JIb30BaTEIIA

+y4eTHas 3alliCh 10Jb30BaTEIIs

KJIIOY T10JIb30BaTEI

IlpucBoenne mo/Ib30BaTeNAM HACHTH(PHUKATOPOB W NpPOBepKa IpeNbsABJIAEMbIX
HACHTH(HUKATOPOB O CIIUCKY NPUCBOCHHBIX ABJIACTCH:

+uneHTuuKanen nojab30BaTes

ayTeHTH(UKALMEH MoIb30BaTENs

OIIO3HAHUEM I10JIb30BATEIS

CO3JJaHUEM YYETHOM 3aIHCH I10JIb30BATEISA

IIpoBepka NPpHHAIEKHOCTH MOJIB30BATEI0 PEIbIBICHHOI0 UM HAeHTH(UKaTOpa
SIBJIAETCH:

uAeHTUUKALENH 0JIb30BaATEIs

+ayreHTuuKanue moab30BaTess

perucTpanyen noyub30BaTess

CO3JJaHUEM YYETHOM 3aIMCH I10JIb30BATEIA

@DakT NOJY4YECHUS OXPAHSAEMbIX CBEJACHHMH 3JIOYMBILNLICHHMKAMH WJIM KOHKYpPEHTaAMU
Ha3bIBaeTcs:

YTEUKOU

pasriameHuemM

+B3JIOMOM

YMbILLIEHHBIE WJIH HEOCTOPOKHbIE ACHCTBHA € KOH(MHUICHUHAIbHLIMH CBeICHHAMM,
NpuBeAIIe K 03HAKOMJICHHIO C HUMH JIMII, He JONYIIEHHbIX K HUM, HA3bIBAETCH:

+yreukon

pasriameHuemM

B3JIOMOM

becKOHTPOJILHEIN BbIX0J KOH(PHUICHIHATLHOH WH(OPMALMHU 32 Npeaebl OpraHu3alnuu
WJIN KPYra JIil, KOTOPbIM OHa ObLiIa I0BEPEHA HA3BIBACTCH:

YTEUKOU

+pasriameHneM

B3JIOMOM

ATaka Ha pecypc, KOTOpPasi BbI3bIBACT HAPYLICHHE KOPPEKTHOH padoThl MPOrpaMMHOI0

WIH anmnapatHoro odecmevyeHusi, NMYTeM CO3AAHHS OTrPOMHOIO KOJH4YECTBa (aabIIMBBIX
3ampoCcoOB Ha JOCTYN K HEKOTOPBIM pecypcaM WJIH MyTeM CO31aHUs HeOUeBHIHBIX MPENsATCTBUM
KOPPEKTHO padoTe HA3bIBAETCH:

+«OTtka3 ot ob6cmykuBanus» (Denial of Service - DoS)
CpbIB cTeka

BHenpeHne Ha KOMITBIOTED JSCTPYKTHBHBIX TPOTPaMM
[TepexBar nepenaBaemoii o cetu nHpopMaiuu (Sniffing)
Cnydunr



CxaHMpoOBaHHUE TOPTOB

ATaka, nejibI0 KOTOPOi siBJjsieTcs TpaguK JIOKAJbHON CeTH, HA3bIBACTCH:
«Ortka3 ot obcmyxxkuBanuss» (Denial of Service - DoS)

CpbIB cTeka

Buenpenue Ha KOMIBIOTEP JECTPYKTUBHBIX MPOrpamMm

+Cuucunr (Sniffing)
Cnydunr
CkaHupoBaHHUE OPTOB

ATaKa, HeJIbI0 KOTOpOi;I ABJISIIOTCH JIOTUHBI U IMapoJIn HOHL30BaTeﬂeﬁ, aTaKka MnmpoxoaurT

nyreM HMMHUTAIMM MPUIJIALIeHUs BX0JAa B CHCTeMY WIM PperucTpauvu st padoThl

NMPOrpaMMoi, Ha3bIBAeTCs:

«Ortka3 ot obciyxuBanus» (Denial of Service - DoS)

CpbIB cTeKa

BuenpeHne Ha KOMIIBIOTEP NECTPYKTUBHBIX IIPOrPaMM

Caudunr (Sniffing)
+Crypunr
CkaHUpOBaHKE MTOPTOB

C

CereBasi aTaka, HeJbI0 KOTOPOH SIBJSAETCH NMOMCK OTKPBITHIX NMOPTOB PadoTaIIHMX B
CeTH KOMIbIOTEPOB, onpeaeaenue tuna u Bepcuu OC u 1O, KOHTPOIMPYOLIEr0 OTKPBITHIM

MOPT, MCIOJIb3YyeMbIX Ha 3THX KOMIIBIOTEPAX, HA3bIBAETCSH
«Ortka3 ot o0ciyxuBanus» (Denial of Service - DoS)

CpnIB cTeka

BHeI[peHI/Ie Ha KOMIIBIOTEP ACCTPYKTUBHBIX ITPOTrpaMM

Cuuwunr (Sniffing)
Cnydunr
+CkaHupOBaHKE IOPTOB

Taboauna 3 — Kpurepun oneHkn ¢popMUpPOBAHHOCTH KOMIIETEH UM

Kon 1 HaumMeHOBaHME MHAMKATOPa
IOCTHIKEHUS KOMIIETEHIINN
(4acT KOMITETCHITUH )

Kpurepun ouenuBanus
c(hOpPMUPOBAHHOCTH KOMITETEHIIUN
(4acTy KOMITETEHIINN)

COOTBETCTBYET OIICHKE «3a4TECHOY
50-100% o1 MakcUMaJILHOTO OaJuia

N/-1-yx.; Ananusupyert 3a1auy,
BBIJICIISAS €€ 0a30BBIC COCTABIISIOIINE

N/1-2- yk.; OCyIiecTBIsIET TOUCK U
KPUTUYECKUH aHATN3 UHPOPMAIIHH,
HEO0OXOIMMOM JIJIsl PEIIeHHUs TOCTABICHHON
3aJa4n

N/I-3- yk.; [ImanupyeTt BO3MOKXHBIE
BApUAHTHI PEIICHUS 3a/1auu, OLICHUBAas X
JIOCTOMHCTBA U HEAOCTATKH

N-4- yx.; Onpenensier U OLEHUBAET
MOCJIE/ICTBUSI BO3MOXKHBIX PEIICHHH 3a1a41

N -1-nkocs PaspabaTeiBaet
MEpONPUSITHS IO BO3ECUCTBUIO HA PUCK B
paspese OTIEIbHbBIX BUIOB

BJIQJICCT MAaTEPUAJIOM IO TEME, HO JIOIMyCKaeT
HETOYHOCTH TIpu (HOPMYIHPOBKE OCHOBHBIX
MOHSTHH, B OCHOBHOM  TIPaBUJIBHO
aHATM3UPYET 3a7ady, BbIICIAS ee 0a30BBIC
COCTaBIISIIOIINE; JIOCTATOYHO A(PPEKTUBHO
OCYIIECTBIISIET MOUCK U KPUTUUYECKUN aHATN3
nHpopManuu, HEOOXOTUMON HJis PEIICHUS
MOCTABJICHHON  3aja4w, TUTAHUPYET
BO3MOXXHBIC BapHaHTBl PEIICHUS 3aa4H,
OIICHMBAsl WX JOCTOMHCTBA WM HEJIOCTATKH;
JIOCTATOYHO TTOJTHO OIPEACIIICT U OIICHUBACT
MOCIICJICTBUSI BO3MOXKHBIX PEIICHUN 3aa4uH,
ompezenseT WCTOYHUKA WHPOpMAIUUA Ha
OCHOBE TIOCTABJICHHBIX IIEJCH /I PeIIeHUs
HSKOHOMHYECKHX 33J1a4; HE BIIOJIHE YBEPECHHO
ompejenseT MeToAbl cOopa, o00paboTku
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N -2-1koc.5 [TpoBOIUT
SKOHOMHUYECKYIO OLIEHKY MEPOIPUATHI 110
BO3JICHCTBHUIO HA PUCK

uHpopmanmy, CcrnocoObl W BUA €€
Mpe/ICTaBICHUS;

pa3pabarbIBaeT MEpPOIPUATHS 1o
BO3JCHCTBUIO HA PUCK B pa3pe3e OTACIbHBIX
BUJIOB, MOXET JIOMYCKaTh HETOYHOCTH MpHU
MPOBEJICHUH  DKOHOMHUYECKYIO  OIICHKY
MEPOIPHUATHI MO BO3AEHUCTBUIO HA PUCK, YTO
HE OKa3bIBAaeT CYIIECTBEHHOTO BJIHSHHUS Ha
o0 YPOBCHb chopMUPOBaAaHHOCTHU
KOMITIETEHIIAH.

00N LR W~

10

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

Mopnysb 2. «kKoHuenrtyajJbHble OCHOBBI 3alIIUTHI HHpOpManuu

1. Bonipocs! 1151 YCTHOTO onpoca:

[lepeuncaure BuAbI 3aluIaeMol HHPOPMALIUY.

Kakne metoap! 3amuTsl HH(GOPMAIUH BBIICISIOT?

Yro Takoe MpaBoOBbIe METOABI 3AILUTHI HHPOpMaL?

Yro Takoe OpraHu3alMOHHBIE METOBI 3aIIUTHl HHPOpPMALUU?

Yro Takoe TEXHUYECKHE METO/IbI 3alUThl MH(opMaru?

UYro Takoe MporpaMMHO-aNMnapaTHbIe METObI 3aLIUThHl UHPOpMaALUU?
Yro Takoe KpunTorpapuuecKkue MeTo bl 3aluThl HHpopMaun?

UYro Ttakoe puznyeckre METO bl 3aIIUTHI HHPOPMALUU?

Ha3zoBuTte 0OCHOBHBIE TPUHLIUIIBI HOJIUTUKHA O€30IACHOCTH.

Uto BKIIIOYAET MOJIUTHUKA O€30IIaCHOCTH BEPXHETO YPOBHA?

Kak oprann3oBaH yianeHHbIH JOCTYH K CEpBUCY?

Uro BKIIIOYAET MOJIUTHUKA YIPABIECHUS NapOJIsIMU?

Kak o1leHuTh pUCKH peanu3aiu yrpo3 uHpopmanuu?

Kakwue aransl BbLAETAIOTCS B )KM3HEHHOM LIMKJIE HHPOPMAILIMOHHOTO cepBrca’?
Ha xaxux npuHiunax 6asupyercs CUCTEMHBIN MOAXO0/ K 3amuTe nHdopmarun?
Kak obecnieunBaercs yrpaBieHHe JOCTYIIOM?

Kakue nporpammusle cpencTsa ucnonb3yrores st Ub?

B yem oTinuus MeToza NpuHYXAEHUS OT METOAA MOOYXK1eHUs?

Yro Takoe 2MeKTpOHHAas MOAMKCH U JUIS YETO OHA UCTIOIb3yeTcs?
[Tonsitue kpunrorpadguu mudpa.

3agauu ¥ METOIbI KpUNTOrpaduu.

Buasr mmudpos.

Kpunrorpaduueckue npuMUTHUBBIL.

OcHoBHbIE KpUNTOrpaduyeCKue MPOTOKOJIBI.

MoJenu OCHOBHBIX KPUIITOAHAIUTHYECKUX aTaK.

Komnbrorepnoe tecrupoBanue (TCk)
Boibepume o0un npasunvHulil 6apuanm omeema

Jy0aupoBanue coo0LIeHUI sIBJIsAETCS YIPO30ii:

JOCTYTHOCTH;

KOH(HIEHIINAIbHOCTH;

+IIEJIOCTHOCTH.

Bpenonocnoe I1O Melissa noasepraer arake Ha 10CTYIIHOCTD:
CUCTEMBI DJIEKTPOHHON KOMMEPIIH;
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reOMH(OPMALIMOHHBIE CUCTEMBI;

+CUCTEMBI AIEKTPOHHON MOYTBHI.

Bbi0epuTe BpeNOHOCHYI0 NpOrpaMmy, KOTOpPas OTKpPbLIA HOBBI 3Tam B Pa3BUTHH
AaHHOI 00J1acTH.

+Melissa.

Bubble Boy.

ILO VE YOU.

Cpean  HMIKeNepeYMCJEHHBIX  BbIJEJHMTE TJABHYI0 MNPHYHHY CYLIECTBOBAHHSA
MHOT0YMCJICHHBIX YIP03 HH(OPMALMOHHOM 0€301IaCHOCTH.

IIPOCUETHI IIPU aIMUHUCTPUPOBAHUN UH(DOPMALIIOHHBIX CUCTEM;

HE00X0AUMOCTh OCTOSHHON MOJU(pHUKAIIMYA HHPOPMAITMOHHBIX CUCTEM;

+CJ10)KHOCTh COBPEMEHHBIX MH(POPMALIMOHHBIX CUCTEM.

ArpeccuBHOe NOTPedJIeHHe PecypcoB SIBJISIETCS] YTPO30ii:

+IOCTYITHOCTHU

KOH(UICHITMATEHOCTH

LIEJIOCTHOCTH

IIporpamma Melissa — 3T0:

ooMOa;

+BHUPYC;

YEpBb.

J1st BHeApeHus 00MO Yalie Bcero MCNnoJib3ylTcs OIIMOKH THIIA:

OTCYTCTBHE IIPOBEPOK KOJIOB BO3BPATa;

+nepenonHenue Oydepa;

HapyleHHe HEeJIOCTHOCTU TPaH3aKIUii.

OKHO onacHOCTH MOSIBJIsAETCS, KOTAa:

CTaHOBHTCS U3BECTHO O CPEACTBAX UCIOJIb30BAHUS YA3BUMOCTH;

+1105BISETCSI BO3MOXHOCTD UCIIOJIb30BATh YA3BUMOCTb;

ycraHaBinBaeTcs Hooe 110.

Ilon omnpenesenue cpeacrs 3amMTbl  HHpoOpManuu, JAaHHoe B 3akoHe «O
roCyAapCTBEHHOI TaliHe», NOANAJAK0T:

CPEICTBA BBISBIICHUS 3JI0YMBIIIEHHON aKTUBHOCTH;

cpezacTBa obecreyeHns 0TKa30yCTOMUNBOCTH;

+cpencTBa KOHTPOJII YPPEKTUBHOCTH 3aIUTH HH()OPMAITUH.

Yposens 6e3onacHocTu B cornacHo «OpaHiKkeBOi KHUI'e» XapaKTepHU3yeTcs:

MIPOU3BOJILHBIM YIIPABICHUEM JIOCTYIIOM;

+IIPUHYIUTENBHBIM YIPABIECHUEM JOCTYIIOM;

BepupUIUpPYyeMOl 0€30IaCHOCTBIO.

CorunacHo «OpaH:KeBOH KHHIe» MOJUTHKA 0€30IIaCHOCTH BKJIKOYaeT B cedsi ciaeqyomme
3J1IeMEHThI:

nepuMeTp 6e30MacHOCTH;

+MeTKH 0€30IMacHOCTH;

cepTuduKaThl 6€30MaCHOCTH.

Corunacno pexomenaanusam X.800 BoiessioTcs cileyouue cepBuchbl 0€30MACHOCTH:

yIpaBJIEHUE KBOTAMH;

+ynpaBiIeHUE JOCTYIIOM,;

JKpaHUPOBAHUE.

YpoBeHb 6e30nacHOCTH A cor1acHo «OpaHkeBOH KHHUIe» XapaKTepU3yeTCs:

IIPOU3BOJIbHBIM YIIPABIECHUEM JIOCTYIIOM;

MPUHYAUTEIbHBIM YIIPABIEHUEM JIOCTYIIOM;

+BepuduurpyeMoi 6€30aCHOCTHIO.

Coriacno pexomenaanusam X.800 ayreHTudgukanus MoxkeT ObITh peaii30BaHa HA:

+CETEBOM YPOBHE;

TPaHCIIOPTHOM YPOBHE;

IIPUKJIAHOM YPOBHE.
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B uncio nesneii moJuMTHKH 0€301ACHOCTH BEPXHEro YPOBHS BXOJSAT:

+ynpaBI€HUE PUCKaMU,

OIpeJIeIeHUE OTBETCTBEHHBIX 32 MH(POPMAIIMOHHBIE CEPBHCHI;

OIpeJIeJIEHUE Mep HaKa3aHuUs 3a HapyIIEHUs MOJIUTUKN O€30IaCHOCTH.

IHosmmTHKa Ge30MACHOCTH CTPONTCSI HA OCHOBE:

obmux npencrasinenuii 060 UC opranuzanmm;

W3Y4EHHUs MTOJINTUK POJCTBEHHBIX OPraHU3aLINNL;

+aHaIn3a pUCKOB.

B unciio nenei moJMTHKH 0€301ACHOCTH BEPXHEro YPOBHSI BXOAAT:

+hopMyIUpoBKa aJIMUHUCTPATUBHBIX PpEIIEHUI 10 BaXKHEHIIUM acmeKkTaM peaau3aliu
porpamMMbl 0€30MMaCHOCTH;

BbIOOp METO/10B ayTEHTU(UKALIMH [10JIb30BaTENICH;

obecriedeHre 6a3bl UIst COOTIOCHUS 3aKOHOB H ITPABUIL.

Puck siBasiercsi pyHKIIMeNH:

+pa3mepa BO3MOXKHOTO yIepoa;

qucia [0Jb30BaTene HHPOPMALMOHHON CUCTEMBI,

YCTaBHOI'O KalluTala OpraHu3aluy.

IlepBrblil IIAar B aHA/IN3€ YTPO3 — ITO:

+ uneHTHPUKAIIS YTPO3;

ayTeHTU(UKALUs yrpo3;

JIMKBUJIALUS yIPO3.

OneHka pUCKOB I03BOJISIET OTBETUTH HA CJIeAYIOLIHe BONPOCHI:

+4eM pHCKYeT OpraHu3anus, HCIOIb3Yst UH()OPMAIIMOHHYIO CHCTE MY?

YeM PUCKYIOT 110JIb30BaTeNId MH(POPMALIMOHHON CHCTEMBI?

YeM PUCKYIOT CUCTEMHbIE a]MUHUCTPATOPHI?

B 4nc10 NpUHIKMIIOB yNIpaBJICHHS MEPCOHATIOM BXOAAT:

+MHUHUMHU3ALMS IPUBUIIETUH;

MUHUMU3aLUs 3apIUIaThl;

MaKCHMHU3AIMs 3apIlIaThl.

Jasi o0ecnieyeHusi MHPOPMANMOHHOI 0€30MaCHOCTH CeTeBbIX KOH(Urypamuii cienyer
PYKOBOJACTBOBATHCA CJEAYIOIMMH NPUHIMIIAMM:

+BbIpabOTKA U IPOBEACHUE B )KU3Hb €IMHON MOJIUTUKU O€30IaCHOCTH;

YHU(pUKALKS alIapaTHO-POrPaAMMHBIX IIaTPOPM;

MUHUMU3ALNS YUCIIA UCTIOIb3YEMBIX MPUIOKEHHM.

JKpaHUPOBaHUE MOKET UCIO0JIb30BATHCS AJIS:

+npenynpexnenus Hapyumenuid U b;

oOHapyKeHHs HapyLIEeHU;

JIOKQJIM3aLMH MTOCIIEACTBUI HAPYLIECHU.

B 4nci10 OCHOBHBIX IPUHIUIIOB APXUTEKTYPHOI 0€30I1aCHOCTH BXOAAT:

+cnenoBaHue NpU3HAHHBIM CTaHJAPTaM;

MIPUMEHEHNE HECTaHIaPTHBIX PEIICHNU, HE U3BECTHBIX 3JI0YMBIIIJIEHHUKAM;

pa3HooOpa3ue 3alUTHBIX CPEICTB.

st obecnieyeHuss MH(POPMALMOHHON 0e30MACHOCTH ceTeBbIX KOH(pUrypauuii ciaenyer
PYKOBOJACTBOBATHCH CJCAYIOIMMH NPUHIUIIAMM:

HCIOJIb30BaHNE COOCTBEHHBIX JINHUH CBSI3H;

+o0ecrnieueHre KOH(PUIESHIINATLHOCTH U LIEIOCTHOCTH MPH CETEBBIX B3aMMO/ICHCTBHSIX;

MTOJTHBIN aHAJIN3 CETEeBOTO TpaduKa.

B 4nci10 yHuBepCcaJIbHBIX CEPBUCOB 0€30NIACHOCTH BXOISAT:

+ ynpaBJIeHHE TOCTYIIOM;

yIipaBiieHHe HH(OPMAIIMOHHBIMU CUCTEMAaMHU M UX KOMIIOHEHTAMU;

yIpaBie€HUE HOCUTEISIMH.

KoHTpPoJIb 1e10CTHOCTH MOKET MCI0Ib30BAThCH J1JIS:

npeaynpexaeHus Hapymenui U b;

+00HapyKeHUs HapyIICHUH;
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JIOKQJIM3ALMK TIOCJIEICTBUIA HAPYIIEHUM.

B kauyecTBe ayTeHTHQUKATOPA B CeTEBOM cpe/ie MOI'YT UCIOJIb30BATHCS:
KapauorpaMMa cyOobeKTa;

HOMEpP KapTOUYKH MIEHCMOHHOTI'O CTPAaXOBaHUS;

+pe3yibpTar paboThl TeHEpaTOpa OHOPA30BBIX MMAPOJICH.

B 4unc/10 OCHOBHBIX IOHATHI POJIEBOI0 YIIPABJIEHUA 10CTYIIOM BXOJAHUT:
+poJb;

WCIIOJTHUTEIb POJIH;

I10JIb30BATEIb POJIH.

B kauyecTBe ayTeHTHQUKATOPA B CeTEBOM cpe/ie MOI'YT HCII0JIb30BATHCS:
roJl POXKJIEHUS CYOBEKTa;

(hamuus cyObeKTa;

+CeKpeTHBIN KPUNTOTpaQUUECKUil KITFOY.

PoseBoe ynpaBjieHHe [OCTYIIOM HCIOJIb3yeT CJeAylIlee CpeIcTBO O00BEKTHO-
OPMEHTHPOBAHHOTIO MOAX0/A:

VHKAaICYJISLHNS;

+Hacie0BaHue;

nomMMopu3M.

Mudposoii cepTuduKaT COIEPKUT:

+OTKPBITHINA KJIHOY I10JIb30BATENS;

CEKPETHBIN KIIFOY MOJIb30BATEIS;

MMl T10JIb30BATETIS.

Kpunrorpadus Heodxoquma i peajM3alnu cJIeIYHIHUX CEPBHUCOB 0€30MaCHOCTH:
UACHTH(DUKAINS;

SKpaHUPOBAHUE;

+ayTeHTuQUKaIuS.

Kpunrorpadus Heodxoguma s peaju3auu cJeIyYIIHX CePBHUCOB 0€30IaCHOCTH:
+KOHTPOJIb KOH(PHUICHIIUAIBHOCTH;

KOHTPOJIb 11€JIOCTHOCTH;

KOHTPOJIb JOCTYIIA.

JKpaH BbINOJIHSAET (PYHKIIUH:

+pazrpaHuyeHus JOCTymna;

oOJieryeHust 10CTyIa;

YCIIOKHEHUS JOCTYIIA.

JdeMuuTapu3oBaHHasi 30HA PACHOJIATAeTCHa:

nepes BHEIIHUM MEXCETEBBIM KPaHOM;

+MEXy MEKCETEBBIMHU DKPaHAMU;

3a BHYTPEHHUM MEKCETEBBIM SKPaHOM.

JKpaHMPOBAHHE HA CETEBOM M TPAHCIIOPTHOM YPOBHSIX MOKET 00eCeYnTh:
+ pasrpaHu4eHHe I0CTYIA 110 CETEBBIM a/IpecaM;

BBIOOPOYHOE BHITIOJIHEHHE KOMaH I MPUKIIATHOTO TPOTOKOJA;
KOHTpPOJIb 00beMa JaHHBIX, lepenanHbix mo TCP-coenunenuto.
CucreMbl aHAJIN3A 3AIIUIIEHHOCTH MOMOTaI0T NPEeIOTBPATUTD:
+13BECTHBIC aTaKH;

HOBBIEC BUJIBI aTaK;

HETUIIUYHOE TOBEICHHE MOJIb30BATEINEH.

Cpennee BpeMst HapaOOTKH HA 0TKAa3:

MPONOPIUOHAIBHO HHTEHCUBHOCTH OTKA30B;

+00paTHO MPOMOPIIMOHATHPHO HHTEHCUBHOCTH OTKA30B;

HE 3aBUCUT OT UHTEHCUBHOCTH OTKAa30B.

TyHHeJHpOBaHHE MOKeT HCNOJb30BATHCS HAa CJeIyIOIeM YPOBHe JTaJIOHHOM
cemuypoBHeBoi moaenu 081:

+CETEBOM;
CEaHCOBOM;
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YPOBHE IpeACTaBICHUSI.
IpuHOMN ycujieHust caMoro ¢jaadoro 3BeHa MOKHO nepeGopmMyIMpoBaTh Kak:
+IIPUHIUI PaBHOIPOYHOCTH OOOPOHBI;

MIPUHIIMII yaJdeHus c1aboro 3BeHa;

MIPUHIIUIT BBISIBJICHUS TJ1aBHOTO 3BEHA, YXBAaTUBILIUCH 32 KOTOPOE, MOKHO BBITSHYTh BCIO LICTIb.
IHouTuka Ge30macHOCTH:

(dbuKcHpyeT IpaBuiia pa3rpaHUYCHUs JOCTYIIA;

+0Tpa)kaeT MoAX0/1 OpraHU3aluy K 3alIUTe CBOMX HH()OPMALIMOHHBIX AKTHBOB;

OIMCBIBAET CIIOCOOBI 3aIIUTHI PYKOBOACTBA OPTaHU3AIUH.

Bbl6€pl/lm€ HECKOJIbKO npasulbHblX 6apuaHmoe onmeema

IIpu ananu3e cTOMMOCTH 3aIIUTHBIX Mep cjelyeT YYUThIBATh:

+pacxo/ibpl Ha 3aKyIIKy 000py/10BaHMS;

+pacxozpl Ha 3aKyNKY [IPOrpaMM;

+pacxo/pl Ha 00yueHHe MepPCoHANa;

YIIYIIEHHYIO BBITOAY.

B 4KCJI0 OCHOBHBIX NOHATHI POJ1€BOr0 YNIPaBJIEeHHUA 10CTYIIOM BXOIUT:

+00BEKT;

+cyOBeKT;

METO/I.

AyTeHTH(UKAIMA HAa OCHOBe NapOJisl, MepeJaHHOI0 M0 CeTH B 3alIM(POBAHHOM BHIE,
IJIOXA, IOTOMY YTO He o0ecrieYuBaeT 3alllUThI OT:

nepexsara;

+BOCIIPOU3BEACHNUS,

+aTak Ha JOCTYIHOCTb.

B 4nci10 yHuBepcaJbHBIX CePBUCOB 0€30NIACHOCTH BXOJSAT:

CpeZAcTBa MOCTPOCHUS BUPTYAJIbHBIX JIOKAJIBHBIX CETEH;

+3KpaHUPOBAHUE;

+IIPOTOKOIMPOBAHUE U AYAUT.

B unci10 0CHOBHBIX IPUHIUIIOB APXUTEKTYPHOI 0€3011aCHOCTH BXOAAT:

+ycuseHue camoro ciaboro 3BeHa;

YKpeIryieHue HanboJsiee BEposiTHOTO O0BEKTa aTakH;

+3111€JT0HUPOBAHHOCTH OOOPOHBI.

IIporokonupoBaHue U ayAUT MOTYT MCIOJIb30BATHCS AJISI:

+npenynpexnenus Hapymenuid U b;

+00HapyKeHUsl HapyIIEHUH;

BOCCTaHOBJICHUSA pexxuma 1 b.

B unci10 3TanoB npouecca NJIAHUPOBAHUS BOCCTAHOBUTEIbHBIX pa 00T BXOAAT:

+BbISIBIIEHUE KPUTHUECKU BaXKHBIX (DYHKIUI OpraHu3aluy;

+onpeenenre nepeyHsi BO3MOXKHBIX aBapHii;

IIPOBEJICHUE TECTOBBIX aBapUl.

B unci10 HanpaBJeHUIT NOBCeHEBHOM JeTeJIbHOCTH HA NMPOLEAYP HOM YPOBHE BXOJAT:

+CHUTyallMOHHOE YIIPaBJICHUE;

+KOH(UTypalIMOHHOE YIIPaBIICHUE;

ONTUMAJIbHOE yIIPaBJICHHUE.

B unci10 K1accoB Mep NMpoeyPHOT0 YPOBHSI BXOAAT:

+moanepxkanrue paboTOCIOCOOHOCTH;

noaaepxanue Gu3nyeckou popmsl;

+dusznueckas 3ammuTa.

YnpasiieHue puCKaMH BKJIIOYAET B cedsl ceAyolue BU/bI 1esiTeIbHOCTH:

OIIpE/IECIIEHUE OTBETCTBEHHBIX 3a aHAJIN3 PUCKOB;

+OIIEeHKa PUCKOB;

+BbI00P YPPEKTUBHBIX 3AIIUTHBIX CPE/ICTB.
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B unci10 3TanoB ynpaBjieHUs pUCKAMH BXO/SIT:

+uaeHTH(UKAIUS AKTHBOB;

JUKBUIALNS TTACCUBOB,

+ BBIOOp OOBEKTOB OIICHKH.

B paMkax noJiMTHKHU 0€30MACHOCTH HHKHEr0 YPOBHSI OCYIIECTBIISIIOTCS:

CTpaTETrHYECKOEC TUIAHUPOBAHHKE;

+I0BCEAHEBHOE a/IMUHUCTPUPOBAHUE;

+0TCIe)KUBAHKUE CITA0BIX MECT 3aIUTHI.

B uncio nesneii moJuTHKU 6€30MACHOCTH BEPXHEr0 YPOBHS BXOIAT:

+pemeHne chopMHPOBATH WK TIEPECMOTPETh KOMIUIEKCHYIO IPOrpaMMy 0€3011aCHOCTH;

+obecreueHune 0asbl 17151 COOIOICHUS 3aKOHOB U TPABUIT;

obecrieueHre KOHPUACHIIMAIBHOCTH ITOYTOBBIX COOOIICHUIA.

B unci0 kiaaccoB TpedoBaHmii 1oBepus 0e30nacHOCTH «OOMMX KPUTEPHEB» BXOASAT:

+pa3zpaboTka;

+oreHKa mpouIs 3aIIHTHI;

cepruduKarms.

Cpenu HHKe MEePeYUCIeHHBIX 0TMEThTE 1Be TPOSTHCKHE MPOrpaMMBbl:

ILOVE YOU;

+Back Orifice;

+Netbus.

YroJioBHBI Koaeke PD He npeaycMaTpUBaeT HAKAa3aHHUA 3a:

CO3JIaHKE, UCIIOJIb30BaHUE U PACIIPOCTPAHEHUE BPEIOHOCHBIX ITPOrPaMM;

+BelleHUe INYHOU KOPPECTIOH ICHITNH Ha TTPOU3BOJICTBEHHON TEXHUYECKOM 0a3e;

+HapyIIeHUe MPaBHJI KCILTyaTallui UHPOPMAIIMOHHBIX CHCTEM.

CaMbIMH ONIACHBIMH UCTOYHUKAMYI BHYTPEHHHX YIPO3 sIBJISIOTCS:

+HEKOMIIETEHTHBIE PYKOBOIUTEIIH,

+00MKEHHBIE COTPYAHUKH;

JHOOOIBITHBIC 3 IMUHHCTPATOPBI.

B uyucio rpaseii, TmNO3BOJSIOIIMX CTPYKTYPHUPOBATH  CPEICTBAa  JOCTHKEHUsI
uHGOPMAMOHHOM 0€30MACHOCTH, BXOIAT:

+ Mepbl 00eCTIeUeHUS [IEIOCTHOCTH;

aJIMUHUCTPATUBHBIC MEPHI,

+ Mepbl o0ecniedueHrs KOH(OUICHIIHATEHOCTH.

Taboauuna 4 — Kpurepun ouneHkn ¢popMUPOBAHHOCTH KOMIIETEH UM

Kpurepun ouenuBanus

Kon n HamMeHOBaHKE MHIMKATOPa c(hOpMHUPOBAHHOCTH KOMITCTCHITUU
JTOCTUKECHUS KOMIIETCHIINHU (9acTH KOMITETCHITHHN )
(4acTu KOMITETEHITUN) COOTBETCTBYET OLICHKE «3a4TECHO»
50-100% ot makcuMaspbHOTO Oasa
UJI-1-yi | AHanusupyer 3ajiady, BJIaJICET MATEPUAJIOM IO TEME, HO JOMYCKAET
BBIJIEJISIS €€ 0a30BhIC COCTABIISIONINE HETOYHOCTH TIpU (POPMYITHPOBKE OCHOBHBIX
U-2- yx.; OCyLIECTBISET IOUCK U MOHSTHH, B OCHOBHOM MPaBUIILHO

aHAIM3UPYET 3aJauy, BBIACIAS e¢ 0a30Bbie
COCTABJISIONINE; JOCTAaTOYHO d(PPEeKTUBHO
OCYIIECTBIIACT MOUCK U KPUTHUECKUN aHAIIN3
nHpopManuu, HEOOXOTUMON HJis PEIICHUS

KPUTUYECKHUI aHATN3 WHPOPMAIIHH,
HEO0OXOIMMOM JIJIsl PEIICHUs TOCTABICHHON
3aJla4u

N/I-3- yk.; [ImanupyeTt BO3MOKHBIE

IIOCTaBJICHHON  3ajauu; IUTAHUPYET
BAPUAHTBI PCIICHUS 3a/1a1H, OLICHUBAsT UX BO3MOJKHBIC BAapUaHTBl PEIICHUS 3aJayH,
JIOCTOMHCTBA U HEJIOCTaTK! OLICHMBAsl MX JOCTOMHCTBA M HEIIOCTATKHU;
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N-4- yx.; Onpenensier U OLUEHUBAET JIOCTAaTOYHO MOJIHO OMPENEISAET U OLICHUBAET
MOCJIEACTBUS BO3MOXKHBIX PELIEHUN 3a]a41 TIOCJIC/ICTBHSL BO3MOXKHBIX PEIICHUN 3aa4H,

V-1 -11xec.s PaspabaTbiBaer OIpeNensieT MCTOYHMKM HH(OpManuu Ha
0cC- o
OCHOBE IIOCTABJICHHBIX LEIEH M PELICHUs

HYKOHOMHUYECKHX 3a/1a4; HE BIIOJHE YBEPCHHO
ompenenseTr MeEToJIbl cOopa, o00paboTKu

MEPOIPHUSTHS 110 BO3ACHCTBUIO HA PUCK B
pas3pese OTAEIbHBIX BUI0B

NJ1-2-nkoc s IIpoBOaMT uHpOpMALMK,  CHOCOOBI M BHJ €€
9KOHOMHUYCCKYIO OLICHKY MepOHpI/IHTI/Iﬁ o IIpeACTaBIICHUS,
BO3/IEICTBHIO HA PUCK paspabarbIBaeT MEpOTIPUATHS 1o

BO3JCHCTBUIO HA PUCK B pa3pe3e OTIACIbHBIX
BUJIOB, MOXET JOIYCKaTh HETOYHOCTU NpPHU
IPOBEJACHUN  SKOHOMUYECKYIO  OLIEHKY
MEpPONPUATUI IO BO3AEUCTBUIO HA PUCK, YTO
HE OKa3bIBAaeT CYIIECTBEHHOTO BIHSHHUS Ha
o0mIMit YpOBEHb c(OpMUPOBAHHOCTHU
KOMIIETEHIU .

—

=0 No L e

13

16.
17.

18

0.
11.
. Onummre npaBoBOM PEeXUM roCyJapCTBEHHOM TalHBI.
. ©3-63.

14.
15.

Monyab 3. «<HopMaTHBHO-IPaBOBbIe ACHEKThI HHPOPMAIMOHHOI §€30MACHOCTH U 3aIIUThI
HHpOpMALHI»

1. Bonipochl 1151 YCTHOTO onpoca:

OxapakTepu3yiiTe IpaBOBbIE ACTIEKTHI 3alIUTHl HHPOPMAITUU

HopMaTuBHO-IpaBOBbIE JTOKYMEHTBI IPEANPUATHS, KAacarollUMecss BOIPOCOB HHPOPMAIIMOHHOM
0€30MMacHOCTH.

HazoBuTe OCHOBHBIE HallpaBlI€HHUsS pa3BUTUS 3aKOHOJAATEIbCTBA B oOsiacTu  oOecredeHus
uHpOpMallMOHHON  Oe30macHOCTH, ompejaereHHble MexBenoMcTBeHHOM  komuccuedt  CoBera
bezonacnoctu PO no nndopmarmonnoit 6e3omacHocTr?

UYro Takoe KoHpUAEeHIMaTbHas HHpopManus?

UYro Takoe nepcoHalbHbIE TaHHbIE?

B kakux cimydasix BO3MOXHO HCIIOJIb30BaTh IEPCOHATIbHBIE TaHHBIE 0€3 coryiacus obmanaTens’?
Oxapakrepu3yiiTe OMOMETpUUYECKUE JAHHbIE KaK EPCOHAJIbHBIE JAHHBIE.

Yro Takoe npogeccuoHanbHas TaifHa?

Urto Takoe KOMMepuecKas TaitHa?

Yro Takoe pekUM KOMMEPUECKON TalHbI?

UYro Takoe rocynapcTBeHHas TaiiHa?

Kakue rnaBHble rocyiapcTBEHHbIE OpraHbl B 00JacTH obecnieueHust HH(OpMallMOHHOH 0e30macHoCTH?
Kakue rocynapcTBeHHbIE OpraHbl 3aHUMAIOTCS cepTH(UKAILMEl U JTUIIEH3UPOBAHUEM CPEACTB 3alUThI
uHpopmanuu?

Kaxue ocHOBHBIE MEXTyHApOIHbIE CTAaHAAPTHI B 00J1aCTH HUHPOPMAIIMOHHONW 6€30MacHOCTH?
Pacckaxute B ueM cyTb "opanxeBoit kHuru" (ISO 15408).

. Kak cBs3aHbl MEXIyHApOAHBIE CTAaHAAPTHI U CTaHAAPThl PD?
19.
20.

Kakue ocHoBHBIE cTaHnapThl PO B 0611acT HHPOPMAIIMOHHON 0€30MaCHOCTH CYIIECTBYIOT?
Oxapakrepusyiite cragaapt 'OCT P UCO/M3K 27002-2012.

Komnbrorepnoe tecrupoBanue (TCk)
Boibepume o0un npasunvHulil 6apuanm omeema
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IIpeamer mpaBoBOro odecnevyeHnsi MHPOPMAIUOHHOI 0€30MIACHOCTH MPeACTABJISET
coboii:

+COBOKYITHOCTb OOIIECTBEHHBIX OTHOLIEHUH, Ha KOTOPBIE HAIIPABICHO NPAaBOBOE BO3AECHCTBUE
B LIEJAX HEAONYLICHMS, BBISIBICHUS M INPECEUYECHUs MPOSIBICHUH Yrpo3 OOBEKTaM HalMOHAJIbHBIX
MHTEPECOB B MH(POPMALIMOHHOMN cdepe, a TaK)Ke MUHUMH3AalUY HETaTUBHBIX IOCIEICTBUNA IPOSBIECHUS
9TUX YIpO3;

COBOKYIHOCTb OOILIECTBEHHBIX OTHOIIEHUI, HA KOTOpPbIE HAIPABJIEHO IPABOBOE BO3ACHCTBHUE
TOJBKO B IENAX HEIONMYIICHUS TPOSBICHUNA Yrpo3 OO0bEKTaM HAIMOHAJIBHBIX HMHTEPECOB B
nH(popMaMoOHHOH cdepe;

HET BEpHOT'O OTBETA.

IIpaBoBoe o0ecnieueHue Ge3onmacHOCTH MHPopManuu B (popMe cBeleHH o0pa3yercs:

+COBOKYITHOCTBIO HOPM ¥ MHCTUTYTOB, PETYIUPYIOLIUX OTHOLIEHHUS 10 IIOBOAY TOJIBKO
00BEKTa - CBEJICHUH, 00J1a1aTesIeM KOTOPBIX SBIISIETCS CYOBEKT MpaBa;

COBOKYITHOCTBIO HOPM U MHCTUTYTOB, PETYJIIUPYIOIINUX OTHOIIEHUS 110 TOBOY CIEIYIOLINX
00BEKTOB: CBEJIeHUs, 001aaTeneM KOTOPbIX ABISETCA CyObeKT IIpaBa; cB000/1a MbICIIH;
CyOBbEKTUBHAS 3HAUMMOCTb HAllMOHAIbHBIX KYJIbTYPHBIX LIECHHOCTEH;

COBOKYIHOCTBIO HOPM M HHCTUTYTOB, PETYIUPYIOIUX OTHOIIEHHS 110 TOBOJY TOJIBKO 00BEKTa
- cBO0O/1a MBICIIH.

IIpaBoBoe o0ecnieueHue 6e30MacHOCTH MH(PpopManuu B popMe COOOIEHU I onpeae/IseTcs:

COBOKYITHOCTbIO HOPM U HHCTUTYTOB, PETYJIUPYIOIINUX OTHOILIEHUS IO TOBOY CIEIYIOIIMX
00BEKTOB: CBeJIeHUs, 001agaTesneM KOTOPbIX ABISETCA CyObeKT paBa;

cB000/1a MBICIIN; CyOBEKTUBHAS 3HAUMMOCTb HAI[MOHAIBbHBIX KYJIbTYPHBIX LIEHHOCTEH;

+COBOKYIHOCTbBIO IPABOBBIX HOPM U MHCTUTYTOB, PETYIMPYIOIUX OTHOIIEHH, 00BEKTaMU
KOTOPBIX SIBJISIFOTCSL COOOILEHUS, IEpeAaBacMble 110 KaHajlaM CBSI3H, IaHHbIE, HAKaIlJIMBAaEMbI€ U
oOpabarbiBaeMble B HHOPMALIMOHHBIX CHCTEMaX, aBTOMAaTU3UPOBAHHBIX CUCTEMaX yIpaBJIECHUS, a
TaK)Ke JOKYMEHTBI KaK BXOSIINE, TAK U HE BXOJALINE B UHPOPMAILIMOHHBIE CUCTEMBIL;

COBOKYITHOCTBIO ITPABOBBIX HOPM U MHCTUTYTOB, PETYJIUPYIOIIHUX OTHOIIEHUS, 00bEeKTaMH
KOTOPBIX SIBJISIFOTCSI CPEJICTBA CBSA3HM, aBTOMATU3alMKU 00paboTku nHpopManuu, HGOpMamoHHO-
TEJIEKOMMYHHUKAI[MOHHBIE CUCTEMbI M CPEJICTBA MAaCCOBOM MH(pOpMAaLIUU;

COBOKYITHOCTBIO IMPABOBBIX HOPM M UHCTUTYTOB.

CoaepikaHue H CTPYKTYPa 3aKOHOAATEIbCTBA B 00/1aCTH HH(POPMALIMOHHOM
0e30MacHOCTH BKJIIOYAeT:

+Koncrurynus Poccuiickoii @eneparnun - HopmatusHo-mipaBoBsle akThl (Ykassl) [Ipesunenta
Poccuiickoit ®enepanum - [logzaxkonnsie aktel [IpaBurenscta Poccniickont @enepannu -
®DenepanbHble 3aK0HbI - Kogekcsr,

Koncrutynus Poccuiickoit @enepannu - HopmatuBHo-npaBoBbie akThl (Yka3bl) [Ipe3nnenta
Poccuitckoit denepanuu;

[Tonzakonnsle akThl [IpaBuTenscTBa Poccuiickon @enepannn — OenepaibHbIe 3aKOHBI -
Kopnekcsr;

HET BEpHOTO OTBETA.

3akonogareabcTBo Poccniickoii ®@enepanun 00 nugopmanun, HHGOPMANMOHHBIX
TeXHOJIOTUSIX U 0 3alMTe HH(POPMAIUM COCTOUT M3:

+®enepanbHOro 3akona «O6 nHdopMay, THPOPMALMOHHBIX TEXHOIOTUAX U O 3aIIUTE
nHpopMaLUn» U APYTUX PeepabHBIX 3aKOHOB, PETYIUPYIOIINX OTHOIICHUS B 00J1aCTH
MCMOJIb30BaHUS HH(pOpMAIHH;

®enepanbHOro 3akoHa «O NepCOHANBHBIX JaHHBIX» U IPYTUX (heepaibHbIX 3aKOHOB,
PEryIUpYIOIUX OTHOIIEHHS B 00JaCTH MCIIOJIb30BaHMsI HH(POPMAIINH;

®enepanbHOro 3aKkoHa «O KOMMEPUYECKOH TallHe» U IPYTUX (eepanbHbIX 3aKOHOB,
PEryIUpYIOIUX OTHOIIEHHUS B 00JIaCTH UCIIOJIb30BaHMsI HH(OPMAIIUH;

®enepanbHOTO 3aKk0Ha «O rocyIapCTBEHHOMN TailHe» U Ipyrux (eaepaibHbIX 3aKOHOB,
PEryIUPYIOIUX OTHOIIEHHUS B 00JIaCTH MCII0JIb30BaHHsI HH(OPMAIIHH.

IIpeameToM nNpaBoBOro peryjiMpoBaHus B 001acTy HHGoOpMauu, HHPOPMALMOHHBIX

TEXHOJIOTUH ¥ 3alMThI HH(POPMAILMH ABJIAIOTCH:
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OTHOIIEHHUS], BO3HUKAIOILME TOJIBKO IPU OCYILIECTBICHUU IIpaBa Ha IOUCK, MOJIyYEHHE,
nepeaady, IpoOU3BOJCTBO U paclpocTpaHeHHe HHPOPMALIUH;

OTHOIICHHSI, BO3HUKAIOIIME TOJILKO NMPU MPUMEHEHUH WH(POPMAIIMOHHBIX TEXHOJIOTHIA;

OTHOILIECHMS], BO3HUKAIOIUE TOJIBKO NMPU 00ECIICUEHUH 3alUThl HH()OPMALUH;

+OTHOIIEHUS, BO3HUKAIOLIUE IIPU OCYILECTBICHUH IIPAaBa HA ITOUCK, ITOJIy4EHHE, Iepeaady,
IIPOU3BOJICTBO U pacHpOCTpaHeHue HH(OpMALMK; IPU IPUMEHEHUU UH()OPMAIIMOHHBIX TEXHOJIOTHI;
npu 00eCTIeYeHUH 3aIIUThl HHPOPMALIUH.

JoxkymeHTHPOBaHHOV MH(pOpPMALHEll HA3LIBAIOT:

+uHpopmanuio, 3apUKCUPOBAHHYIO HA MAaTepHAIbHOM HOCUTENIE IIyTeM JOKYMEHTUPOBAHHUS, C
PEKBU3UTAMHU, IO3BOJISIFOIMMH OIPEAEIUTh TaKyt0 HH(OPMALMIO WIH B YCTaHOBJIEHHBIX
3aKoHOarenbCcTBOM Pocculickoit denepanuu cirydasx €€ MaTepuaibHbIii HOCUTEID;

uHpopMalnio, 3apUKCUPOBAHHYIO Ha MaT€pUaIbHOM HOCHUTENIE ITyTeM

JOKYMEHTUPOBaHUsI, €3 pEKBU3UTOB;

HET BEPHOT'O OTBETA.

K o0menocrynnoi uHpopmManum OTHOCSTCH:

00I11eN3BECTHBIE CBEICHUS U MHAs MH(POPMALIUs, JOCTYIl K KOTOPOH HE OrpaHUYEH M0CIIe
JOCTHKEHHMSI OIIPEIEIICHHOIO BO3PACTa;

+0011en3BecTHbIE CBEICHUS U HHas MH(OpMAIHs, JOCTYI K KOTOPOM HE OrpaHUYEH;

HET BEpPHOTO OTBETA.

Pa3znuyalor ciaeayromue BUAbI HHPOPMALMOHHBIX CHCTEM:

+rocynapcTBeHHbIE HH()OPMAIIMOHHBIE CUCTEMBI, MyHUIIMTIAIbHBIE HH(POPMAITMOHHBIC
CHCTEMbI, MHbIE HH(OPMAIIUOHHBIE CUCTEMBI,

roCyJapCTBEHHbIE HH(OPMAIIMOHHBIE CHCTEMBI;

MYHULUTNATbHbIE HH()OPMAIIMOHHBIE CUCTEMBI;

HET BEpHOTO OTBETA.

IIpaBoBoii pe:xkuM HHGOPMANMOHHBIX TEXHOJIOTHH BKJIIOYAET:

MOPSIOK PETYIIMPOBAHUS MCIIOJIB30BaHMs HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CETEH;

nepevyeHb o0s1acTel rocy1apcTBEHHOTO PEryJInpoBaHus B chepe NpUMEHEHHs
MH(POPMAIIMOHHBIX TEXHOJIOTHIA;

TpeOOBaHUS K TOCYAAPCTBEHHBIM HH(POPMALIMOHHBIM CUCTEMAM;

+BEPHBI BCE BApUAHTHI.

3amuTa uHoOpManuK NpeaCcTaBaAsAeT c000il NPUHATHE NPABOBLIX, OPraHN3ANMOHHBIX H
TeXHHYEeCKUX Mep, HallPpaBJIeHHbIX:

+Ha obecrevyeHue 3auThl HHPOPMaIUK OT HEPAaBOMEPHOT'O I0CTYINA, YHUUYTOXKEHUS,
Moau(pUIIMpOBaHMsl, OJIOKUPOBaHMSI, KOTMPOBAHUS, IPEOCTABICHUS, PACIIPOCTPAHEHUS, a TAKXKE OT
MHBIX HEMIPAaBOMEPHBIX JEHCTBUI B OTHOILIEHUH TaKOM HMH(pOpMaLNH;

co0roieHne KOH(UISHIIMATbHOCTH HH(OPMALIUK OTPAaHUUEHHOTO JIOCTYIA;

peanu3aluio npapa Ha JI0CTYI K HH(pOpMAaIHH;

BEPHBI BCE BapUAHTBHI.

Pa3nesienne nH(opmManum Ha KaTeropuu CBOOOTHOI0 M OTPAHMYCHHOTIO JOCTYIA, IPHYEM
HHG(opMaINH OTPAHUYEHHOI0 0CTYNA MOAPA3ACIAAIOTCH HAa:

OTHECEHHBIE K FOCY/IapCTBEHHON TaliHE;

+ OTHECEHHBIE K CIyXeOHOH TaiiHe (MH(pOopMaluu 17 CIIy>KEOHOTO MOJIb30BAHMS ),
NepCOHAIbHbIE JaHHbIE (M IpYTUe BU/bI TaliH);

OTHECEHHBIE K HH(OPMAILIUU O MPOTHO3aX MOTO/IbI;

BCE BEPHBI OTBETHI.

Kaxk Ha3bIBaeTcs 3aK0H, peryJiMpyHOIIMii 1eATeJIbHOCTh FOCYy1aPCTBEHHOM TaliHbI HA
Teppuropuu P@?

«O KOMMEpPUYECKON TallHEe»;

+«0O rocynapcTBeHHOH TaliHEY;

«O ciyxeOHOM TaltHeY,

«O BpaueOHOI TaitHe».

K undopManum orpaHu4eHHOr0 J0CTYIIA OTHOCATCS:

rocylapCTBEHHAsl TaliHa;
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KoH(pUIeHIMaTbHAs UHPOPMAITHS;

IIEPCOHAJIBHBIE ITaHHBIC;

+BCE OTBETHI BEPHBI

DJIEKTPOHHAst UH(PPOBasi MNOANUChL B JJIEKTPOHHOM [OKYMEHTEe paBHO3HAYHA
COOCTBEHHOPYYHOIl NOANMCH B JOKYMeHTe Ha OyMajsKHOM HOCHUTee NPH OJHOBPEMEHHOM
CO0JII0IEHNH CJIeAYIOIINX YCIAOBHIA:

cepTHU(HKAT KII0Ya IMOANUCH, OTHOCALIMICA K ITOW 3JEKTPOHHOW IM(POBON MOAMUCH, HE
yTpatuia cuiy (AeHCTBYeT) Ha MOMEHT HIpPOBEpPKM MJIM HAa MOMEHT IOJIHMCAHUS 3JIEKTPOHHOIO
JOKYMEHTA MpU HAIWYUH JI0KA3aTENbCTB, ONPEACIISAIOIINX MOMEHT OAIIMCAHUS;

MOJITBEPXK/I€HA MOAJTMHHOCTD IEKTPOHHON IIM(PPOBOM MOANUCH B 3JIEKTPOHHOM JTOKYMEHTE;

3JIEKTPOHHAs U(POBast MOANUCH UCTIOIB3YETCSI B COOTBETCTBUU CO CBEJICHHUIMHM, YKa3aHHBIMHU
B CepTH(HKATE KIH0Ya HOIHCH.

+BEPHBI BCE BApUAHTHI.

IlepeyeHb BHIOB [€eATEJBLHOCTH B 00JacTH 3alMTHI HMH(MOPMANIMM, HA KOTOpbIE
BbIIAIOTCA JMIeH3uH, onpenesaed [loctanosaenuem IlpaBurenscrBa P® - “O jauneH3upoBanuu
OTAEJbHBIX BHAOB JesATeJbHOCTH” oT 24.12.94 Nel418 x HMM, B 4YacTHOCTH, OTHOCHTCH
pa3padoTKa, NPOM3BOCTBO, PeaIN3alMs U CePBHCHOE 00C/Ty:KMBaHue:

M (pPOBATIBLHBIX CPEICTB;

3aLUIIEHHBIX CUCTEM TEJIEKOMMYHUKALINA;

IIPOrPaMMHBIX CPEJICTB;

CHEIHAIbHBIX TEXHUYECKUX CPE/ICTB 3alUThl HH(OpMaLIUU;

[IOArOTOBKA U NIEPENOATrOTOBKA KaJIpOB;

+BCE BEPHBI BApUAHTHI.

CKO/IbKO BBIICISIIOTCH OCHOBHBIX COCTABJISIIOIINX HAIMOHAJIBHBIX HHTEPECOB
Poccuiickoii ®enepauuu B uHGopManuonHoii cepe?

2

3

+4

5

6

CepTudukannu noajiexar:

+cpeacTBa KpUNTOrpapuueckon 3amThl HHPOPMAIIUH;

CPEICTBA BBISBIICHUS 3aKJIaJJHBIX YCTPONCTB M MPOTrPaMMHBIX 3aKJIa/10K;

3alUIEHHbIE TEXHUYECKHUE CPeACcTBAa 00pabOTKN HHPOPMALIUY;

3alUIIEHHbIE HHPOPMAIIMOHHBIE CUCTEMBI U KOMILIEKCHI TEJIEKOMMYHHUKAIIHI;

BCE BBILLIEIIEPEUNCIICHHBIE CPEACTBA.

B pykoBoasimem noxkymente I'ocTexxoMuccum cucreMbl, B KOTOPBIX padoTaeT O1MH
M0JIb30BaTeIb, JONMYIIEHHBIN KO Beell 00padaTpiBaeMoil MHH(popManuy, pa3MeIeHHoi Ha
HOCHUTEJISAX OJHOTO YPOBHSI KOH(UICHIIUATBHOCTH — OTHOCATCS K IpyIIe:

+1epBoi;

BTOPOW;

TpPEThEN;

YETBEPTOU;

IIATOM.

B pykoBoasimiem 1okyMeHTe I'0CTeXKOMHCCHHM CHCTEMBI, B KOTOPbIX pa00TaeT HECKOJIbKO
N0JIb30BaTe/Ieil, KOTOPble HMET OJMHAKOBBIE IPAaBa J0CTYIa KO Bceld HH(pOpMAaLUH,
o0padaTbiBaeMoii U/MJIM XPAHUMOI HA HOCUTEJISIX PA3JIUYHOI0 YPOBHS KOH(PUICHIIHAIBHOCTH —
OTHOCHATCS K Irpynme:

IIEPBOI;

+BTOpOI1;

TpPEThEN;

YETBEPTOU;

MSITOM.
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B pykoBoasimem 1okyMenTe I'0cTeXKOMHCCHMH MHOTOII0/Ib30BaTe/IbCKHE CHCTEMBbI, B
KOTOPBIX 0OITHOBPEMEHHO 00padaThiBaeTcsl /UM XPaHUTCH MH(OPMALUA PA3HbIX YPOBHe
KOH(pHUACHINATBHOCTH, IPHYEM Pa3IuYHbIe M10JIb30BATEIN HMEIOT Pa3InYHbIe IPaBa HA JOCTYN
K HH(OpMaLMH — OTHOCATCH K rpyIie:

IIEpPBO;

BTOpOH;

+Tperbeln;

YETBEPTOU;

TISITOM.

Cpenn HMKenepeYHCcJIeHHBIX BbIICIUTE IVIABHYI0 IPHYUHY CYyLIeCTBOBAHUS
MHOT'0YHMCJICHHBIX YIP03 HH(OPMALIMOHHO 0€301aCHOCTH:
+IIpocyeTh! IpU aIMUHUCTPUPOBAHUN UH(POPMALIMOHHBIX CUCTEM

HE00X0AUMOCTh TOCTOSHHON MOAM(UKAINN HHPOPMAITUOHHBIX CUCTEM

CJIO’KHOCTb COBPEMEHHBIX MH()OPMAIIMOHHBIX CUCTEM

YroJioBHBII Koaeke PD He npeaycMaTpUBaeT HAKA3aHHUA 3a:

CO3/IaHHE, UCIIOIb30BAaHUE U PACIIPOCTPAHEHUE BPEAOHOCHBIX IIPOTrPaAMM

+BeJleHuE JINYHOW KOPPECIIOHIEHIIMHN Ha ITPOU3BOJCTBEHHON TEXHUYECKOM Oaze

HapylIeHHe IpaBuil dKcIutyaTanuu OBM, cucremsl OBM win ux cetu

Ilox onpenesienue cpeacTs 3aUThl HHGoOpMaLuH, 1aHHOe B 3akoHe "O
roCy1apCcTBeHHOI TaliHe'', MOANAAAI0T:

+cpencTBa BhISBICHUS 310yMbIIIJIEHHON aKTUBHOCTH

cpezacTBa obecneyeHns 0TKa30yCTOMUYMBOCTH

cpencTBa KOHTPOJIs 3G (HEKTUBHOCTH 3aIIUTH HH(DOpMAIHH

B unciio nenei moJuTHKH 0€301ACHOCTH BEPXHEro YPOBHS BXOIAT:

pemeHue chopMHUPOBATH WK TIEPECMOTPETh KOMIUIEKCHYIO IPOrpaMMy O€30MTaCHOCTH

+o0ecnieueHue 6a3bl A1 COOIIOCHNS 3aKOHOB U ITPaBHII

obecniedueHre KOHPUICHIIMATLHOCTH MTOYTOBBIX COOOIICHUIA

B unci0 nenei nporpaMmbl 0€30IaCHOCTH BEPXHEro YPOBHA BXOISAT:

yIpaBiIe€HUE PUCKAMU

OIlpeJIeJIeHUE OTBETCTBEHHBIX 32 MH(POPMALIMOHHBIE CEPBUCHI

+onpeneneHre Mep Haka3aHUs 3a HapyIIEHUs] OJUTUKN O€30MacHOCTH

B pamkax nporpaMmmbl 0€30MaCHOCTH HUKHET0 YPOBHSA OCYIIECTBJISIIOTCS:

CTpaTernyecKoe MiaHupOBaHUE

IIOBCEIHEBHOE aIMUHUCTPUPOBAHHE

+oTClIeKUBaHUE CIA0bIX MECT 3aLUThHI

ITosmmTHKa 0€30MaACHOCTH CTPOMTCS HA OCHOBE:

oOmux npencrasienuit 00 UC opranuzanuun

W3YYEHHUs MTOJINTUK POJCTBEHHBIX OPraHU3aLUN

+aHaan3a pUCKOB

B uncio nenei moJuTHKH 0€301ACHOCTH BEPXHEro YPOBHS BXOJSAT:

(GbopMyNIMpOBKa aIMUHUCTPATUBHBIX PEIICHUH MO BaXKHEHIIINM aclieKTaM peann3aluu

porpamMMbl 0€30MMacHOCTH

BBIOOP METO/I0B ayTeHTU(UKALIUY MTOJIb30BaTENeH

+o0ecnieueHue 6a3bl A1t COOMIOCHUS 3aKOHOB U MPaBUII

HeiictBue 3akona """ O JMIeH3MPOBAHUM OTAEJbHbLIX BUI0B 1€ATEJILHOCTH
PACIpOCTPAHsIeTCH HAa:

JeSATETHLHOCTH TI0 UCIIOIH30BAaHUIO MM(PPOBATBEHBIX (KPUNITOTPAPUIECKUX) CPEACTB

JeSITeTbHOCTD M0 PEKJIAMUPOBAHUIO MM (PPOBATBHBIX (KPUIITOTPA)UIECKUX) CPEICTB

+1eATENIbHOCTH MO PACIIPOCTPAHEHUIO IU(GPOBATBHBIX (KPUNITOTpapUUECKUX) CPEACTB

Ilox onpenenenne cpeacTB 3alIUThHI HHPOpMAaLKMU, JaHHOe B 3akone ""O
rocy1apcTBEHHOI TaliHe'', MOANAAaI0T:

+cpencTBa BBIBICHUS 310yMBIIIEHHON aKTUBHOCTH

CpeacTBa o0ecreueHus: 0TKa30yCTOMUNBOCTH

cpeacTBa KOHTPOJIst 3¢ (HEeKTUBHOCTH 3aIUThl HH(OpMaIu

20

AR



HeiicrBue 3akona "" O JIuIeH3MPOBaHNHU OTAEIbHBIX BH0B JesiTeIbHOCTH' " He

pacnpocTpaHsieTcs Ha:

JesITeTbHOCTD M0 TEXHUYECKOH 3a1uTe KOHPHISHIMAIbHON HH(OopMaIiu
+00pa3oBaTeNbHYIO ACITEIHHOCTh B 00JIACTH 3aIUTHI HH(pOpMaIuu
MpeOCTaBIEHUE YCIyT B 00nactu mudpoBanust HHGOpMaIiu

ITox onpenenenue cpeacTs 3alUTHI HHGOPMALIUH, 1aHHOE B 3akoHe ""O

rocy/lapcTBeHHOM TaiiHe"", moanagawT:

+cpencTBa BBIBICHUS 310 yMBIIUIEHHOW aKTUBHOCTH

CpeAcTBa 00eCNeYeHNsl 0TKa30yCTOMYUBOCTH

cpeacTBa KOHTPOJIst 3¢ (HPEKTUBHOCTH 3alUThl HH()OpMaIK

Yro npeacrasiasier codoii lokrpnHa nngpopmannonHoii 6esonacHoctu PO?
HOPMAaTUBHO-IIPABOBOM aKT, yCTaHABIMBAIOLINI OTBETCTBEHHOCTD 3a IIPABOHAPYIICHHUS B

cdepe nHHOpMaATMOHHON OE30MMACHOCTH;

(benepanbHBIN 3aKOH, PETYIHPYIOMIUHA MPAaBOOTHOLIEHUS B 001acTH HHPOPMAITMOHHOMN

0e30I1acHOCTH;

1ieJIeBas MporpaMMa pa3BUTHUS CUCTEMbl HH(pOpMamoHHOH 6e3onacHocT PO,
IIPEJCTABIAIOIIAs COOOM MOCIE0BATEIBHOCTD CTaAU U 3TAIOB;

+COBOKYIHOCTb O(HUIMATIbHBIX B3IJISJIOB Ha LIEJIH, 33Jja4d, MPUHIUIBI 1 OCHOBHBIE
HampaBJIeHus odecriedeHrs THPOopMamoHHOM Oe3omacHocTH Poccuiickoit @enepanuu.

Kaxkue n3 nepeynciieHHbIX HUKe YTPO3 OTHOCATCS K KJIAcCy MpeJHAMepPeHHbIX?

+3apakeHUe KOMIIBIOTEPa BUPYCAMU;

¢bu3nueckoe pa3pylieHUe CUCTEMBI B pe3yibTaTe MoXkapa,

OTKJIIOYCHHE WITU BBIBOJI U3 CTPOS MOJICHCTEM OOecriedeHus! (yHKIIMOHUPOBAHUS
BBIUUCIIUTENIBHBIX CUCTEM (JIEKTPOMMUTAHUS, OXJIaXAEHUS U BEHTHIIALUY, JIUHUHN CBSI3H U T.I1.);

[IPOEKTUPOBAHHUE APXUTEKTYPbl CUCTEMBI, TEXHOJIOIMH 00padOTKH JaHHBIX, pa3paboTka
MPUKIIQJHBIX IPOTPaMM, C BO3SMOXHOCTSIMH, IPECTABIISAIOIIMMYU ONACHOCTb U1 pab0TOCIIOCOOHOCTH

cucTeMbl ¥ 0e30macHoCTH HH(pOpMaIuy;

YTEHHE OCTATOYHOM I/IH(bOpMaI_II/II/I u3 OHepaTHBHOﬁ IHaMsATH U C BHCIIHUX 3alIOMHUHAIOIINX

YCTPOWCTB;

BCKpBITHE MIN(PPOB KPUNTO3AMUTHI HH(DOPMALIUN

IIpaBoBoe obecnieuenue Ub o3nauaer:

3anmTy HHTEPecOB (PU3MUYECKUX U FOPUIAMYCCKIX JIUIL;
3aluTy HHTEPECOB rOCYIapCTBa M OOIIECTBA;

+ Bce BBIIICTICPECYNUCICHHOC.

Tadoauua S — Kpurepun onenku ¢popMUpPOBAHHOCTH KOMITETEH UM

Ko n HanMeHOBaHWE HHIUKATOPA JOCTHKCHHUS
KOMIIETEHIUH
(4acT KOMITETCHITHH )

Kpurepun oniennBanust copMUpOBaHHOCTH
KOMIIETEHIIMH (YacTU KOMITETEHIINH)

COOTBETCTBYET OIIEHKE «3aUTEHOY
50-100% ot MakcuMaIbHOrO Oana

N-1-yx.; AHanusupyeT 3a1auy,
BBIJICIISAA €€ 0a30BbIE COCTABJISIOIINE

N-2- yk.; OcyllecTBIsieT MOUCK U
KPUTUYECKHUI aHATN3 UHPOPMAIIHH,
HEOOXOUMOM JJIs pelieHus MOCTaBICHHON
3a7a4n

N/I-3- yk.; [InanupyeTt BO3MOKHBIE
BApUAHTHI PEIICHUS 3a/1auu, OLICHUBAast X
JIOCTOMHCTBA U HEAOCTATKH

N/-4- yx.; Onpenensier u OLlEHUBAET

BJIAJICET MaTEepUaAJIOM IO TEME, HO JOMYyCKaeT
HETOYHOCTH TIpH (HOPMYIIHMPOBKE OCHOBHBIX
MTOHSITHH, B OCHOBHOM MPaBUIHHO
aHAIM3UPYET 3a7ady, BhIIEISAS ee 0a30BbIC
COCTABJISIIOININE; JOCTAaTOYHO A()PEKTHUBHO
OCYIIECTBIISICT MOUCK U KPUTUUYECKUN aHATTN3
uH(pOpMaIIUKA, HEOOXOTUMOW IS pElIeHUs
IIOCTABJICHHOW  3aJau4Hu; TUTAHUPYET
BO3MOXXHBIC BapHaHTBl PEIICHUS 3aJa4H,
OIICHMBAsl MX JOCTOMHCTBA M HEIOCTATKH;
JIOCTATOYHO TIOJTHO OTPEACIISCT U OIICHUBACT
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TIOCIICJICTBUSI BOZMOXKHBIX PEIICHUH 33129 MOCIIC/ICTBUSL BO3MOXKHBIX PEIICHUN 3aayH,
WUJT-1-11x0c.5s PazpabaTsiBaeT olpeneNsieT HMCTOYHUKH WHQPOpMaluu Ha
OCHOBE TIOCTABJICHHBIX IEJIEH ISl pelieHus
HPKOHOMHYECKHX 33J1a4; HE BIIOJHE YBEPEHHO

pas3pese OTIEIbHBIX BUIOB
ompenenseT MeEToJIbl cOopa, o00paboTKu

N1-2- [IpoBoaut
H-2-n1koe-s 11poBon uHpOpPMAIMK,  CIIOCOOBI W BHI €€
HKOHOMHYECKYIO OIIEHKY MEPOIIPUATHH 110 NpeCTABICHHS;

2

MCPOIIPpUATHA T10 BO3JECHCTBHUIO HA PUCK B

BO3/ICHCTBHUIO Ha PUCK paspabarbiBaeT MEPOTIPHSATHS 1o
BO3/ICHCTBHIO Ha PHCK B pa3pese OTAENbHbIX
BHJIOB, MOXET JOMYCKAaTh HETOYHOCTH IIPH
IPOBEJCHHH  JKOHOMHYECKYIO  OLICHKY
MEpPOIPHATHI [0 BO3IEHCTBHIO HA PUCK, YTO
HE OKa3bIBaeT CYIIECTBCHHOTO BIIMSIHUS Ha

A T A o

e e T
W N = O

—_——
[V

[\O X ST ST S S R
A W N = O 0O 0 39

o0mIMit YpOBEHb c(OpMUPOBAHHOCTHU
KOMITIETEHIIUH.
Monyns 4.  «Opeanusayus cucmemvl 3awumot ungopmauyuu 6 UHPOPMAUUOHHBLX

cucmemaxn».

1. Bonipocs! As1s1 ycTHOTO onpoca:
Kakue oprannzannoHHoO-aAMMHUCTpaTUBHBIE Mepbl Brl 3HaeTe?

HasoBuTe cocTapisronyie OpraHu3aliOHHOTO 00eCcTIedeHUs] KOMITBIOTEPHOH 0€30MacHOCTH.
Yrto BXOJUT B COCTAB OpPraHU3allMOHHO-TCXHUYCCKUX Mep‘7

[lepeuncnure opraHM3aMOHHO-3KOHOMUYECKHE MEPHI 3aLUThI HH(OPMaLIUU.

Kakue kayecTBa mpoBepsIOTCS Yy JIUI] TP IpUeMe Ha padboTy?

UYro BKIIIOYAET KOHPHUICHIINATHLHOE IETONPOU3BOICTBO?

I[J'ISI 4cero NMpuMEHAIOT MCKCCTEBLIC BKpaHI)I?

Kak knaccuduuupyroTcst TeXHH4eCKHe CpeacTBa MPOTUBOACHCTBUSA?

Kakue nogpasnenenus B ciyx6e 0ezonacHOCTH?

. Kakue nndopmanronssie yrpo3sl sSBISIFOTCS JIaTOM 3a ucnonb3oBanus MHTepHera?
. HazoBute Mepsl 1o 3amure HHPOPMALUU B UHTEPHETE.

. JIJ1 9ero UCIoIb3yI0TCs MEXCETEBbIE IKPAHbI-OpaHaMaydpbl?

. UTo ucnonb3yeTcst AJis 3alUThl JJIEKTPOHHON TTOYTHI?

. Metoauku oGHapykeHusl BUPYCOB U BUJbl aHTUBUPYCHOTI'O IPOIPAMMHOTO 00€CTICUEHMS.
. UTO MO>KHO KCIIONB30BATh ISl 3aLIUTHI OT BUPYCOB?

. Kakue Bl 3HaeTe aHTUBUpPYCHBIE IPOTPAMMBI?

. HazoBuTE OCHOBHBIE UCTOYHUKN IPOHUKHOBEHUS! BUPYCOB.

. Kakne ocoO0eHHOCTH KOMIaHUM HEOOXOUMO YUUTHIBATh IPU Pa3pabOTKEe CUCTEMBbI 3alUThHI?
. UTo HEe06X01MMO 3alIMIIATh B KOPIIOPATUBHOM ceTn?

. HazoBuTE OCHOBHBIE ATAIBI TOCTPOEHUSI CUCTEMBI 3AIHUTHI.

. Kak knaccuunupyror Mepsl obecniedeHus: 0€30MacHOCTH 10 COco0aM OCYIEeCTBICHUS ?

. B yem oTnnuus «BCTPOCHHOI» 3aIUTHI OT «100aBIEHHOIN»?

. Uto penaercs Ha 3Tane CONPOBOKACHUS CUCTEMBI?

. HazoBure KPpUTCPUH ONITUMAJIBHOI'O COOTHOIICHHA B aHAJIU3€C PA3JIMYHBIX BAPUAHTOB ITOCTPOCHU A

CHUCTCMBI 3alIIMThI.
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25. JlaiiTe XapaKTepUCTUKY TIaHa o0ecredeHus1 HermpepbIBHON paboThl u BocctaHoBieHus (OHPB).

Komnbrorepnoe tecrupoBanue (TCk)

Bvibepume ooun npasunvhulil 6apuanm omseema
"TpossHCKMH KOHB' sIBJIsieTCSI PA3HOBMIHOCTBIO MOJEJIM BO3JAeHCTBHSI NMPOrpaMMHBIX
3aKJIa10K
+tHCKaXKEHUE
IepexBar
Ha0JI0/IeHNe U KOMIIPOMETaIUs
ybopka mycopa
"YnosHoMoO4YeHHbIE cepBepbl' ObLIM CO3MaHBI AJIS PellleHUus1 MPosJieMbl
+umuranuu [P-aapecon
MOJJICIIKH 3JIEKTPOHHOM MOJAIUCH
nepexsara Tpaduka
HCA
"YnonHoMo4ueHHbIe cepBepbl' GUIBTPYIOT IaKeThl HA YPOBHE
+IpUIIoKEeHU N
(bu3rgecKom
KaHAJIbHOM
TPaHCIIOPTHOM
N3 nepeunciiennoro crpykrypa OC ¢ TOYKH 3peHUs] aHAJIU3A ee 0e30IIACHOCTH BKJIIYAeT
ypoBuu: 1) BHemHuii; 2) cereBoii; 3) KJIMEHTCKHUIl; 4) cepBepHbIi; 5) cHCTeMHBbIi; 6)
NMPUJI0KEHU
+1,2,5,6
1,2,3,4
3,4,5,6
1,3,5,6
ACL-cnucok accouunpyercs ¢ KazKIbIM
+ 00BeKTOM
IIPOLIECCOM
JIOMEHOM
THIIOM JI0CTyIa
- 3TO BbIJeJIEHHE MO0JIb30BaTejieM M aJIMUHUCTPATOPaM TOJbKO TeX NMpPaB
AOCTYNAa, KOTOPble UM HE00X0AMMbI
+ [ [puHIIMT MUHUMA3aIIUN IPUBUIIETU N
IIpyuHIMIT MAaKCUMU3ALMK IPUBWIIETUI
IIprHIIMIT MHOTOYPOBHEBOM 3aILUTHI
[Tpuntun npoctoTsl 1 ynpasisiemocta MC
- 3TO rAPAHTHUA COXPAHHOCTHU JAHHBIMHU NPABUJIbHBIX 3HAYCHH, KOTOpast
ol0ecrieunBaeTcsi 3alpeToM /ISl HEABTOPHU3O0BAHHBLIX IMO0JIb30BaTeslell KaKkuMM-au00 o0pa3zom
MOAU(UIMPOBATH, PA3pyMIaTh WJIN CO31ABaTh JaHHbIE
+ I{emocTHOCTh
JlocTymmHOCTh
BoccranaBinBaemMoCTb
JleTepMUHUPOBaHHOCTD
- 3TO HEJOCTATOK cucTeM UGPOBAHNS € OTKPBHITHIM KJIHOY0M
+ OTHOCUTEIBHO HU3KAsI POU3BOAUTEILHOCTh
Ha onHoM 1 TOM ke Kitoue OJIMHAaKOBbIe 64-OUTHBIE OJOKH OTKPBITOTO TEKCTa MepeiayT B
OJIMHAKOBBIE OJIOKH MIM(GPOBAHHOTO TEKCTA
[Tpu ucronb30BaHUM MPOCTOM 3aMEHBI JIETKO IMPOU3BECTU MOJAMEHY OJHOTO MU(POBAHHOTO
TEKCTa IPyTruM
HeoOxoaumocTh pacpocTpaHeHHs CEKPETHBIX KIH0Ye
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- 3TO NMpe0CTABJICHNE JerajbHbIM NnoJib30BaTejieM
nuddepeHUUPOBAHHBIX MIPaB J0CTYNA K PecypcaM CHCTEMbI

+ ABTOpU3aLMs

Aynut

Nnentudukanys

Yrentuduxanus

- 3TO CBOICTBO, KOTOPOE rapaHTUpPYeT, YTO HHpopMaNus He MOKeT ObITh

AOCTYITHA WM PACKPHITA VIS HEABTOPU30BAHHBIX JINYHOCTEl, 00bEKTOB MU MPOLECCOB

+KoH(puIeHIINaTbHOCTh

JlocToBEpHOCTH

LlenocTHOCTD

JleTepMUHUPOBAHHOCTD

- 3TO TPOSIHCKHUE NMPOTrPaMMBbI

+ Yactp mporpaMMmbl C HM3BECTHBIMHU IOJIB30BATENI0 (DYHKUIMSAMHU, CIIOCOOHAS BBIMOJIHATH
JEHCTBUS C IETbI0 MPUYMHEHUS ONpeaeNieHHOro yiepba

[TporpaMMBbI-BHPYCHI, KOTOPBIE PaCIPOCTPAHSIOTCS CAMOCTOATEIHHO

TexcToBble (ailiibl, pacCIpOCTPaHIEMBbIC 110 CETU

Bce mporpaMmel, coaepikaiiue oumoKu
- 3TO MOJUTHKA HH(POPMALMOHHOMH 0e30IaCHOCTH

+COBOKYITHOCTb 3aKOHOB, IIPaBUJI, ONPEACTSIONINX YIIPABICHYECKUE U MTPOCKTHBIE PEIIeHUs
B 00J1aCTH  3alIUTHI HH(GOPMAITUT

HToroBeiii JOKYMEHT aHallM3a PUCKOB

[Tpodub 3amuTHI

Crangapt 6€30MacHOCTH
- 3TO NpPHCBOeHHE CYOBEKTaAaM M 00beKTaM /[10CTyNa YHHKAJLHOIO
HOMepa, mudpa, KoAa U T.N. ¢ HeJbI0 NOJYYeHHs J0CTyNa K nHpopManun

+UneHTrUKaIKSI

AytenTudukanus

ABTopu3amus

Ayaut

= 3TO NMPOBE€pPKaA NMOAJIMHHOCTH II0JbB30BaTEC/IsA MO0 NPEIABABJICHHOMY HM

HIACHTHPUKATOPY

+ AyrteHtuduxanus

Aynut

ABTOpHU3aIus

Unentuduxamms
- 3TO TPOBEpPKa MOJJIUHHOCTH CYObEKTa MO NPeIbSBJICHHOMY HM
UAeHTU(PUKATOPY 1Jisl NPHUHSATHS pPelleHHs O MNPeIO0CTABJIEHHH €My J0CTyna K pecypcam
CHUCTEMBI

+ Aytentuduxanms

ABTOpHU3anus

Aynut

Nnentuduxanus

- leJIb MpOrpecca BHeAPEeHHUs U TeCTHPOBAHNSI CPEJICTB 3aIUThI
+ "apaHTHpPOBATH MPABUIBLHOCTD PEATU3AINN CPEJCTB 3aIIUTHI

BbISBUTH HApYIITUTEIIS

Ornpenenuts YpOBeHb PacX0/0B Ha CUCTEMY 3aIllUThI

Br16op Mep U cpeAcTB 3aIUThI

U T.0I. C IeJbI0 MOJyYeHHs J0CTyna K nHpopManuu

+ Unentudukanms

AyTteHTuduxanus

ABTopu3arus

Ayaut
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- 3TO CTeNeHb 3AIMIIEHHOCTH HH(pOPMALIMU OT HEraTUBHOI0 BO3/1CHCTBUA HA Heé
¢ TOYKH 3peHUsl HapyuleHuss e€ (u3nyecKo W JIOTMYECKOH WEJOCTHOCTH WIH
HECAHKIIMOHMPOBAHHOI0 UCNOJIb30BAHMS

+ be3zonacHocTh nHGOpMAITII
Ys3BuUMOCTh HH(OpMALIUU
Hanexxnocts nundopmarnuu
3auIeHHOCTh HH(OpMAIUU
SIBJISETCS JOCTOMHCTBOM MAaTPUYHBIX Mo/eJieil 0e30IacCHOCTH

+ JIerKoCTh MpeCTaBIICHUS IIIMPOKOTO CIIEKTPa MPaBUIl 00ecTieueHus: 6€30MacHOCTH
KonTposns 3a notokamu nuHpopmanuu
Pacumpennsiii ayaur
['uOkocTh ynpaBieHus

ynpasJsiet perucrpauueii B cuctreme Windows 2000
+ [Ipomexypa winlogon
ITpouenypa Isass
msgina.dll
logon.dll

HA3bIBAETCA METO] YHPABJEHHSA JOCTYNIOM, NPH KOTOPOM KAaKAOMY OOBEKTY

CHCTEeMbI IPUCBANBAETCS METKA KPUTHYHOCTH, ONPeIe/AI0Ias HeHHOCTh HH(OpMaUU
+ ManpgaTtHbIM
N36upaTeapHBIM
WUnentudunupyeMbim
IIpuBHIIErMpOBAHHBIM
PeXXMM  THPAKUPOBAHUSL [aHHBIX YyJy4ylIaeT padouyne XapaKTePUCTHKH
CHCTEMBI
+ ACUHXPOHHBII
NmnyibcHbIN
ToHOBBIN
CHUHXPOHHBIN
co3aaeTcs JJd peaju3anuu Texnoaoruu RAID
+ IlceBnonpaiiBep
Komnunsrop
WNuTtepnperarop
CrenuanbHbIN MpoLecce
ypoBenb OC cBsi3aH ¢ J0CTYNIOM K HH(OPMALMOHHBIM pecypcaM BHYTPH
OpPraHM3aNuu
+ CeteBoit
Buemnuni
IIpunoxxenni
CucremHbIi
SIBJISIETCS] HEIOCTATKOM MHOTOYPOBHEBBIX Mo/ieJieil 0e30MacHOCTH
+ HeB03MOKHOCTh y4ueTa HHINBUAYAIBHBIX OCOOEHHOCTEH CyOBheKTa
OTcyTCcTBUE KOHTPOJIS 32 MOTOKaMH UH(POPMAILIUU
CnoXHOCTb MPEACTABICHUS MIMPOKOTO CIEKTPa MpaBuiI obecredeHus 0€30MacHOCTH
OTCcyTCTBHE TIOJIHOTO ayIUTa
3aHUMAaeTcsl olecrmeYeHMeM CKPBITHOCTH HH(oOpMauuu B HHGPOPMALMOHHBIX
MaccuBax
+ Creranorpadus
Kpuntorpadus
Kpunronorus
Kpunroananus
HAa3bIBAETCS 3aNKCh ONpele/IeHHBIX COOBITHIH B :KypHaJ1 0€30aCHOCTH cepBepa
+ Aynutom
Yuerom
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Tpaduxom
MoHUTOpPUHTOM
HAa3bIBaETCH MOJIy4YeHHe U aHAJIU3 HH(OPMALIH 0 COCTOSTHUYN PECYPCOB CHCTEMBI €
NMOMOUIBI0 CIIENHATBHBIX CPEACTB KOHTPOJIS
+ MOHUTOPUHIOM
Aynutom
AJIMUHHCTPUPOBAHUEM
VYpasieHueM pecypcaMu
Ha3bIBaeTCs NMPHUCOeTUHsAEMOE K TEKCTY ero Kpunrorpaguyeckoe
npeodpa3oBaHne, KOTOpOe MO3BOJsIeT IPH MOJYYEHHMH TEKCTa JAPYrHM I0JIb30BaTesieM
NMPOBEPUTH ABTOPCTBO U MOJJIMHHOCTH COO0IIEHUS
+ DJIEKTPOHHOU MOJMUCHIO
Wnentuduxaropom
Kirouom
HIudpom
HA3bIBaETC MPOLECC ONpeAeeHUs] PUCKA, NPUMEHEHHUs] CPeICTB 3alUThI /s
COKPALICHUS PUCKA C MOCJTESAYIOLIMM OIpeieseHueM NMPUEeMJIeMOCTH 0CTATOYHOI0 PUCKA
+ YnpaBineHueM puckom
MuHuMH3auen pucka
Onrtumu3zanuen CpeicTB 3aluThl
MOHUTOPUHTOM CPEJICTB 3aIIUTHI
HA3bIBAETCS CHCTEMa, NMO3BOJIAIONIAs Pa3/ie/IuTh CeTh Ha /IBe WM 0ojiee yacreil u
peanu3oBaTh Ha0OpP MPaBuJI, ONPeAE/ISIONINX YCJIOBUS MPOXO0KICHUS NAKETOB U3 0JJHOH 4acTH B
ApYTry1o
+ bpanamayspom
bpayzepom
OubTpOM
Mapupyruzatopom
HAa3bIBAeTCA  COBOKYIHOCTH  CBOMCTB, O00YC/JIOBJIMBAIINX  NPHUIOAHOCTH
HHopManH yI10BJIECTBOPATH Olpe/leJieHHbIe MOTPEOHOCTH B COOTBETCTBHH C €¢ HA3HAYECHUEM
+ KauectBoM nudopmanuu
AKTYalnbHOCTBIO HH(OpMAITUU
JocTynmHOCTBIO
LleaocTHOCTRIO
Ha3bIBAKOTCHA NpeJIHaMepeHHbIe NeeKTbl, BHECEHHbIe B NMPOrPaAMMHbIe CpPeACTBA
JUISI I[eJIEHATIPABJIEHHOI0 CKPbITOro Bo3aeiicteusa na UC
+ [IporpaMMHBIMU 3aKIaAKaMU
Bupycamu
BayTtpumnporpaMMHBIMU BUpyCaMHu
KoMnbrorepHbIMH UepBIMHU
olecreunBaeTcs 3alIMTAa UCIOJIHsAeMbIX ¢aiiioB
+ O0s13aTeNbHBIM KOHTPOJIEM TOTBITKH 3aMycKa
JlonoTHUTENbHBIM XOCTOM
CrenuanbHbIM PEKUMOM 3aITyCKa
Kpunrorpadueit
o0ecnieynBaercss 3ammMTa OT (OPMATHPOBAHMS KECTKOr0 JHUCKA CO CTOPOHBI
1oJib30BareJiei
+ AmnmapaTHbIM MOJYJIEM, YCTaHABIMBAEMbIM Ha CUCTEMHYIO mnHY [TK
AnmapaTHBIM MOJTYJIEM, YCTaHABIMBAEMBbIM Ha KOHTPOJLIEP
CriennaabHBIM TPOrPaMMHBIM 00€CTIeYeHHEM
CHuCTEeMHBIM MPOTPAMMHBIM 00€CTICUeHUEM
onpeaeJisieTcsi KaK NMpeoTBpalieHue BO3MOKHOCTH 0TKA3a OJHMM M3 YYaCTHMKOB
KOMMYHHUKaIUH 0T (pakTa yyacTus B nepegaye JaHHbIX
+ IIpuyacTHOCTB
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KonTpons nocryna
lenoctHOCTH
AyTeHTH)HUKAIHS

ypoBenb OC omnpenesisier B3auMoAeicTBUE € TJI00AJbHBIMH pecypcaMu JIPYyrux
OpraHu3anui

+ Buemmunii
CereBoii
[Tpunoxenuii
CucTeMHBII
sIBJIsIeTCSl AAMHHHCTPATOPOM 0a3bl JaHHBIX

+ JIro0o0i1 mosib30BaTtelb, co3nabmuii bJ{

CucTeMHBIN aIMUHUCTPATOP
Crapuuii 1oJib30BaTelb IPYIIIHI
AnMuHHUCTpaTOp cepBepa 0a3 JTaHHBIX
SIBJISIETCSl HEIOCTATKOM MATPUYHBIX MOjesiel 0e30I1acHOCTH
+ OTcyTcTBHE KOHTPOJIA 3a MOTOKaMH WH(OopMaluu
CH0XHOCTH MPEICTABICHHSI ITMPOKOTO CIIEKTPa MPaBHII 0OecrieueHus: 6e30nacHOCTH
HeB0o3MOXKHOCTh yueTa HHAMBUAYAIBHBIX OCOOEHHOCTEH CyObeKTa
OTtcyTcTBUE IOJTHOTO ayAuTa
SIBJISIETC HEJOCTATKOM MOJeJIM MOJUTHKH 0e30MACHOCTH Ha OCHOBE aHAJIN3a

yrpo3 cucreme

+ M3HavyanbHOE TOMyIIEHNE BCKPHIBAEMOCTH CUCTEMBI
CTaTU4HOCTH
CJ10KHBIA MEXaHU3M pealu3aluu
Heo6x0auMocTh AOTOMHUTEIBHOTO 00yUeHHUs IepcoHalia
SIBJISIETC  COJep:KaHHeM MapaMeTpa yrpo3bl 0Oe3omacHocTd uHGopMauuu

"KOH(PUIEHINATBHOCTD "

+ HecaHKIMOHUPOBaHHOE TOJTYYEHUE
HecankunonupoBanHasi MOIU(UKAIIHS
Hckaxenue
YHUUTOXKEHNE
SAIBJISIIOTCH JAOCTOMHCTBAMM NPOrPaMMHON peaju3alu¥ KpUITOrpaguyeckoro

3aKpPbITUA JAaHHBIX

+ [IpakTHYHOCTH ¥ THOKOCTH

BrIicokast mpou3BOUTEIHLHOCTD U IIPOCTOTA
be3zonacHocTh 1 3¢ (HeKTUBHOCTH
KoppekTHOCTh 1 (PyHKIIMOHATLHOCTH

Ha3bIBACTCH KOHECIHOE€ MHOKCCTBO UCIOJIb3YEMbIX IJIl KOAMPOBAHUSA I/IH(l)OpMaIlI/II(I

3HAKO0B

+ Andasutom
[Mudpom
Kirouom
Komom
Ha3bIBaeTCs KOH(PUTypauus U3 HeCKOJIbKHX KOMNbIOTEPOB, BLIMOJIHSIONINX 00111ee

NpHJI0KEeHUe

+ Knactepom
CeTtpt0
CepBepom
CyniepcepBepom
HA3bIBAE€TCS HOPMATHBHBIN JOKYMEHT, PperJiaMeHTHPYIOUIIWi BCe acHeKThbl

0€30MaCHOCTH NMPOAYKTA HHGOPMAUMOHHBIX TEXHOJIOTH I

+ [Ipoduiaem 3anuTh
CucteMOH 3amuThI
Crangaprom 6e30macHOCTH

27



[Tpodunem GezonacHOCTH
HAa3bIBAETCH NMPOLECC MMUTALMU XaKePOM JAPYKECTBEHHOI0 a/jpeca
+ "Cnydunarom"
"Kpakom"
[IpoHrKHOBEHUEM
B3nomom
HAa3bIBAETCS CMUCOK 00bEKTOB, K KOTOPbIM MO:KeT ObITh MOJIY4Y€H I0CTYIl, BMeCTe €
JIOMEHOM 3aIIUTELI 00HLEKTAa
+ Ilepeunem BO3MOKHOCTEN
JlomeHOM
CnuckoM yrpasiieHUs JOCTYIIOM
CnuckoM BiaelnbleB
HAa3bIBAETCS yIaYHasl KPUINITOATAKA
+ Bzinomom
[IpoHrKHOBEHUEM
Bcekpeituem
PackperTrem mudpa
HA3bIBAETCS OKOHEYHOE YCTPOHCTBO KaHaJIa CBSA3M, Yepe3 KOTOpoe MPOoLecc MOoxKeT
nepeaaBaTh UM MOJY4YaTh JaAHHbIE
+ CokeTom
Tepmunaiom
XocToM
IToprom
o0ecrneyuBaeTcs 3alIMTA OT NIPOrPAMMHBIX 3aKJIA/I0K
+ AnmapaTHbIM MOJYJIEM, YCTaHABJIMBAEMbIM Ha CUCTEMHYIO IMHY 1K
AnmnapaTHbIM MOJyJIEM, YCTaHABIMBAEMbIM Ha KOHTPOJLIEP
CrenuanbHbIM IPOTPAMMHBIM 00€CTIeYeHUEM
CHCcTeMHBIM MTPOTrPAMMHBIM 00ECTIeUeHUEM
o0beINHAET MaTeMaTHYeCKHe MeTOoAbl HApYyIIeHUs1 KOH(PUIEHUHAIBLHOCTH M
ayTeHTHYHOCTH UH(opManuu 0e3 3HAHUSA KII0YeH
+ Kpunroananus
Kpunronorus
Creranorpadus
Kpunrorpadus
COCTAaBJIsIeT OCHOBY IMOJUTUKHU 0€30MACHOCTH
+ Cnioco0 ympaBieHus JOCTYIIOM
Br160p xaHasioB cBS3U
VYnpasneHnue puckom
[Iporpammuoe obecrieueHue
SIBJISIETCS JOCTOMHCTBOM MOJEJM NOJUTHKHM 0e30IIaCHOCTH HAa OCHOBE AHAJIN3a
yrpo3 cucreme
+ YucnoBas BepOSTHOCTHAs OLIEHKA HAJIEKHOCTU
IIpocToii MexaHU3M peanu3anuu
JIMHAMUYHOCTH
Bricokas crernenp HaIe)KHOCTH
SIBJISIETCS JOCTOMHCTBOM MO/ €M KOHEYHbIX COCTOSTHUI MOJUTUKHU 0€30MaCHOCTH
+ Bricokast cTeneHpr HaIe)KHOCTH
[IpocroTa peanuzauu
JemeBuzna
Y 106cTBO 3KCIUTYaTalluu
SIBJISIETCSI  HanOoJiee HAJEKHBIM MEXaHH3MOM ISl  3alUThl  COAEpPKaHMS
co00meHuit
+ Kpunrorpadus
CrenuanbHbli anmnapaTHbI MOYJb
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CrienuanbHBIA PEKUM TIepeiadn COOOIIeHUs
JOMMOTHUTEbHBIN XOCT
SIBJISIETCH HAYKO#M, M3y4yamolieidl MaTeMaTH4YeCKHe MeTOAbl 3alUThbl MH(OPMALUH
MmyTeM ee Mpeodpa3oBaHusA
+ Kpunronorus
Kpunrorpadus
Creranorpadus
Kpunroananus
SIBJISIETCSl HEIOCTATKOM JIMCKPETHBIX Mo/ieJieli MOJUTHKHN 0€30ACHOCTH §1
+ CTaTUYHOCTH
CJI0KHBIA MEXaHU3M pealu3alluu
N3HavanpHOE JOMYIIEHNE BCKPBIBAEMOCTH CUCTEMBbI
Heo6x0auMocTh AOMOMHUTENIBHOTO 00yUeHHUs MepcoHalia
SIBJISIETCS] HEJOCTATKOM MO/IeJIM KOHEYHbIX COCTOSIHUM MOJTUTHKHU 0e30IaCHOCTH
+ CJ0)KHOCTh pea3aliu
Hu3zkas creneHps HaJIeXKHOCTH
CTaTH4HOCTH
HN3MeHeHne TMHUI CBA3U
sIBJIsIeTCSl MEPBBIM 3TANOM pa3padoTKu cucTeMbl 3amuThl UC
+ AHanu3 NOTEHIIMAIBHO BO3MOXKHBIX yrpo3 HH(OpMaLUu
N3ydenne nHpopMarmoOHHBIX TOTOKOB
CranmapTuzaius IporpaMMHOTO 00ecredeHuUs
OrneHka BO3MOXKHBIX [TOTEPh
SIBJISIETCSL CeTeBOM CJIy»k00i, MpeJHA3HAYEHHOM JJIs1 HEeHTPAJIU30BAHHOIO pPelIeHus
3aja4 ayTeHTH(PUKANMH U ABTOPU3ALMHU B KPYIHBIX CETAX
+ Kerberos
SendMail
Net Logon
Network DDE
SIBJISIIOTCS  JIOCTOMHCTBAMM  aNNapaTHOW peajqu3anuv KpPUOTOrpaguyeckoro
3aKPbITHS JAHHBIX
+ Bricokast npou3BOAUTENBLHOCTH M IPOCTOTA
[IpakTHYHOCTH ¥ THOKOCTH
JloCTYITHOCTh ¥ KOH(DHICHIIMAIEHOCTh
I{emocTHOCTH B 6€301TaCHOCTH
__PeKMM THPAKUPOBAHMS TAPAHTHPYET MOJHYI0 COTJIACOBAHHOCTH 0a3 IaHHBIX
+ CUHXPOHHBIH
ACHHXPOHHBIN
NMitynbCHBIM
ToHOBBIN
____XapaxkTepu3yeT COOTBETCTBHE CPeICTB 0€30MaACHOCTH pelliaeMbIM 3a/1a4aM
+ D¢ (HEeKTUBHOCTH
KoppekTHoCcTh
YHudukamms
AIeKBaTHOCTH
_ SIBJIIEeTCSl JOCTOMHCTBOM JIMCKPETHBIX MO/ieJiell MOJUTUKU 0e301aCHOCTH
+ [IpocToii MexaHn3M peanu3anuu
JIMHAMUYHOCTH
BrIcokas creneHb HaIe)KHOCTH
YuciioBast BEpOSTHOCTHAS OLIEHKA HAJIEKHOCTH
____siBJIfieTCs 3ajJadveil aHajM3a MoOJeJIM MOJUTHKH 0€30MACHOCTH HA OCHOBE aHAJM3a
yrpo3 cucreme
+ MuHuMHU3a1us BEPOSATHOCTHU MIPEOI0JICHUSI CHCTEMBI 3aIIAThI
Makcumu3zaisi BpeMEHHU B3JI0Ma
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Makcumu3aiiust pecypca ajis B3jaoMa
MaxkcuMuzanus 3atpat 11l B3joMa

AﬁCTpaRTHOG ONnMUCaHHuEe CUCTEMBI, 0e3 CcBA3M C ee peanmauneﬁ, JaeT MoaeJib IMOJUTHKHU

0€e30MacHOCTH
+ bemna-Jlallagyna
JlennBepa
C MOJHBIM NMEPEKPHITUEM
Ha ocHoBe ananu3za yrpo3
AnvunucrpatuBHble AeiicTBus B CYB/] 103B0/ISII0T BBINOJIHATH NPUBUJIETHI
+ 0e30macHOCTH
JIoCTyma
YTEHUS
TUPAKUPOBAHUS
AJMMHHUCTPATOP cepBepa 0a3 JaHHbIX UMeeT UMS
+ ingres
root
sysadm
admin
AIMHHHCTPATOP 3aHUMaeTcs perucrpaumeii moab3oBaresieit CYB/]
+ cepBepa 6a3 TaHHBIX
ceTeBou
0a3bl JaHHBIX
CUCTEMHBIH
bBurtoBbie MPOTOKOJIBI Nepeavn JaHHBIX PeaJTu3ylTcs Ha

MO/1€e/IM B3aUMO/IeiliCTBUSI OTKPBITHIX CHCTEM
+ pusnueckom
KaHAJIbHOM
TPAHCIIOPTHOM
CETEBOM

bpanamayi’pbl BTOPOro nokoJeHus npeacTaBiasijin co0oii

+ "YyIoJIHOMOYEHHbIE CepBEPHI”
"HENPUCTYNHbIE CEpBEPHI"
MapIIpyTHU3aTOPhI ¢ GUIBTpAIUEH TaKETOB

XOCTHI ¢ (pUIbTpallieil MaKeTOB

BpanaMayi’pbl epBoro noxkoJieHus npeacTaBiasijin codoi
+ MapuIpyTU3aTOPHI ¢ (PUIbTpalHel TaKeTOB
XOCTBI ¢ (PUITBTpaIueli MakeToB
"YyIOJTHOMOYEHHbIE CEPBEPHI"

"HenpucTynHbIE cepBephl”

BpanaMay3’pbl TpeTbero nNoKoJeHUs UCOJIb3YIOT Ui puiabTpannu
+ clieMaibHbIE MHOTOYPOBHEBBIE METO/IbI aHATIN3a COCTOSTHUS MTAaKETOB
METO/IbI aHATM3a KOHTPOJIBHOU HH(OpMALIUU
METO/IbI AJIEKTPOHHOU TTOATIHCH
oOmuii ananu3 Tpaduka

yYpOBHe

Bo3Mo:kHOCTH MmoJIy4eHus HCOﬁXOI[l/IMI)IX MOJb30BaTE/JII0 NAaHHBIX HWJIH CEPBHCOB 3a

pa3yMHOe BpeMsi XapaKTepu3yeT CBOICTBO
+ IOCTYITHOCTh
JIeTePMUPOBAHHOCTh
IIeJIOCTHOCTD
BOCCTaHABJIMBAEMOCTh

BoccranoB/ieHHe JaHHBIX SBJISIETCS JONMOJHUTEIbHOM (PYHKIMEH YCJIYIH 321U ThI

+ OCJIOCTHOCTDH
KOHTPOJIb JOCTYyIIa
MNPpUIaACTHOCTDb
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ayTeHTU(UKAUs
I'oToBHOCTBH YCTpPOMCTBA K HMCHOJb30BAHUI0O BCAKHUI pa3, KOraa B 3TOM BO3HHUKAeT
HE00X0UMOCTh, XapaKTepH3yeT CBOHCTBO
+ JOCTYIHOCTh
LIEJIOCTHOCTh
BOCCTaHaBIIMBAEMOCTb
JIETEPMUHUPOBAHHOCTD
/IBa KJI104a HCNOJIB3YIOTCSl B KPUIITOCHCTEMAaX
+ C OTKPBITBHIM KIIFOUOM
C 3aKPBITHIM KIIOYOM
CUMMETPUYHBIX
JBOIHOTO MM POBaHUS
JelicTBHEe MPOrpaMMHBIX 3aKJA/J10K OCHOBbLIBAETCSl HA HHUIIMMPOBAHUHU WJIH MOJABJIEHUH
CHUTHAJIA 0 BOBHNKHOBEHHHU OLIUOO0YHBIX CUTYallMii B KOMNIbIOTEPEe B PAMKaX MOJIeJIu
+ HCKa)XKeHHUE
nepexBar
KOMITpOMETAIUs
HaOJIFOICHUE
JeckpunTop 3amuthl B Windows 2000 cogep:KuT CIHCOK
+ MOJIb30BaTENeH U TPYII, UMEIOLINX JOCTYI K OObEKTY
00BEKTOB, IOCTYIIHBIX MOJIb30BATENIO U IPYIIIIE
MPUBWIIETHI, HA3HAYCHHBIX MOJIH30BATEIIO
00BEKTOB, HE JOCTYIHBIX [10JIb30BATEISAM
Joamna ucxognoro kiawo4da B 'OCT 28147-89 (ouT)
+ 256
64
128
56
JJIMHA MCXO0IHOTO KJII0Ya y ajJroput™ma mmpposanusa DES (6ur)
+ 56
256
64
128
Jasi pemrenuss mpodsaeMbl NMPAaBUJIBHOCTH BbIOOPa W HANEKHOCTH (PYHKIMOHMPOBAHHUSA
cpeacTs 3amMTHI B ""EBponeiicknx kpurepusix'" BBOAUTCS NMOHATHE
+ aJIeKBaTHOCTH CPEJCTB 3AILUTHI
ONTUMU3AINH CPEJICTB 3aAIIUTHI
HAJISKHOCTH 3aIIUTHI HH(GOpMAIIUU
YHUDUKAIUN CPEICTB 3AIUTHI
Juis1 co3nanmst 6a3bl JAHHBIX M0J1b30BATEb J0JIKeH MOJYYUTh NPUBUJIETHIO OT
+ aAMHHHCTpaTOpa cepBepa 0a3 JaHHBIX
CTapILero MOJb30BaTels CBOCH IPYIIIIbI
CUCTEMHOI'0 aJIMUHHCTpaTOpa
CETEeBOr0 aIMUHUCTPATOPA
JdomMenbl Oe3omacHOCTH corjacHo ''OpaHxkeBoil KHHre' HCHOJIbB3YIOTCHA B CHCTEMax
KJjacca
+ B3
B2
C2
C3
EnuHCTBEeHHBIH KJII0Y HCNOJIb3yeTCsl B KPUNITOCHCTEMAX
+ CUMMETPUYHBIX
ACHUMMETPUIHBIX
C OTKPBITBIM KIIFOUOM
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C 3aKPBITHIM KJIIOYOM
Ecanm cpeacrBa 3ammuTbl MOrYT ObITh NPEOAOJEHbI TOJBKO TOCYJIapCTBEHHOM
crencays;k00ii, To coriacHo "EBponeiickuM KputepusiMm' 0e30I1aCHOCTb CUMTACTCS
+ BBICOKOU
OazoBoii
CTaH/IApTHOU
CBEPXBBICOKOM
Ecau cpeacTBo 3amMThI CIIOCOOHO NPOTHBOCTOATH KOPIOPATHBHOMY 3JIOYMBIILILJICHHUKY,
TO coryacHo "EBpomneiickum kpurepusM' 0e30MaCHOCTb CYUTAETCH
+ cpenHei
CTaHIapTHOMU
0azoBoit
BBICOKOM
Ecau cpeacrBo 3amurhbl CIOCOOHO NMPOTHBOCTOATH OTAEIBHBIM aTaKaM, TO COIJIACHO
"EBponeicKuM KPpUTepUsIM'' 0€30I1aCHOCTh CUNTACTCS
+ 06a30Boii
cpenHen
HU3KOHN
CTaHJapTHOU
3amuTa MHPpOpMANMHU, ONpeAeslledl KOHPUIypauuw CHCTeMbl, SIBJSIETCS OCHOBHOM
3aja4vell CPeaCTB 3alIMThI
+ BcTpoeHHbIX B OC
YPOBHS IPHIIOKEHUIN
CETEBOI'0 YPOBHS
CUCTEMHOI'O YPOBHS
3amMTa ¢ NpPUMEHEHHEM MeTOK 0e30macHOCcTH corjacHo ''OpaHxeBoii KHure'"
HCII0JIB3YeTCsl B CHCTeMAaxX KJiacca
+ B1
C1
B2
C2
HNnentuduxaropsl 6e3onaciocta B Windows 2000 npeacraBiasiioT codoii
+ JBOMYHOE YHCIIO, COCTOAIIEE U3 3ar0J0BKa U JUIMHHOTO CIIy4allHOTO KOMIIOHEHTA
CTPOKY CUMBOJIOB, COIEPKALYIO UMsI IT0JIb30BATENS U apoJib
YHCJI0, BBIYUCIIIEMOE C TOMOUIBIO X3UI-PYHKIIMU
KOHCTaHTY, OIIPEJIEICHHYI0 aAMUHUCTPATOPOM ISl KayKJOTO MOJIb30BATENS
N3 nepeunciieHHOro ayTeHTH(PHKAIUS MCHOJb3yeTcsi Ha YypoBHsX: 1) cereBom; 2)
TPAHCIOPTHOM; 3) ceaHCOBOM; 4) KAHAJIBHOM; 5) NPUKJIAIHOM; 6) Ppusndeckom
+1,2,5
1,2,3
1,3,5
4,5,6
N3 nmnepeuuncieHHoro 0a3oBbIMH  ycayramMm s olecmeyeHusi 0e30MaCHOCTH
KOMIILIOTEPHBIX CHCTEeM M ceTedl ABJsIOTCA: 1) ayreHTHQUKanusi; 2) uaeHTHUKanusa; 3)
LeJIOCTHOCTh; 4) KOHTPOJIb 10CTYIA; 5) KOHTPOJIb TPapuKa; 6) NPUYACTHOCTH
+1,3,4,6
1,2,3,4
2,5,6
1,3,5
N3 nepeuncieHHOro B aBTOMATH3MPOBAHHBIX CHCTEMAaX MCIOJb3yeTCsl ayTeHTH(UKALUs
no: 1) Ttepmunany; 2) maposaw; 3) npeamery; 4) ¢QusnosorudeckuM mnpusHakam; S)
nepugepuiiHbIM YCTPOCTBAM
+2,3,4
1,2,3
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3,4,5
1,2,4
N3 nepeyncieHHOro B O00SI3AHHOCTH COTPYAHMKOB TIpynnbl HWHGOPMAIMOHHOM
0e30MacHOCTH BXOAAT: 1) ynmpaBJieHHe JOCTYIIOM MOJIb30BaTeed K JaHHBbIM; 2) paccieloBaHue
NPUYUH HapyUIeHHMs 3allUThl; 3) HCHpaBJ/ieHHe OIIMOOK B NPOrpaMMHOM olecrnedeHuH; 5)
ycTpaHeHue e eKTOB annapaTHoi 4acTu
+1,2
3,4
1,2,3,4
1,3,4
N3 nepevucieHHOro i AayTeHTH(PUKANUM 1O JHYHOH TNOANMCH TEPMHHAJBHBIX
MoJIb30BaTeJiell MCIMOJIb3yIOTCl MeToAbl: 1) BH3yajibHOe CKaHUpPOBaHHWe; 2) (parMeHTapHOe
CKAHNpPOBaHMe; 3) HCCIeI0BAHNE [IMHAMUYECKMX XaPaKTePUCTUK [ABM:KeHHMSI PYyKu; 4)
HCCJIeIOBAHNE TPACKTOPHH ABHKEHHUS PYKH
+1,3
1,2
3,4
2,4
N3 nepevyuc/ieHHOro i AyTeHTH(PUKANMH MO OTHEYATKAM MAJbIeB TEePMUHAJIbHBIX
N0JIb30BaTeJieil MCIOJIB3YITCH MeToAbl: 1) cpaBHeHHe OTAEJbHBIX CJIY4YailHO BBIOPAHHBIX
¢pparmenTOB; 2) cpaBHeHHMe XapaKTepHBIX JeTajell B rpaduyeckoM mpeacTaBJeHHH; 3)
HEINoCpeICTBEHHOE CPaBHEeHHe U300pakeHuii; 4) cpaBHeHHe XapaKTePHbIX jJeTajieid B unppoBoM
BH/IE
4
)

)

N = = 4
AW

b

N3 nepeuymciieHHOro s ayTeHTH(PUKAUMH 10 (PU3HOJOIMYECKHMM INPU3ZHAKAM
TePMHHAJIbHBIX 10JIb30BaTeJIeil HanboJiee MpUeMJIeMbIMH CYMTAIOTCA: 1) OTHEYATKH NAaJibLeB;
2) ¢popma kucrtu; 3) popma ryd; 4) popma yumiHo# pakoOBHUHBI; 5) roJi0c; 6) JMYHAA NOANUCH

+1,2,5,6
1,2,3
4,5,6
1,4,5

N3 nepeumcieHHOro AJsi pasrpaHuYeHHsi JaocTtyna K ¢aiiy npumeHsiioress ¢Jiaru,

paspemapomme: 1) konupoBanue; 2) yreHue; 3) 3alUCh; 4) BbINOJIHEHHUE; 5) ylajieHHe
+2,3,4
1,2,3
3,4,5
1,2,5

N3 nepeunciaenHoro ana  CYB/l BakHbl Takue acneKTbl HH(OPMALMOHHOM
0e3omacHOCTH, Kak 1) CBOEeBPEeMEHHOCTb; 2) HEJOCTHOCTh; 3) [AOCTYNHOCTb; 4)
KOH(PHICHIHAIBHOCTb; 5) MHOTOIJIAT()OPMEHHOCTH

+2,3,4
1,2,3
3,4,5
2,4

N3 nepedynciieHHOro JOCTYI K OOBEKTY B MHOIOYPOBHEBOH MOJEJH  MOKET
paccMaTpuBaThes Kak: 1) ureHue; 2) ynajuenue; 3) Konuposanue; 4) u3BMeHeHue

+1,4
3,4

)

1,3
2,4
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N3 nepevyuc/ieHHOro 3alIMTAa NMPOLEAYP M NMPOrPaMM OCYLIeCTBJsieTcsl HAa ypoBHsuX: 1)
anmnaparypbl; 2) NporpaMMHOro oodecrnedeHusi; 3) JaHHbIX; 4) KAaHAJbLHOM; 5) ceaHCOBOM; 6)
NMPHUKJIATHOM

+1,2,3
4,5,6
1,3,5
2,4,6

N3 mnepeymc/iIeHHOr0 KOHTPOJIb JOCTYNa MCIOJb3yeTcsi Ha ypoBHsX: 1) cereBom; 2)

TPAHCNMOPTHOM; 3) ceaHCOBOM; 4) KAHAJIbHOM; 5) NPpUKJIAAHOM; 6) pusuveckom
+1,2,5
1,2,3
4,5,6
1,3,5
N3 nepeynciieHHOro MeTKa 0e30IaCHOCTH COCTOMT M3 TAKHX KOMIIOHEHTOB, Kak 1)
YPOBeHb CEKPETHOCTH; 2) KaTeropusi; 3) MHOKeCTBO poJieii; 4) ka4 mudpa; 5) od6aactu
+1,2,5
1,2,3
3,4,5
1,3,5

N3 mepeynciieHHOr0 MeTOAAMH 3alIMTHI MOTOKA COO0LIeHNH ABAAKOTCHA: 1) Hymepanust
co001IeHHIT; 2) 0TMeTKa BpeMeHH; 3) MCI0/Ib30BaHue CJY4YaliHbIX uyKcesl; 4) HyMepanusi 0JJ0KOB
€00011eHHI1; 5) KONMPOBaHUE MOTOKA COOOIIEeHMIT

+1,2,3
3,4,5
1,3,5
2,4

N3 mnepevyuc/ieHHOT0 HA CeTEeBOM YPOBHE PpeKOMeHAyeTcsi NpuMeHeHue yciayr: 1)
uaeHTH(PUKaNuM; 2) KOHPUICHIHAIBLHOCTH; 3) KOHTPOJIA Tpaduka; 4) KOHTPOJIS J0CTyna; S)
1EeJIOCTHOCTH; 6) ayTeHTH(PUKATIMH

+2,4,5,6
1,2,3
4,5,6
2,4,6

N3 nepe4nc/ieHHOro Ha TPAHCHOPTHOM YPOBHE PEKOMEHIYyeTCH NMpuMeHeHue ycayr: 1)
uaeHTU(PUKANUM; 2) KOHPUIAEHIIHAIBLHOCTH; 3) KOHTPOJIA Tpaduka; 4) KOHTPOJsS a0cTyna; S)
LeJIOCTHOCTH; 6) ayTeHTH(PUKANH

+2,4,5,6
2,4,6
1,2,3
4,5,6

N3 nepevuc/ieHHOro 00beKTaMHu 1Jisi MOHUTOPA OOpalleHuii ABJIAIOTCA: 1) TepMUHAJBI;
2) nporpammbl; 3) ¢aiianl; 4) 3aganus; S) noprTel; 6) yerpoiicTea

+2,3,4,6

1,2,3,4
1,3,5
2,4,6

N3 nepeynciieHHOro TMOJACHCTEMA YNPAaBJEeHUS] KPUNTOrpauuecKUMH KJIIOYAMU
CTPYKTYPHO cocToMT M3: 1) meHTpa pacnpeiejieHHsl KJI04eil; 2) MporpaMMHO-anmnapaTHbIX
cpeacTB; 3) MOACUCTEMbI FreHepalMu KJIK4Yeid; 4) moacucTeMbl 3aMTHI KJI0Yel

+1,2

3,4
1,3
2,4

34



N3 nepeunciaennoro noab3oBareau CYBJl pazouBarorcs Ha kareropuu: 1) cucTeMHBIN
aJIMMHHUCTPATOP; 2) ceTeBOM AJMUHHCTPATOP; 3) AAMHUHHCTPATOP cepBepa 0a3 JAaHHbIX; 4)
aJIMHHHCTPATOP 0a3bI TaHHBIX; 5) KOHEYHbIE N0JIb30BaTEM; 6) TPyNNOBHIE M0JIb30BATEIN

+3,4,5
1,3,6
1,2,5
4,5,6

N3 nepeunciaenHoro npuBuiernu B CYBJ/l moryr nepemaBarbcesi: 1) cyObexkTtam; 2)

rpynnam; 3) pojsam; 4) o0bekTaM; 5) mpoueccam
+1,2,3
3,4,5
1,3,5
2,4,5

N3 nepeunciaennoro npuswiernu CYb/l moapasaensitorcess Ha kareropum: 1) yrenus; 2)

0e3onacHocTH; 3) n0cTYyNna; 4) THPAKUPOBAHUSA
+2,3
1,2
3,4
1,4

N3 nepeynciieHHOro NMpuBWJernsiMu 0e30nacHocTu ABJsATCA: 1) security; operator; 2)
create trace; 3) createdb; 4) operator; 5) trace

+1,3,4,5
1,2,3,5
2,4,5
1,2,4

N3 mnepeunciaeHHOro cucrema OpaHamays3pa Mo:KeT ObIiTh: 1) pemurTopom; 2)
mapupyrtuzaropom; 3) I1K; 4) xoctom; 5) pecuBepom

+2,3,4
1,2,3
3,4,5
1,4,5

N3 nepeymc/ieHHOr0 CHCTEeMa 3aIUThI 3JIEKTPOHHON MOYTHI JA0JkHA: 1) o0ecneuynBaTh
BCe YCJayru Oe3omacHocTH; 2) oOecmeyuBaTh ayauT; 3) NOAAEpP:KUBATH PadoTy TOJIbKO C
gunen3uoHHbiM I1O0; 4) moagep:xkuBaTh padoTy ¢ NMOYTOBBIMHM KJIHMEHTaAaMH; 5) ObITH Kpocc-
m1aT(opMeHHO

+1,4,5
2,3,4
1,2,3
1,3,5

N3 nepedncieHHOr0 COCTABJIAKINMMHM HHPOPMAUMOHHON 0a3bl I MOHHMTOpaA
oOpamenuii saBasiorcsa: 1) BUABI qocTyna; 2) nporpammel; 3) ¢gaiiabl; 4) 3aganus; 5) noptsl; 6)
(popma nonycka

+1,6
2,3
4,5
2,4

N3 nepeunciieHHOro cy0ObeKTaMu JAJIsi MOHUTOpPa oOpameHuii ABJIAOTCH: 1) TepMUHANBI;
2) nporpammbl; 3) daiiabl; 4) 3aganus; S) noprTel; 6) yerpoiictBa

+1,2,5
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N3 nepeuncieHHOr0 THIIAMH YCJIYT ayTeHTH(UKanuu ABAAOTCA: 1) naeHTHPuKanus; 2)
JO0CTOBEPHOCTh MPOUCXOKICHUNA JAHHBIX; 3) JA0CTOBEPHOCTH O0BHEKTOB KOMMYHMKANuHW; 4)
NMPUYACTHOCTD;

+2,3
1,4
1,2
3,4

N3 nepeuncieHHOro mu(poBasi MOANUCH HCIHOJb3YyeTcsl s oOecnedeHuss ycayr: 1)

ayTeHTH(PMKAIUK; 2) HeJOCTHOCTH; 3) KOHTPOJIA 10CTyNa; 4) KOHTPOJIs Tpapuka
+1,2
3,4
1,3
2,4

N3 mepevncIeHHOT0 3JIeKTPOHHASI MOYTA COCTOMT H3: 1) 3JIeKTPOHHOro KJw4a; 2)
PACIIMPEHHOI0 COJAEP:KAHUSA NMHCbMa; 3) KPAaTKOro CoAep:KaHusl MUCbMAa; 4) Teja mucbMa; 5)
NPUKpeIUIeHHbIX GailioB

+3,4,5
1,2,3
1,4,5
2,3,4

N3 nepeuunciaennoro siapo 6ezonacHoctu OC BblaessieT TUIIBI MOJHOMoOuMIi: 1) sigpa; 2)

nepudgepuiiHbIX YCTPOIicTB; 3) moacucrem; 4) mojab3oBaresiei
+1,3
2,3
1,2
3,4

N3 nepeuncieHHoro, ¢ To4ku 3peHusi noiab3zoparenass CYBJl, 0CHOBHbIMU cpelcTBaMu
NMOJIePKAHUS LEJOCTHOCTH JAHHBIX SIBJASIOTCA: 1) HOpMAaTHUBBI; 2) oOrpaHuvenusi; 3)
CTaHIapThI; 4) NpaBuJa

+2,4
1,2
3,4
1,3

N3 nepeunciieHHOro: 1) axMMHHCTPATOPHI; 2) MOJIb30BaTeNH; 3) 3a1aHNus1; 4) TEPMUHAJBI;
5) mporpammbl; 6) ¢aiiabl - Moaeab NoauTHKM Oe3omacHocTH Anent-50 paccmarpuBaer
cJIeAyoue rpynmnbl 6e30MacHOCTH

+2,3,4,6
1,2,3,4
3,4,5,6
1,2,5,6

N3 mnepeunciaenHoro: 1) aHaAM3 MNOTEHIHUAJILHOIO 3JIOYMBIINLJIEHHHKA; 2) OIll€HKA
BO3MOKHBIX 32TPaT; 3) OlleHKA BO3MOKHBIX NIOTEPb; 4) AHAJIN3 NOTEHUHAJIbHBIX YIPO3 - MPOLecC
aHaJIN3a PUCKOB NpPH pa3padoTke cucreMsbl 3amMThl UC BRIIOYaeT

+3,4
1,2
1,3
2,4

N3 mnepeuncienHoro: 1) 3aHMkeHHMe YPOBHSI CEKPETHOCTH; 2) 3aBbIllIeHHE YPOBHS
ceKpeTHoCcTH; 3) 3amuch Bcejaenyw; 4) JIMIIHAA 3aluchb; 5) yAajdeHHass 3amuch; 6)
NPUBUJIETMPOBAHHbIE CY0OBEKTHI - podjaemamu moaean besa-Jlallaxyna siasiorest

+2,3,5,6
,4

) )

2,3
5,6
3,4

)

-

1
4
2,
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N3 nepeuunciennoro: 1) naeHTupukanusa 1 ayreHTupuKkanms; 2) perucrpanus 1 yder; 3)
HENPEePbIBHOCTh 3alMThI; 4) NOJUTHKA 0e30macHOCTH - corjacHo ''OpanxkeBoid Khwure'
TpeOOBAHUSIMU B 00/1aCTH ayIUTA SIBJISIOTCS

+1,2
3,4
1,3
2,4

N3 nepeumciieHHbIX THNOB: 1) mepexBaT4yuKkM; 2) UMHUTATOPLI; 3) HalOawaareaun; 4)
(puabTpel; 5) 3amecTUTENH - BCe KIIABUATYPHbIE IINUOHBI JAeJISTCH HA

+2,4,5
1,2,3,5
2,3,4

1,3,4

N3 nepeunciieHHbIX TpeOoBaHuii: 1) pe3epBHOe KonmupoBaHue; 2) ayreHTuukanus; 3)
HEeO0XO0AUMOCTh 3aNMCH BCeX JABHKEHHMH 3alMINIAEeMbIX JaHHbIX; 4) HAKONJIEHUE CTATUCTUKHU -
npu pa3padoTke MPOTOKOJIMPOBAHNS B CHCTEMe 3allIUThl YYUTHIBAKOTCSA

+3,4
1,2
2,3
1,4

N3 nepeunciieHHBbIX ypoBHeil Oe3omacHocTu: 1) 0a3oBblii; 2) Hu3kmii; 3) cpeanuii; 4)

CTAHJAAPTHBII; 5) BbIcOKUi - B ""EBponeiickux kpurepusx' onpeaeaeHbl
+1,3,5
1,2,5
2,3,4
2,3,5

Kak npenorBpamienne HeaBTOPHU30BAHHOIO0 MCIOJH30BAHUS PeCypPcoB ompeaeieHa

yciIyra 3aiuThl
+ KOHTPOJIb JIOCTYTIA
[EIOCTHOCTh
ayTeHTH(UKAIIS
MPUYACTHOCTD

MapumipyTu3anusa 4 ynpaBlieHHe  NMOTOKAMM  JIAHHBIX  peaju3yloTcs  Ha
YPOBHE MO/IeJId B3aMMOACHCTBHUS OTKPBITHIX CHCTEM

+ ceTeBOM
TPaHCIIOPTHOM
bu3HIECKOM
KaHaJIbHOM
Mopaean mnoJaMTHKH 0€30IaCHOCTH HA OCHOBE AHAJM3a YIPo3 CHCTeMe HCCIEAYIOT
BEPOSITHOCTH MPEOAOJICHUSI CHCTEMbI 3aLUTHI
+ 3a ONPEIEIIEHHOE BpeMs
(UKCUPOBAHHBIM PECYPCOM
OTPAaHNYEHHON KOMIIETEHIIMEN 3JI0yMBINIUICHHUKA
(UKCUPOBAHHBIMU 3aTPaTaMH
Ha ypoBHe OC mnpoucxoauT omnpenejeHHe AONMYCTHMBIX JJIsl IO0Jb30BaTE/s
pecypcoB OC
+ CUCTEMHOM
CETEBOM
BHEIIHEM
MIPUIIOKEHU N
Ha  mHoromoJib30Bare/ibCKHE  CHCTeMbl ¢ HMH(poOpMamueil  OJHOIO  YPOBHH
KOH(HUICHINATBHOCTH cOr1acHo "OpaHikeBoil KHUIe' paccYnTaH Kjacce
+ Cl1
Bl
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C2
B2
Hapexnocts C3U onpenensiercs
+ cambIM C1a0bIM 3B€HOM
CaMbIM CHJIbHBIM 3BE€HOM
yCpeIHEHHBIM MOKa3aTelieM
KOJIMYECTBOM OTPaKEHHBIX aTaK
HaumeHee 3aTpaTHbIi KPUNITOAHAJU3 /ISl KpunrToajaropurma DES
+ mepe0op 1o BceMy KITFOUEBOMY IPOCTPAHCTBY
nepeGop 1o BEHIOOPOYHOMY KIIFOUEBOMY IPOCTPAHCTBY
pa3ioKeHUE YKCiia Ha IPOCThIE MHOKUTENU
pa3I0kKEeHNe YUCIIa Ha CII0KHBIE MHOKHUTEIU
Hanmenee 3aTpaTHbI KPUNTOAHAIN3 IJIs1 KpUunToajaropurma RSA
+ pa3iokKeHHe YKciia Ha MPOCThIe MHOXKHUTEIU
pa3NoKEHHUE YKCIIa Ha CIIOAKHBIE MHOXKUTEIN
nepeGop 1o BEHIOOPOYHOMY KIIFOUEBOMY IPOCTPAHCTBY
nepedop Mo BceMy KIIFOUEBOMY ITPOCTPAHCTBY
O0ecrieuenne B3aHMOJEHCTBHA YAAJeHHBIX NMPOLECCOB peajam3yercs HA
YPOBHE MO/1eJId B3aMMO/eiCTBUS OTKPBITHIX CHCTEM
+ TPAHCIIOPTHOM
KaHAJIbHOM
CETEeBOM
CEaHCOBOM
OlecnieyeHne HEJTOCTHOCTH MH(POPMALMH B YCIOBUSIX CJAYYAHHOr0 BO3JeiicTBUSA
usyvaercsi
+ Teopueil MOMeX0yCTOHYHBOTO KOJUPOBAHUS
KPUIITOAHATN30M
crera”orpaduei
KPHUIITOJIOTHEN
O0b1yH0 B CYB/I npumeHnsieTcsi ynpasJieHHe J0CTYIIOM
+ MPOU3BOJIBHOE
JeKJIapupyeMoe
aJIMUHUCTPATUBHOE
Hepapxuyeckoe
Onepanuonnas cucrema Windows 2000 oTiin4aeT Kaska0ro nojab3oBaresist OT IPYrux no
+ uaeHTuGUKaTOpy 6€30MaCHOCTH
MapKepy J10CTyma
JIECKPUIITOPY 3aIUTHI
Mapkepy 0€30MacHOCTH
Onepanuonnas cucrema Windows NT coorBercTByeT ypoBHI0O OpaH:keBOH KHHUIH:
+C2
C3
Cs
C4
Opranu3anuoHHble TPeOOBAHUS K CHCTEMeE 3al[UThI
+ aIMUHUCTPATUBHbBIC U TIPOLIETYPHbIE
amnmapaTypHble 1 PU3HIECKHe
aJIMUHUCTPATUBHBIE U annapaTypHbIe
yIpaBJIeHUYECKUE U UACHTHU(UKAITMOHHBIC
OCHOBHOI1 LEJIBIO CHCTEMBbI OpaHIMay3pa sIBJIAETCH YIPaBJIeHHE 10CTYyIIOM
+ K 3aIUIaEMOH CETH
BHYTPH 3alIUIIAEMON CETU
K apXuBaM
K CeKpeTHOI nH(popManuu
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OCHOBHBIM MOJIOKEHHMEM MOJEJN CHCTeMbl 0€30IMACHOCTH C MOJIHBIM MepeKpbITHEM
SIBJIsIeTCH HAJIMYMeE HA KaKA0M IIYTH NPOHUKHOBEHUS B CUCTEMY
+ XOTs1 OBI OJTHOTO CpeACTBa OE30MaCHOCTH
BCEX CPE/ICTB OE30MacHOCTH
napoJs
ayauTa

Tadauna 6 — Kpurepuun onenku ¢opMUpPOBAHHOCTH KOMIIETEHIM I

Kpurepun onenuBanus

Kon 1 HaumeHOBaHME UHAMKATOPA c(hOpMUPOBAHHOCTH KOMITETECHITUN
JOCTUKEHUS KOMIIETCHIINU (4acTy KOMITETECHIINN)
(4acTH KOMITETEHITUN) COOTBETCTBYET OLICHKE «3a4TECHO»
50-100% ot MmakcumanabHOTO Oasia
U/-1-yk.| AHanmu3upyeT 3aaadqy, BJIQJICCT MAaTEPHAJIOM II0 TEME, HO JIOMYyCKaeT
BbIJIETISAA €€ Oa30BbIE COCTABIISIIOIINE HETOYHOCTH MpPH (HOPMYIHPOBKE OCHOBHBIX

MOHSTHH, B OCHOBHOM  MPaBWJIBHO
aHAJIM3UPYET 3a7ady, BbLIEIAS ee 0a30BbIE
COCTaBIISIIOIINE; JIOCTATOYHO 3(PPEKTUBHO
OCYIIECTBIIACT MOUCK U KPUTHYECCKUN aHAIIN3

N/-2- yk.; OCyIiecTBIsIeT TOUCK U
KPUTHYCCKHUI aHATIN3 HHPOPMAIIHH,
HEOOXOIUMOM JJIS pelIeHUs MOCTaBICHHON

3a7avn uH(OpMALUK, HEOOXOAMMOU IS PEIICHHS

NJ1-3- yx 1 IlmaHupyer BO3MOKHBIC IIOCTaBJICHHON  3aJauy; IUTAHUPYET
BapHUaHThBI PELICHUS 3a1a4H, OLICHUBAS UX BO3MOJKHBIE BapHaHTHl pEIICHHUS 3aJad4H,
JOCTOMHCTBA M HEJOCTATKH OLICHMBAss HMX JOCTOMHCTBA U HEIOCTATKH,

JIOCTAaTOYHO IIOJIHO ONPEACIISIET U OLICHUBACT
IIOCJIEICTBUSL BO3MOYKHBIX PELICHUMN 3alayH,
onpezenserT HCTOYHUKA HUHPOpMALUU Ha
OCHOBE TOCTABJICHHBIX LEJICH U1 PEIICHUS

N/-4- yx.; Onpenensier u OLEHUBAET
MTOCJICICTBHUS BO3MOYKHBIX PEIICHHH 3a1aui
N-1-nkocs Pa3spabaTeiBaer

MEpOIPHUATHSA 110 BO3ACUCTBUIO HA PUCK B SKOHOMHWYECKHUX 3aJ1ay; HE BIIOJHE YBEPEHHO
paspese OTIIeIbHBIX BUIOB ompejenseT MeToAbl cOopa, o00paboTku
U-2-11koc-5 [IpoBOAMT uHpopmanuu, cnocoObl W BUA €€

HKOHOMHYECKYIO OICHKY MEPOIIPHSITHH 10 HPCACTaBICHHA,
pa3pabaTbIBacT MEPOTIPHUSATHUS o

BO3/EHCTBUIO HA PUCK N
BO3JICVCTBUIO HA PUCK B pa3pe3e OTAEIbHBIX

BHUJIOB, MOET JONYCKaTh HETOYHOCTU MpPH
MPOBEJCHUU 3KOHOMHYECKYIO OLICHKY
MEPONPUATUH TIO BO3JAEHUCTBUIO HA PUCK, YTO
HE OKa3bIBa€T CYIIECTBEHHOI'O BJIUAHUS HA
o0 YPOBEHb c(hopMUPOBAHHOCTH
KOMITETEHIIU .

1. OOPEJAEJEHUE PE3YJIbTATA
MPOMEXKYTOYHOM ATTECTAIIUA
dopma NpoMeKYTOUHOM aTTeCTallMU N0 TUCHUIIIMHE K3AMEH.

OLEHOYHBIE MATEPUAJIBI 1 CPEACTBA JUL1 IIPOBEPKU
CO®OPMUPOBAHHOCTU KOMIIETEHLIMI
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YK-1. Cnoco0eH ocymecTBJATh TMOMCK, KPUTHYECKHMH AaHAJIW3 M CHHTE3
uHopMan U, NPUMEHATH CUCTEMHbIN MOAXO0/ 1JIfl PellieHUs MOCTABJIEHHbIX 32124

Buvibepume ooun npasunvnulii eapuanm omeema:

1. Bonnpochbl cepTU(UKANMH U JIUIEH3UPOBAHNS CPeICTB obecneuyeHUusi HHPOpPMAMOHHOI
0e3onacHoctu B Poccum paccmarpuBaer:

+®enepanbpHas Ciryk0a 1o TEXHHYECKOMY U SKCIIOPTHOMY KOHTpouto nipu [lpesunente PO

denepanpHas cayxba 6e3onacHocTa Poccuiickoit @eneparuu

Cnyx0a BHemHel pa3Beaku Poccuiickoii denepanun

2. 3amura uHopmanum — 370 ...

KOMIUIEKC MEpONPUATHI, HalIpaBJICHHBIX Ha o0ecnieueHrne NHGOPMaIMOHHOM 0€3011aCHOCTH

COBOKYITHOCTh METOJIOB, CPEICTB U Mep, HalpaBJIEHHBIX Ha obOecreueHre MHPOPMALUOHHOM
0e30macHOCTH OOIIeCTBa, TOCYAapCTBa M JIMYHOCTH BO BCEX OOJNACTAX MX JKU3HEHHO BaXKHBIX
UHTEPECOB

KOMIUIEKC MEPOIPUSATHI, TPOBOAUMBIX COOCTBEHHUKOM MH(OPMALMH, TIO OTPAXKIACHUIO CBOUX
IpaB Ha BIAJCHHE W pacHopsbKeHHe HH(OpMAaIel, CO3IaHUI0 YCIOBUM, OTPaHUYHBAIOIIUX €€
pacnpoCTpaHEHHE M HCKIIOYAIOUIUX WM CYILIECTBEHHO 3aTPYAHSIOIIMX HECAHKIMOHUPOBAHHBIMU,
HE3aKOHHBIHN TOCTYI K 3aCEKPEYCHHON NH(OPMAIIMU U €€ HOCUTEISIM

+Bce onpeAeneHus: KOPPEeKTHBI

Jaiime pazeepruymutit omeem Ha 60npPoc.

1. B ubem BeJeHMH HAXOAATCH BONPOCHI CepTHGUKANUM H JHMIEH3UPOBAHUS CPEACTB
o0ecneyenusi nHpopmMaunonHoi 0e3onacHocTu B Poccun? paccmarpuBaer:

IIpaBujabHbBII OTBET:

Bompocel ceptudukanud MU JIUIEH3UPOBAHUS CPEACTB oOOecreueHuss HHPOPMAIMOHHOM
6e3omacHoctu B Poccum paccmarpuBaer DenepanbHas ciy:k0a MO TEXHHUYECKOMY M IKCIHOPTHOMY
koHTpoo nipu [Ipesunenre POD.

2. [lonsiTHE MOJNTHKH 0€30NIACHOCTH.

IIpaBu/IbHBIH OTBET:

[TonuTrka 6€30MacCHOCTH 3TO COBOKYITHOCTD JIOKYMEHTHPOBAHHBIX YIIPABICHUYECKUX PEIICHUH,
HaIpaBJIEHHBIX Ha 3aIlIUTy UH(QOPMALMK U aCCOLIMMPOBAHHBIX C HEMl pecypcoB.

3. Hapymenuss wHopManmoHHON 0e30MaCHOCTH, 32 KOTOpPble He IMpelyCMOTpeHa
YIroJIOBHASl OTBETCTBEHHOCTD.

IIpaBu/IbHBIH OTBET:

VYronoBueii kojgekc P® He mnpenycMarpuBaeT Haka3zaHWS 3a  +tBEICHUE  JIMYHOM
KOPPECTIOH/IEHIIMM Ha TPOU3BOJCTBEHHOM TeXHMUYecKoW Oaze; +HapylleHHe MpaBHJ SKCIUTyaTalluu
MH(OPMALIMOHHBIX CUCTEM.

4. ITonsiTHe NOKYMEHTHPOBAHHON HH(pOPMALUH.

IIpaBU/IbHBIH OTBET:

JlokymeHTUpOoBaHHOW uWH(MOpMalmel Ha3piBaloT uHMOpMaIUoo, 3aQUKCUPOBAHHYIO Ha
MaTEpUaJIbHOM HOCHUTENE IYTEM JOKYMEHTHUPOBAHUS, C PEKBU3UTaMH, MO3BOJISIIOIIMMH ONPEIEIUTD
TaKylo HH(OpMaIHIO WK B YCTAaHOBJIEHHBIX 3aKOHOAaTenbcTBOM Poccuiickoit denepannu ciaydasx ee
MaTepUaIbHbIi HOCUTEIb.

5. Copaep:xkanue M CTPYKTypa 3aKOHOJAATEJbLCTBA B 00JacTH HHGOPMAIHOHHOM
0e3omacHoCTH

IIpaBU/IbHBIH OTBET:

Conepxkanre W CTPYKTypa 3aKOHOJATENbCTBA B 00ysiacTh WHGOPMAIMOHHOW 0€30mMacHOCTH
BKJIIOYAET CJENYIOIINE HOpMAaTUBHO-IIpaBoBble akThl: KoHcTuTynus Poccniickoin denepannu, Ykasbl
IIpesunenrta Poccuiickoit @eneparuu, [logzakonnsie aktel [IpaButensctBa Poccuiickoit denepanuu,
®DenepanbHble 3aK0HbI, Komekchl.
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6. Ilpeamer mnpaBoBOro peryJupoBaHus B o0gactu uHpopManuu, HHPOPMALMOHHBIX
TEXHOJIOTUH U 321U Thl HHGoOpMaUMu.

IIpaBuJbHBIA OTBET:

[TpeameroM MpaBOBOTO peryaupoBaHus B 001acTu HH(pOpMAIMK, HHPOPMALIMOHHBIX TEXHOJIOTUI
U 3aIIUThl MH(GOPMAILUK SABJISIOTCS OTHOIIEHUS, BO3HUKAIOIIME IPU OCYLIECTBICHUHU IpaBa Ha IOMCK,
MOJIyYeHHe, TMepernady, IPOU3BOACTBO M PAaCHpOCTpaHeHHE HWHPOPMALUU; MNP NPUMEHEHUH
MHGOPMALMOHHBIX TEXHOJIOTUH; IIPU 00eCIIeYeHNH 3alUThl HH(pOpMAaLUK.

7. YcioBus 1efiCTBUTEJILHOCTH 3JIeKTPOHHOU LM (POBOI MOAMUCH.

IIpaBubHBIN OTBET:

OnexTpoHHas nM(ppoBasi MOAMUCH B JIEKTPOHHOM JOKYMEHTE PaBHO3HA4YHA COOCTBEHHOPYYHOU
MOANUCH B JIOKYMEHTe Ha OyMa)XHOM HOCHUTeNIe MpU OJHOBPEMEHHOM COOJIOJECHUU CIEAYIOLINX
YCIIOBHIA: CepTH(UKAT KIIt0Ya MOJNHMCH, OTHOCSIIUICS K 3TOW 3JEKTpOHHOW mu(poBOil moamucu, He
yTpaTUiI CUITy (IEHCTBYET) Ha MOMEHT MPOBEPKHU MJIM HA MOMEHT MOJANUCAHUS IEKTPOHHOIO TOKYMEHTa
IIpY HAJIMYUU JIOKA3aTEeNIbCTB, OIPEACISIONMX MOMEHT IOANMCAHUS;, IOJATBEP)KIEHA IOAJUHHOCTD
ANEKTPOHHOW 1UGPOBON NOANUCH B DSJIEKTPOHHOM JIOKYMEHTE; S3JIEKTpOHHAas LupoBas MOAMNKCH
UCTOJIB3YETCsI B COOTBETCTBUU CO CBEJICHHUSIMH, YKa3aHHBIMH B CEPTHU(HUKATE KIF0Ua OIHCH.

8. IlepeyeHb BHIOB /AeATEJIbHOCTH B 00JIaCTH 3alIUThl HH(OPMALMH, HA KOTOpbIe
He00X0UMAa JINLeH3HS.

IIpaBuibHBIN OTBET:

K Bugam gestenbHOCTH B 00JIacTH 3alllUThl MHGOPMAIMU, HA KOTOPHIE BBIAAIOTCS JIHMIICH3HH,
onpeneneH IlocranoBnenuem IlpaBurensctBa PO — “O  juieH3upoBaHUM OTHETBHBIX BHJIOB
nesitenbHOCTH 0T 24.12.94 Nel418, B 4acTHOCTH, OTHOCHUTCA Pa3pabOTKa, IPOU3BOJCTBO, peann3alus u
CepBUCHOE OOCTyXHBaHHE: IMH(POBATBHBIX CPEACTB; 3AIIUIICHHBIX CHCTEM TEJIEKOMMYHHUKAIIHIA;
MPOrPaMMHBIX CPEJCTB; CIEHUATbHBIX TEXHUYECKUX CPEJICTB 3aIlIMThl MH(OpMAIMM;, MOATOTOBKA H
MIEPEnoAroTOBKa KaJpoB.

IIxoc-5 Cnocoben pa3padaTeiBaTh MEpONPHUATHS IO BO3JCHCTBHI0O HA PHCK B paspese
OT/IeJIbHBIX BU/IOB U MIPOBOJAUTDH UX IKOHOM

Buvibepume ooun npagunvHulii gapuanm omeema:
2. Ceprudukanuu nomjiexar:
+cpencTBa KpUnTorpaguueckou 3anuTel UHPOpMaInu;
Cpe/CTBa BBIABICHUS 3aKJIQJHBIX YCTPOMCTB U MPOrpPaMMHBIX 3aKJIAJ0K;
3alUIICHHbIE TEXHUYECKHUE CPesICTBA 00pabOTKH HHPOpMAIUH;
3alUIEHHbIE HH(OPMAIIMOHHbBIE CUCTEMbI U KOMITJIEKCHI TEJIEKOMMYHUKALIU;
3. Yro npeacrasiaser coboii JlokTpuHa nHpopmanuonHoii 6ezonacunoctu PMO?
HopmatuBHO-IIpaBOBOM aKT, yCTaHABIMBAIOLIUI OTBETCTBEHHOCTH 3a IIPABOHAPYIICHUS B
chepe nHbOpPMAITMOHHON O€30MTaCHOCTH;
(benepanbHBIN 3aKOH, PETYJINPYIOLIMHA TPABOOTHOLIEHHS B 001aCTH HH(OPMAIIMOHHOMN
0e301aCHOCTH;
1esIeBasi MporpaMMma pa3BUTHUS CHCTEMbl HH(POPMaIlMOHHON O6e3omacHocTH PO,
MPEJCTaBIAIONIAs COOON MOCIeJ0BATEIbHOCTD CTA NI U 3TAIOB;
+COBOKYITHOCTh O(HIIMATHHBIX B3TJISI0B HA IIEJIH, 3a7a9d, TMPUHIUITEI H OCHOBHBIE
HarmpasieHus obecriedeHnss HPopMamoHHoM 6e3omacHocTH Poccuiickoit @enepanuu.

Jlaume pazeepruymotiit omeem na 6onpoc.
1. ITonsiTne uaeHTUGUKANMH.

IIpaBu/IbHBIH OTBET:

WNnentudukaus 3T0 NpPUCBOEHUE CYOBEKTaM M OOBEKTaM JIOCTyNa YHHUKAJIBHOTO HOMeEpa,
mudpa, Koaa u T.I01. C HENIbI0 TTOJIYISHHSI TOCTyTa K HH()OpMaIuH.

41



2. [TonsTue 6e3onacHOCTH HHpOpPMATNH
IIpaBuJbHBIA OTBET:

bezonacHocTh MH(OpPMaUM 3TO CTENEHb 3alUINEHHOCTH HHPOPMALUU OT HETraTHMBHOTO
BO3CHWCTBUS HA HEE C TOYKU 3PEHHUS HapyleHHs e€ (PU3NYECKON M JIOTMYECKOW LETOCTHOCTH MU
HECaHKLIIMOHMPOBAHHOT'O UCIIOJIb30BaHU.

3. ITonsiTHe 3J1EKTPOHHOI NMOANMUCH
IIpaBuJjbHBIH OTBET:

DJNEeKTPOHHOW MOAMUCHIO HA3bIBACTCS IMPHCOCIMHSIEMOE K TEKCTY €ro KpunTorpapudeckoe
peoOpa3oBaHue, KOTOpPOE IO3BOJIAET MPH IOJYyYEHUHM TEKCTa APYIHMM I10JIb30BaTElIeM IPOBEPUTH
aBTOPCTBO U MOUIMHHOCTH COOOIIECHUS.

4. YnpasjieHHueM PHCKOM 3TO —

IIpaBubHBIN OTBET:

VYpasieHneM PUCKOM Ha3bIBAETCS IPOLECC ONPENEICHHs PUCKA, IPUMEHEHHUS CPENCTB 3allUTHI
JUISL COKPAILEHUS PUCKA C MOCIEAYIOIUM OIIPENEIECHUEM IPUEMIIEMOCTH OCTaTOYHOIO PUCKA.

S. IlonsiTHE MPOrPAMMHOM 3aKJIAAKH

IIpaBujbHBIH OTBET:

[IporpaMMHBIMHM = 3aKJIaJKaMU Ha3bIBalOTCA IpeJHAMEpEHHbIe Je(QeKThl, BHECEHHbIE B
MpPOrpaMMHBIE CPEICTBA JUIS LIEJICHANPABICHHOTO CKPBITOTO BO3JCHCTBHS Ha HH(DOpPMAIMOHHBIC
CUCTEMBI. 3amuTa OT MPOrPaMMHBIX 3aKJIaJ0K obecrieunBaeTcsi anmapaTHbIM  MOIYJIEM,
YCTaHaBIMBAEMbIM Ha CUCTEMHYIO uHYy [IK.

6. Knaccudukanus cpeacts 3auuThl HHGopManuu.
IIpaBuibHBIN OTBET:

CoracHo "EBporeiickuM KpuTepusM' 0€30I1aCHOCTh MOJKET CUMTAThCS BBICOKOW, CPEIHEH M
0a30Boil. Bpicokass MOXeT OBITh TPEOJI0JieHa TOJBKO TOCYIAapCTBEHHOW CHENCTyXO00i, cpemHss
croco0Ha MPOTHBOCTOATh KOPIOPAaTUBHOMY 3JI0YMBIIUIEHHUKY, 0a30Bas CHOCOOHA MPOTHBOCTOATH
OTJIEJIbHBIM aTaKaMm.

7. llonsiTie ayTeHTH(PHUKAINH.
IIpaBuibHBIN OTBET:

AyreHTH(]UKaLKsA 53TO NpPOBEpKa MOMJUHHOCTH TIOJb30BATENA IO MPEIbSIBICHHOMY WM
uAeHTUPUKATOPY. AYTEHTHU(HUKALUs HCIONb3YeTCS Ha YPOBHSX CETEBOM, TpPAHCIOPTHOM U
IIPUKJIAHOM YPOBHSIX.

8. IlonsiTne M K1accupukanus GpanavMays’pa.
IIpaBuibHBIN OTBET:

Bbpannmayspom Ha3bIBaeTCs CUCTEMa, MTO3BOJISIONIAs pa3AeIUTh CeTh Ha JIBE UM OoJiee yacTeit
U peaan3oBaTh HaOOp MPaBWJI, ONpPENESIOUINX YCIOBHS MPOXOXKIECHUS MaKeTOB U3 OJHOW YacTu B
apyrytoo. bpanaMayspsl MepBOro MNOKOJEHHS MPEJICTAaBISUIM MaplIpyTU3aTopsl ¢ (uiabTpanuei
MaKeToB, OpaHAMay pbl BTOPOTO TOKOJEHUS MPEACTaBIsLIA cOO0N '"YIOTHOMOYEHHBIE CEepBEpHI',
OpaHIMayspbl TPETHETO MOKOJEHHUS MCIONB3YIOT JUIsl (PUIBTPALMM CIELUalbHbIE MHOTOYPOBHEBBIE
METO/Ibl aHaJIN3a COCTOSIHUS MTaKEeTOB.
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Tab6anna 7 — Kpurepuu oueHku cGopMUpPOBaHHOCTH KOMIIETEHIIMIA

Kpurepuu onienrBanus

Ko u HanMeHOBaHUE HHAMKATOPA c(hOpMHUPOBAHHOCTH KOMITETCHIIMHU
JIOCTHKCHMS KOMIICTCHIIUU (4acTy KOMITETCHIINH)
(4acTu KOMITETCHITUH) COOTBETCTBYET OLIEHKE «3a4TECHO»
50-100% ot MmakcuMaJIbHOTO Oaia
N/-1-yx.; Aranusupyert 3a1aqy, BJIAJICET MATEPUATIOM 110 TEME, HO JOIYCKAeT
BBLIEIISIA €€ 0a30BbIE COCTABIISAIOIINE HETOYHOCTH NpH (POPMYJIUPOBKE OCHOBHBIX

HOHATHUH, B OCHOBHOM  IIPaBUJIBHO
aHaAJM3UpyeT 3ajady, BbIAENAS ee 0a30Bble
COCTAaBJSIIOIME; JIOCTATOYHO 3(PPEKTUBHO
OCYILECTBIISIET MOUCK U KPUTUYECKUN aHAIIN3

NI-2- yk.; OcyiecTBIsieT MOUCK U
KPUTHYECKHUH aHaIN3 WHPOpMaIIHH,
HEOOXOAMMOM /I peIIeHUs TOCTaBICHHON

3anaqn nHQOPMALUKY, HEOOXOMUMON IS pELIeHHs

W/JI-3- yi1 [Imanupyer BO3MOXKHBIE IIOCTaBJICHHON  3a/1auM; IUIAHUPYET
BAPUAHTBHI PEICHHS 3a1a4l, OLEHUBAs HX BO3MOYKHBIE BAapUAHTBl pENICHUS 3a]auu,
JOCTOMHCTBA M HETOCTATKH OIICHUBAasl MX JOCTOMHCTBA U HEIOCTATKU,;

JA0CTATOYHO IIOJIHO OIIPCACIIACT N OLICHUBACT
IIOCJICACTBHUS BO3MOXHBIX pGH_IeHI/Iﬁ 3aJa4u,
OoIpcaciIsICT HMCTOYHUKHU I/IH(l)OpMaI_II/II/I Ha
OCHOBE IOCTaBJICHHBLIX ICJICH JJIsI PCUICHUA

N/-4- yk.; Onpenensier u OLlEHUBAET
MOCJICICTBUSI BO3MOXKHBIX PEIICHHH 3a1aui
N -1-kocs Pa3pabaTteiBaet

MEPOIPHUSTHS 110 BO3ACHCTBHIO HA PHCK B AKOHOMHWYECKHUX 3a]1a4; HE BIIOJHE YBEPEHHO
paspese OT/IeIbHBIX BUIOB omnpezenser MeToAbl cOopa, o00paboTku
NJ1-2- ko5 IIpoBOAKT uHpopManuu, CcmocoObl W BUA €€

SKOHOMHYECKYIO OLEHKY MEPOIIPHUSITHUI 10 HPCACTaBICHHA,
paspabarbIBaeT MEPOIPUATHS 1o

BO3JICUCTBUIO HA PUCK s
BO3JICHCTBUIO HA PUCK B pa3pe3e OTAEIbHBIX

BHUJIOB, MOXET JONYCKAaTh HETOYHOCTU IPH
MPOBEJICHUU AKOHOMUYECKYIO OLICHKY
MEpOIPUATHI MO BO3ACHCTBUIO HA PUCK, YTO
HE OKa3blBaeT CYLIECTBEHHOI'O BJIMSHUS HA
o0IIHit YPOBEHD c(hOpMUPOBAHHOCTHU
KOMITIETEHIIAH.

JlonoJIHUTe/IbHbIE KOHTPOJIbHBIE HCIIBITAHUSA
Il CTYZeHTOB, HaOpaBmx MeHee 50 OamsoB (B cooTBeTcTBUU ¢ [Tonmoxxennem «O MOAYIbHO-
pEeNTHHIOBOM cucTeMe»), GOpPMHUPYIOTCS M3 uHKCia OLEHOYHBIX CPEACTB IO TeMaM, KOTOphle He
OCBOEHBI CTYIEHTOM.
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