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dopma oOyueHUs ouHasg
Cpoxk ocBoenusi OITOIT BO 4 ropa
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®oH/ OL[eHOYHBIX CPe/ICTB MpeJHa3HaueH /isl OLleHUBaHUs CHOPMUPOBAHHOCTH KOMITETEHL[HI
no gucuuminHe «MHpopmarlimonHas 6e30macHOCTb»

Pa3paboTuuk:
3aBeIyIOIMH Kadeapoii OyxraaTepcKkoro yJera
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5KOHOMHUKe», MpOTOKOJI Ne 11 ot 30.05.2024.
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CorJiacoBaHo:
[Ipencenatesnb MeTO[UUECKOW KOMUCCUHA
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(axysmbTeTa arpobusHeca Anexceit Hukonaesiy Honaeam Copora

CopokunH [lata: 2024.06.04 19:13:58 +03'00"

ripotokos Ne 5 ot 04 uronsa 2024 roga




INacnopT oH/a OLIeHOUHBIX CPe/iCTB

Tabnuia 1
OrieHOYHBIE
Mogaynb dopmupyeMble KOMIETeHLIUN
MaTepuabl U KonuuecTBo
JUCLIATITHEI WIW X YaCTH
cpefCTBa
OcCHOBBI
rH($OpMaLMOHHOMN Ompoc 15
pmal TectupoBaHue 28
6e3omacHoOCTH
KonuenryansHbie
HenTy YK-1. Criocoben ocyirecteisTb | Onpoc 25
OCHOBBI 3aIlUThI >
TOMCK, KpUTHMYeCKuM aHanu3 U | TectuposaHue 60
vH(bopMaLur
CUHTe3 vH(dopMaluy,
HopwmaTtuBHO- N
MIPUMEHSITh CUCTeMHbIN MOAXO[,
TIpaBOBbIe aCIeKThl
. |[J1g pelleHHUs I10CTaBJIeHHbIX
YH(OpMaI[OHHOU sazau Oripoc 20
6e3omacHoCTH u TectrupoBaHue 35
SN [TKoc-2. CniocobeH yIIpaB/sSTh
H peanu3aliyieli TeXHOIOTMYECKOTr0
vHbopMaLu1
rpotiecca TPOU3BO/ICTBA
Oprasmsanys MPOAYKLMU pacTeHHUeBO/CTBA
CUCTeMbI  3alUThI Orpoc 25
vH(popMaLUu B na3
MH(OpPMaLIMOHHBIX TectupoBaHue 145
cucTemMax




1 OOEHOYHbIE MATEPHUAJIbI, HEOBXO/MUMBIE /I/IS1 OOEHKHN
3HAHUN, YMEHUI 1 HABBIKOB JEATE/TbHOCTH B IIPOIIECCE

OCBOEHMA JUCIHUIIJINHBI

Tabnurja 2 — ®opmMupyemMbie KOMITETEHLIN

Kop 1 HamMeHOBaHMe
KOMITeTeHLUH

Kox ¥ HavMeHOBaHMe WHJAMKAaTOpa [OCTHWKEHUS
KOMITeTeHL[MH (4aCTU KOMITeTEeHLIVN)

O1jeHOUHbIe
MaTrepuasbl

" CpeacTBd

YK-1.
OCYIIEeCTBJISITH  TOMCK,
KPUTUUECKUM aHalIu3 U

CriocobeH

CMHTe3  uHbOpMaIH,

MIPUMEHSITh CUCTEeMHbIHN
TOAXO0J, /ISl peLleHust
TIOCTABJIEHHBIX 3a/au
IMKoc-5. Criocobex
pa3pabaThiBaTh
MEpOTIPUSITHS 1o
BO3/|eMICTBUIO Ha PUCK B
paspese OTJeJTIbHBIX
BU/IOB U TIPOBOJWTH X
KOHOMHUECKYIO
OLIeHKY

Mopayns 1
OcHoBbI MH(MOPMAI[MOHHOM 6e301acHOCTH

N O-1yk1 AHanu3upyer 3aiauy, Bbljessis ee
0a30BbIe COCTABJISIOIIHE

N-2yk.1 OcyiecTBisieT MOUCK U KPUTUYECKUM
aHanm3 UHGopMaruu, HeoOX0JUMOM JJIsT peleHus
TOCTaB/IeHHOM 3a/1auu

N[-3yk-1 ITnaHupyeT BO3MOKHBIe BapUAHThI
pellleHus 3a/jauy, OLleHMBasi UX JOCTOMHCTBA U
HeJJ0CTaTKu

N-4yk1 OrnpepensieT U OLeHMBAeT MOC/IeACTBUSA
BO3MOJXHBIX pellIeHHH 3a/1avuu

na-1 TKoc-2- YmnpagsnsieT peasnu3aryeit

TeXHOJIOTHUECKOT0 TpoLlecca TPOW3BOJCTBA  MPOAYKLIAM
pacTeHUeBO/ICTBA

Ornpoc
TecTtrpoBaHue

Mopayns 2
KoHLlenTyanbHble 0CHOBBI 3aLUThI HH(QOpMaLUU

N -1yk1 AHanu3upyer 3aiauy, Bblesisis ee
0a30BbIe COCTABJISIOIIHE

N-2yk.1 OcyiecTBaseT NOUCK U KPUTHYECKUI
aHa/m3 UHPOpMaL1, HeoOXOAUMOM IS PelleHust
TOCTaB/IeHHOM 3a/lauu

N[-3yk-1 ITnaHvpyeT BO3MOKHbIE BapUAHThI
pellleHNs 3a/,au, OL[eHMBas UX JOCTOMHCTBA U
HeJJ0CTaTKu

N-4yk.1 OnpepensieT U OLeHUBAeT MOC/IeACTBUS
BO3MOJXHBIX peIlIeHWH 3aJa4n

na-1 MKoc-2- Ymnpaesnsier peasnu3areit

TeXHOJIOTUUECKOr0 IIpoliecca TPOW3BOACTBA  MPOAYKLUU
pacTeHUeBOACTBA

Ornpoc
TecTtupoBanue

Mopyas 3

HopmatrBHO-TIpaBOBbIe acreKThl MHPOPMAI[MOHHOW 0e30MacHOCTH U

3al[uThl MH(hOPMaLUK

N O-1yk1 AHanu3upyer 3aziauy, Bbljesisis ee
0a30BbBIe COCTABJISIOIIHE

N-2yk.1 OcyiecTBasieT MOUCK U KPUTHYECKUI
aHa/m3 MHOPMaIy, He0OX0JUMOM /1S pelleHust
TOCTaB/IeHHOM 3a/1auu

N[-3yk-1 [TnaHvpyeT BO3MOXHbIE BapUAHThI
pellieHus 3a/jaui, OLleHMBast UX JOCTOMHCTBA U
HeZl0CTaTK!

NO-4yk1 OrnpepensieT U OLeHUBaeT IIOC/Ie[CTBUS
BO3MO>XHBIX peLLIeHI/Iﬁ 3dauun

Ornpoc
TectupoBaHue




na-1 IKoc-2- YnpasnsieT peanu3aiueit
TEXHOJIOTUUeCKOro IIpolecca TPOM3BOJACTBA  IMPOAYKLUU

pPaCTeHreBOACTBA

Mopyns 4

OpraHu3zanusi CUCTeMbl 3al{UThl MHGOPMAaLMM B MH(OPMAaLIMOHHBIX
cucTemMax

N-1yk.1 AHanu3upyeT 3aauy, BbIJesisis ee Ornpoc
0a30BbBIe COCTABJISIOIIHE N3

NO-2yk.1 OcyiiecTByisieT MOUCK U KPUTUUeCKUH TecTrpoBaHue

aHa/M3 UHGOPMaLM1, HeoOXOAUMOM IS PelleHuUst
TOCTaB/IEHHOH 3a/1auu

N-3yk-1 ITnanupyeTt BO3MOKHBIE BApUAHThI
pellieHus 3a/jaui, OLleHUBast UX JOCTOWHCTBA U
HeJI0CTaTK!

N-4yk.1 OrnpegensieT U OLEHWBAET MOC/IEeACTBUS
BO3MOJKHBIX pelleHHUH 3a/1aunt

na-1 MKoc-2- Ynpasnset peanu3zaiuein
TeXHOJIOTUUECKOrO TIpoLiecca IPOW3BOJCTBA MPOAYKLIAU
pacTeHUueBOCTBA
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OueHOUYHBIE MaTepHa/Ibl U CPe/ICTBA /IS IPOBEPKHU
copMHpOBaHHOCTH KOMIIETeHIHIA

Mopayab 1. OcHOBBI MHPOPMAIMOHHOM 6e30MacHOCTH

Bonpocel 15 ycTHOro onpoca:
Yro Takoe HMOpMaI[OHHAst 6€30MaCHOCTh?
[TepeunciTe OCHOBHBIE YTPO3bl HH(HOPMALIMOHHOMN 6€30T1acHOCTH.
Kakwe cyiiecTByrOT Mo/ienii MHGOPMAaLIMOHHOM 6e30T1acHOCTH?
[TepeunciTe OCHOBHBIE Lie/K 1 3afaun PO B obsiactu obecrieueHust MHGOPMAI[MOHHOM 6e30MacHOCTH
Yro Takoe KOHIeM1si HH(HOPMaI[MOHHOW O6e301acHOCTH?
YTo TaKoe JOKTpHUHA MHPOPMALIMOHHOM 6e30MmacHOCTH?
Kakwie Boripocer otpakatorcsi B KoHtjernmy nHGoOpMaljoHHoM 6e30macHOCTH?
NudopmaiiioHHast 6e301acHOCTb B yCI0BUSIX (PYHKLMOHMPOBaHUs B Poccuu rinobanbHbIX ceTel.
Uro Takoe KoHbUAeHIMaIbHast UHPOpMaLus?
. Ha3oBuTe nH(popMaLioHHbIe YIpo3bl [/151 TOCYAapCTBa.
. Kakue co3parorcs nHbopMalioHHble YIPO3bl [i7isi KOMITAHUW?
. Uto yrpokaet muyHOCTH ((hrU3nUyecKomMy JulLly)?
. HazoBute npuunHbl MTHGOPMAL[MOHHBIX YTPO3.
. Kakue petictBust u cobwitust Hapymiatot MB?
. Kakne ymmuHOCTHO-TIpOdECCHOHAbHBIE XapaKTEPUCTUKUA COTPYAHWKOB CITIOCOOCTBYIOT peasr3aliiu
yrpo3 UB?

KomnbroTepHoe TectupoBanue (TCK)
Bbibepume 00uH npasuibHbIll 6apuaHm omeemda
«[Toa uH(opMaLOHHON 0€30MaCHOCTHI0O OyJeM MOHMMATh 3alUIIEHHOCTh UH(OpMaLU

U ceeeveveevnrneceees  OT CyYaWHBIX WM TIPeHAMePEHHbIX BO3/eHCTBHH €CTeCTBEHHOI0 WM
HCKYCCTBEHHOI'0 XapaKTepa, KOTOpPble MOryT HAaHeCTH HelmpHeM/IeEMbIil ymiepd cy0beKTam
HH(OPMALHOHHBIX OTHOLIEHHH, B TOM UHC/Ie B/a/jelbllaM M MoJib30BaTe/aM uHpopManuu u
Nnojjep>xuBaoined MHPPacTPpyKTypbI»

no/iZiep>KrBarolLeil UHPacTPyKTYpPbl



yesi0BeKa

+KOH(UeHLIMATbHBIX JaHHBIX

3aniTa uH(oOpMaL¥HU — 3TO ...

KOMITJIeKC MepOTIPUSATHI, HallpaB/ieHHbIX Ha obecrieueHre MH(GOPMAL[IOHHOM Oe301acHOCTH

COBOKYITHOCTb MeTO/IOB, CPeJCTB U Mep, HalpaB/ieHHbIX Ha obecrieueHre WH(POPMALIMOHHOM
Oe3omacHoCTH 0O0IIeCTBa, TOCYZapCTBa M JIMUHOCTA BO BCEX O00/ACTSIX WX JKM3HEHHO Ba)KHBIX
VHTEpeCcoB

KOMITJIEKC MEePOTPUSITHH, TIPOBOAUMBIX COOCTBEHHMKOM MH(OPMAIIMH, 10 OTPaKAE€HUI0 CBOMX
MpaB Ha B/ajleHWe W pacrnopsbkeHWe WHGOpMalivel, CO3[aHUI0 YC/IOBUM, OrpaHMYMBAIOLIUX ee
pacrpocTpaHeHWe W HWCK/IIOUAIOUIUMX WA CYLeCTBEHHO 3aTPyJHSIOIIMX HeCaHKLMOHWPOBaHHbIN,
He3aKOHHBIM [IOCTYII K 3aceKpeueHHOM UH(GOpMaluu U ee HOCUTe/IsIM

+BCe orpepeeHns1 KOPPEKTHbI

JeiicTBUA 1O ONpe/e/IeHHI0 KOHKPeTHBIX YrP03 U MX UCTOUHUKOB, MPUHOCAIIUX TOT H/IH
WHOU BUJ yiiep0a, Ha3bIBaIOTCSA:

+o0OHapyKeHHe yrpo3

ripeceueHust ¥ JIOKanu3aLus yrpo3

JIMKBHUAALUA YTPO3

B03M0XXHOCTH 3a mMpueM/ieMoe BpeMs MO/IyYHTh TpedyeMyl HH(OPMALMOHHYIO YCIYyry
Ha3bIBaeTCA:

+,0CTYMHOCTbI0 UHGOpMALUKU

1|e/IOCTHOCTBIO0 MH(POPMaLUU

ripefiocTaB/ieHreM UHGOpMaLuu

AKTya/JIbHOCTh M HeMPOTHBOPEYHUBOCTh HH()OpMALI}H, ee 3alUII[eHHOCTDb 0T pa3pyLIeHus!
Y HECAaHKIIMOHMPOBAHHOI'0 M3MeHeHHUs Ha3bIBAeTCs:

+,0CTYIHOCTbI0 UH(GOPMALUKU

1|e/IOCTHOCTBIO0 MH(POPMaLIUU

ripefiocTaB/ieHreM UHGOpMaLuu

KOH(U/IeHLIMa/TbHOCThI0 UH(OpMaLuU

HapymeHne Kakoro u3 acneKToB HWHGOPMAI[HOHHOW 0e€30MacHOCTH BJIeUeT 3a CO00H
HCKa)XeHHe o¢uIuanbHOi HH(OpPMAIUH, HanpuMep, TeKCTa 3aKOHA, BbUIO)KEHHOr0 Ha
crpanune Web-cepBepa Kakoi-/1100 NpaBUTe/IbCTBEHHOW OpraHU3aLMi

JIOCTYTHOCTb MH(bOpMaLun

+1]eI0OCTHOCTb MH(OpMaLu1

ripefiocTaByieHre uHGopMaLuu

KOH(U/IeHIIMaIbHOCTh WH(OpMaLU

Mepbl kakux ypoBHeii HE BXogaT B OpraHu3aldi) CHCTeMbl oOOecreueHUst
HH(OPMAIHOHHOW 0e30MacHOCTH:

3aKOHO/]aTe/TbHOTO YPOBHS

+aJIMUHUCTPAaTUBHOT'O YPOBHSI

MpoLie/[ypHOTO YPOBHS

MPOrpaMMHO-TEXHUYECKOT0 YPOBHS

MIPOrpaMMHO-arapaTHOTO YPOBHS

MHoroo0pa3ue HOPMAaTHBHBIX [IOKYMEHTOB TPeACTaB/I€HO  MeX/JyHapOAHBIMH,
HAIHOHA/IbHBIMH, OTPac/ieBBIMH HOPMAaTUBHBIMH JoKyMeHTamHu. Kakas opranmzanus HE
3aHMMaeTcsi BompocamMu ¢GopMHpoBaHHA 3aKOHoAaTe/lbCTBA B chepe wuHGOpMALMOHHBIX
pecypcoB?

ISO

ITU

ANSI

NIST

+NASA



SWIFT

GISA

Bomnpocsl cepruduKanuu M JULEH3UPOBaHHUA CPeACTB obecrnieyeHHsi WHGOPMALIMOHHOM
0e3omacHoct B Poccuu paccmarpuBaer:

+denepanbHas Cy>k0a 10 TEXHUUECKOMY U 9KCITOPTHOMY KOHTpOTO T1pH [Ipe3ugerTe PD

denepanbHast ciy>k0a 6e3omacHocTy Poccuiickoit @ezpepanyu

Cay>k0a BHellTHel pa3Beiku Poccuiickoit degepariyn

CoOBOKYNHOCTh JOKYMEHTHPOBAHHBIX YIpPaB/JIeHYeCKHX pelleHHi, HampaB/IeHHbIX Ha
3aIUTy HHGOpPMAaLMU U aCCOLUMPOBAHHBIX C HEH PecypCcoB NPUHATO CYUTATh:

+ITomMTHKOM Ge30macHOCTH

MeTOZaMH 3allUThl HH(GOPMAaLUK

orpaHUueHHeM JJOCTyma K uHpopMaluu

YUETHBIMU 3aIlMCSIMU T10JIb30BaTe el

IToTeHMa/IbHAsE BO3MOXXHOCTH OMNpeje/leHHbIM 00pa3oM HapymuTh HH(POPMaMOHHYIO

0e30macHOCTb — 3TO0 ....

+yrposa
aTaka

B3/IOM

HcrouHnkamu yrpo3sl Ha3bIBaloT ...

+TI0TeHIMAIbHBIX 3/I0YMBIIIIJIEHHUKOB

KOMIIbIOTEPHBIE BUPYChI

ry100apHYI0 ceTh VIHTepHeT

IIpoMe)XyTOK BpeMeHH OT MOMEHTA, KOrja MOsiB/ISIeTCS BO3MOXXHOCTH MCI0/Ib30BaTh
c1aboe MecTo, U 10 MOMEHTA, KOor/ia pooe/i TUKBUJUPYETCs, Ha3bIBAeTCH ...

OKHOM 0e3011acCHOCTH

OKHOM OTIaCHOCTH

CKOJTB3SIIIIIM OKHOM

+0OKHOM YI'PO3BbI

OmmbKH MPOrpaMMHOro odecrneyeHusi C TOYKH 3peHusA HH(OPMALMOHHON 0e30MacHOCTH
ABJIAIOTCH:

+ys3BUMbIM MECTOM

OKHOM OITaCHOCTH

OKHOM 0e301acHOCTH

HCTOYHHUKOM YTPO3bI

OmmbKM aJMHUHHUCTPUPOBAHHS CHCTEMBI C TOYKHM 3peHHsA HH(OPMALMOHHON
0e30MaCcHOCTH ABJIAIOTCA:

ySI3BUMBIM MECTOM

+0OKHOM OITaCHOCTHU

OKHOM 0e301acHOCTH

HCTOYHHUKOM YTPO3bI

Oumbka B mporpamMMe, BbI3BaBIIasi Kpax CHUCTeéMbI ¢ TOUKH 3peHHs WH(POPMaMOHHOU
0e30MacHOCTH ABJIAIOTCA:

YSI3BUMBIM MeCTOM

OKHOM OTIaCHOCTH

OKHOM 0e30I1acHOCTH

+UCTOUHHUKOM YTPO3bI

HekoTopasa yHHKa/bHass HWHpOpMaIus, M03BO/IAIAA pa3InyaTh M0/Ib30BaTe/lei

Ha3bIBaAeTCHA:

+ufieHTUu(UKaTOp (JIOTHH)
rapoJib
yueTHasl 3aIuch



KJIIOU
HexkoTopasa cekpeTHasa uH(opManus, W3BeCTHasi TOJbKO I0/1b30BaTe/l0 U Mapo/IbHOMN

cucTeMe, KOTOpasi MOXKeT ObITh 3all0MHEHa TM0/Ib30BaTe/IeM U Npe/bsB/IeHa Mapo/IbHON CHCTeMe
Ha3bIBaeTcs:

WaeHTUPUKaTOp (JIOTHH)

+11apoJib

yueTHas 3aruch

KJIFOY

CoBoKynHOCTb H/ieHTU(HUKaTopa U NapoJis Mo/J1b30BaTeisl Ha3bIBaeTCsA:

JIOTYH TI0/1b30BaTes

+yueTHasi 3al1Ch M0/b30BaTes1

KJTFOY T10/1b30BaTeIs

IIpuicBoeHHe mO0/1b30BaTe/NsIM HAEHTUGUKATOPOB W TMpOBepKa MNpeJbABJIsAEMbIX
U/IeHTU(PUKATOPOB M0 CNUCKY NPHUCBOEHHbIX SB/IAETCH:

+uieHTU(DUKAaLUel T10/Ib30BaTest

ayTeHTU(UKALMeN MoJib30BaTe/is

OT103HaHKEeM T0/Ib30BaTeJist

CO3/1aHHMEeM yUeTHOM 3arrcH T0JIb30BaTes

IIpoBepka NpUHA//Ie)XHOCTH M0/1H30BaTe/II0 Npe/bABIeHHOr0 UM H/leHTU(HUKaTopa
SIBJISIETCA:

uzieHTUUKaLell TT0/Ib30BaTers

+ayTeHTU(YKaLMel M0JTb30BaTes

perucrtpatyeii moab3oBaress

CO3/1aHHMEeM yUeTHOM 3arrcH T0JIb30BaTes

@akT mosyuyeHHs OXpaHseMbIX CBeJeHHH 3/I0yMbIIIUIEHHUKaMUd WIH KOHKypeHTaMH
Ha3bIBaeTCs:

yTEeuKOou

pasrJialieHieM

+B3/I0MOM

YMbIIUIEHHbIE WM HeOCTOPO)KHbIe [efiCTBUA C KOH(UAEHIHATBbHBIMU CBe/eHUSIMH,
NnpuBejlIHe K 03HAKOMJ/IEHHIO C HUMH JIML, He I0NYIIeHHbIX K HUM, Ha3bIBaeTC:

+yTeuKkomn

pasrJialieHieM

B3/I0OMOM

BeckOHTPO/IbHBIN BbIX0J KOH(pHAeHIMAaNbHOH HH(pOpMaLUU 3a mpe/e/ibl OpraHu3anuu
WIH Kpyra Jiuil, KOTOPbIM OHA 0bl/Ia J0BepeHa Ha3bIBAeTCsl:

yTeUKOU

+pas3sr/jalleHueM

B3/I0MOM

ATakKa Ha pecypc, KOTOpas BbI3bIBaeT HapylleHHe KOPPeKTHOH padoThl MPOrpaMMHOIO
WIM anmapaTrHoro ofecrmeueHHs, MyTeM CO3/JaHHUSI OrPOMHOr0 KOJIHMYecTBa (hajbIIMBBIX
3aMpoCoB Ha /IOCTYIN K HEKOTOPbIM pecypcaM WM IyTeM CO03/JaHUsI HeOUeBUAHBIX MPenATCTBUA
KOPPeKTHOU padoTe Ha3bIBaeTCA:

+«O0tka3 ot obcmykuBanusi» (Denial of Service - DoS)

CpsIB cTeKa

BHe/ipeHre Ha KOMIbIOTEp /1eCTPYKTUBHBIX IPOrpaMM

[Mepexgar niepesiaBaeMoii 1o cetv iHGopmarmu (Sniffing)

Criydunr

CkaHHpOBaHMe TTOPTOB

ATaka, 1e/ibI0 KOTOPoH sB/sAeTcs TPa(pUK JI0OKaJIbHOU CeTH, Ha3bIBAeTCSA:

«OTka3 ot obcnykuBanusi» (Denial of Service - DoS)
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CpbIB cTeKa

BHeipeH1ie Ha KOMIBIOTEP [€CTPYKTUBHBIX IPOrPamMm

+CHudwuHr (Sniffing)

CnyduHr

CkaHvpoBaHue NOpTOB

ATaka, 1He/qbl0 KOTOPOil SIBJSIIOTCA JIOTUHBI M MAapo/IM 1MoJIb30BaTesiel, araka NMpOXoAuT
nmyTeM HMHTAOHUHM TNpPHUIVIALIEeHUs BX0Ja B CHCTeMy W/IM PerucTpanuu st paborsl ¢
NporpamMmoi, Ha3bIBaeTCsl:

«Ortka3 ot obcnyxuBanus» (Denial of Service - DoS)

CpbIB CcTeka

BHezipeHMe Ha KOMITBIOTEP J€CTPYKTUBHBIX [TPOrpamMM

Caudunr (Sniffing)

+CryuHr

CkaHMpOBaHue TOPTOB

CereBasi aTaka, Le/IbI0 KOTOPOH fIB/IAETCA MOMCK OTKPBITHIX MOPTOB padoTarwimux B

CeTH KOMIbIOTepoB, onpejeneHde Tuna U Bepcuu OC u I10, KOHTPO/IMPYIOIEr0 OTKPBIThIN
MOPT, UCI0/Ib3yeMbIX Ha 3TUX KOMIIbIOTepaXx, Ha3bIBAeTCs:

«Otka3 ot obcnyxuBanus» (Denial of Service - DoS)
CpbIB cTeKa

BHesipeHre Ha KOMIbIOTEP /1eCTPYKTHUBHBIX IIPOrPaMM
CHuduHr (Sniffing)

Criydunr

+CKaHHpOBaHMe MOPTOB

Tabnuna 3 — Kpurtepun onieHKH ¢()OpMHUPOBAHHOCTH KOMITeTeHIIUH

Kpurepun oLieHMBaHuUsA

Kop v HauMeHOBaHUe MHAMKATOpa Cc(hOpMHUPOBAHHOCTU KOMITETEHLIUU
IOCTUKeHUS KOMITeTeHL[UU (4acTu KOMITeTEHLINN)
(4acTy KOMITeTeHIL[N) COOTBETCTBYeT OLIeHKe «3aUTeHO»
50-100% oT MakcumasibHOTO Gasia
N-1-yx.1 AHanmusupyet 3azauy, BJIaZieeT MaTepuasjoM I0 TemMe, HO JOIyCKaeT
BbIZIe/isist ee ODa30BbIe COCTABJISIOIIHIE HETOUHOCTH 11pH (hopMy/IMpOBKe OCHOBHBIX
TIOHSITHUH, B OCHOBHOM MpaBUJILHO

N-2- yx.1 OcygecTB/iseT MOUCK U
aHAJTM3UPYeT 3a/lauy, BbIJessAss ee 0a30Bble

COCTaBJISItOIIE; AOCTAaTOUYHO 3(DPEKTUBHO
OCYIIIeCTBJISIeT TTIOMCK U KPUTHUECKUN aHaJTH3

KpUTUUeCKUH aHamu3 UHGOpMaIiuu,
HeobX0IUMO /1J1s1 pellieHus TTIOCTaB/IeHHON

3aflaun vH(pOpMaLy, HeoOXOAUMOM /Il pelleHus

N]-3- yx.1 [1naHupyeT BO3MOXKHbIE MOCTaBJIeHHOW  3ajauu; TIAHUDYET
BapUaHThI PelleHys 3a/ja4M, OLeHUBast UX BO3MOXXHBIE BapUaHTHI pelIeHWsl 3ajjauu,
JOCTOMHCTBA U HeJI0CTATKH OLleHMBas MX JOCTOMHCTBA U HeJOCTATKUY;

JIOCTaTOUHO TI0JTHO OTIpe/iesisieT U OL|eHUBaeT
TIOC/Ie[ICTBYSI BO3MOJKHBIX DellleHHH 3aJjaum,
oripefiesisieT MCTOYHUKU HWH(POpPMAIMM Ha
OCHOBe TIOCTaBJIeHHBIX Lie/ield il peLieHUs
TEXHOI0rM4eCKOro rnponecca MpousBoACTBA | 3koHOMUUECKUX 3a/lay; He BIIOJIHE YBepeHHO

N-4- yx., Onipegenser U OLleHUBaeT
MOC/Ie/ICTBHUSI BO3MOXKHBIX PellleHUM 3aJjauun
NO-1 ko2 YTOpaBasieT peanv3anuen

TIPOAYKIIMY paCTeHUEeBOCTBA orpeziesisieT MeToAbl cOopa, o06paboTku
uHbopMmaluy, crocobbl U BUA  ee
TIpe/ICTaB/IeHNS; pa3pabaTbiBaeT
MEpOTPUSITUS 1o peasm3aryu
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TeXHOJIOTMUYeCKOro Tipoliecca MpOM3BOACTBA
MPOAYKLIUMU pacTeHHUeBO/ICTBA, MOKeT
JIOMyCKaTb HETOUHOCTHU TIPU WX MPOBe/IeHUH,
YTO He OKa3biBaeT CYIIeCTBEHHOI'O BJIMSIHUS
Ha OOIWMi ypoBeHb C(HOPMUPOBAHHOCTH
KOMIeTeHIUH.

LoOoONUTRA LN =

NNNNNNRRRRER R R P E e

Mopyas 2. «KoHIenrya/ibHbIe 0CHOBBI 3all{UThI HHGOpMau

1. Bonpocsl A5 yCTHOr0 onpoca:

[Tepeuric/iiTe BU/IBI 3all[UIlaeMO MH(OPMALIUH.
Kakue MeTo/ibI 3aIlIUTHI UHPOPMALUU BbIZIEJISIOT?

UTo Takoe NpaBOBbIE METO/bI 3alUThl MHGOPMALK?
YTo Takoe opraHU3al[MOHHbIEe MEeTO/IbI 3allIUThI UHPOPMALUU?
UTo Takoe TeXHUUYECKHEe MeTObl 3allUThl UH(pOpMAaLUK?
YTo Takoe IIpOrpaMMHO-arrapaTHbie MeTO/AbI 3aIlIUThl UHPOpMaIUu?
Uro Takoe KpunTorpaduueckre MeTo/bl 3aluThl MH(MOpMaLu?
Yro Takoe (r3ryecKre MeTO/ bl 3alUThl UH(POpPMaLUU?
Ha3zoBuTe 0CHOBHBIE TIPUHLIUIIBI TIOJTATUKH 06€30T1acCHOCTH.
. UTo BK/TIOYAET MO/IMTUKA 6€30MacHOCTH BepXHETO YPOBHS?

. Kak opranun3oBaH y/jjaneHHbIM JOCTYII K CEPBUCY?
. Uto BK/IIOYaeT I0/IMTUKA yIIpaB/IeHUs [1apossiMu?

. Kak onjeHuTh pycKy peanusauyy yrpo3 nHhopMauun?
. Kakue 3Tarsl BbIIe/ISIOTCS B KU3HEHHOM L[HK/le TH(POPMAaI[MOHHOTO cepBrca?
. Ha kakux npuHIuIax 6a3supyeTcsi CHCTEMHBIH MOAX0/ K 3aluTe WHhOpMaLn?

. Kak obecnieunBaercs yIipaBJ/iIeHHe ,E[OCTyTIOM?

Kakue nporpammMHble cpeficTBa UCIO/b3yOTCA A1 1b?

. B ueM oTmums MeTo/ja MPUHY>KJEHUST OT METOZA MO0y KAeHUs?
. UTo Takoe 371eKTPOHHAsI MMOAMUCH U [Jis Yero OHa UCTIOb3yeTCs?

. [TonsiTne kpunrorpagum wugpa.

. 3azauu ¥ MeToAbl KpUrnrorpapuu.

. Bugpr mmgpos.

. Kpunrorpaguueckrie nprMHUTHBBI.

. OcHoBHble KpUnTOrpagryeckue NpoTOKO/bI.

. Mozien 0OCHOBHBIX KPUIITOAHA/IUTUYECKUX aTaK.

KomvmnbrorepHoe TectupoBanue (TCk)

Bblbepume 00uH npasuabHbIli 6apuaHm omeema

Jy6/mpoBaHue COO0IeHNI ABJISIETCSA YIPO30ii:

JIOCTYTTHOCTH;
KOH(U/eHIMA/TbHOCTH;
+11€JI0CTHOCTH.

BpeaonocHoe ITO Melissa mojBepraer arake Ha /JOCTYIIHOCTb:

CUCTEMBI 3JIEKTPOHHOM KOMMepLUY;
reoMH(OPMaLMOHHbIE CUCTEMBI;
+CUCTeMBbI 3/IEKTPOHHOM MOYTHI.

Bbi0epuTe BpeJOHOCHYH0 NpPOrpaMMy, KOTOpasi OTKpbUIa HOBBIH 3Talml B Pa3BUTHH

JAHHOM 00/1aCTH.

10




+Melissa.

Bubble Boy.

ILO VE YOU.

Cpean  HMKeNepeuHC/IeHHBIX BbIJe/IUTe [JIaBHYW) TNPUYUHY Cyl|eCTBOBaHUS
MHOT'0YHC/IEeHHBIX Yrpo3 HHGOpMaI[HoOHHO! 0e301acHOCTH.

MpOCYeThl IPY aAMUHUCTPUPOBAHUM UH(POPMALIUOHHBIX CUCTEM;

He0OX0IMMOCTb TIOCTOSIHHOW MOAU(UKaIMY UHPOPMAI[UOHHBIX CUCTEM;

+CJI0)KHOCTh COBPEMEHHBIX UH(OPMALJMOHHBIX CUCTEM.

ArpeccuBHOe moTped/ieHHe PeCcypCoB sIBJISIETCS YTPO30H:

+I0CTYITHOCTHU

KOH(U/eHIMaTbHOCTH

1L[e/IOCTHOCTH

IIporpamma Melissa — 3T0:

6oMba;

+BUDYC;

YyepBb.

Jins BHeApeHUs1 00MO0 yalIle BCEro MCMO/Ib3yIOTCA OIIMOKH THIA:

OTCYTCTBUe MPOBEPOK KO/I0B BO3BPaTa;

+mepernosiHeHue Oydepa;

HapylleHue L[eJIOCTHOCTH TPaH3aKL[1il.

OKHO 0NaCHOCTH MOSAIBJ/IAETCH, KOrja:

CTaHOBUTCSI U3BECTHO O CPeJCTBaX MCI0J/Ib30BaHUsI ySI3BUMOCTH;

+TI0SIBJISIETCSI BO3MOKHOCTD HCIO/Ib30BaTh YSI3BUMOCTb;

ycraHasiuBaetcst HoBoe [10.

Ilog onpepeneHue cpeAcTB 3am|Tbl  UHOpManuu, pAaHHoe B 3akoHe «O
rocyAapCcTBeHHOH TaiiHe», MOAINa/Al0T:

Cpe/iCTBa BBISIB/IEHUS 3/T0YMbIIJIEHHOW aKTUBHOCTH;

cpezcTBa obecrieueHrs 0TKa30yCTOMUMBOCTH;

+cpefcTBa KOHTPOJIsA 3¢ (eKTUBHOCTH 3allUThl UH(POPMaLUHU.

YpoBens 0e3onacHocTu B corstacHo «OpaH)XeBoi KHUI'e» XapaKTepHU3yeTcs:

TPOU3BOJ/IbHBIM YIIpaB/eHHWeM JO0CTYIIOM;

+TIPUHYAUTETbHBIM yTIpaBieHUueM [JOCTYIIOM;

BepuduULIMpyeMoii 6e30MacHOCTHIO.

CorslacHo «OpaHXeBOW KHUTre» MOJMTHKA 0€30MacHOCTH BK/IIOYAeT B Ce0s C/Ieyromye
3/1eMeHTbI:

repumMeTp 6e30IaCHOCTH;

+MeTKU 06e30MmacHOCTH;

cepTrdUKaThl 6€30MaCHOCTH.

CorniacHo pekomeHaanuaM X.800 BbIje/IAI0TCA C/IeAyIOIIHe CEPBUCHI 0€30MacHOCTH:

yTipaB/jieHle KBOTaMu;

+yIpaB/ieHHe JOCTYyIOM;

3KpaHUpOBaHUe.

YpoBeHb Oe3onacHocTH A coryiacHO «OpamKeBoW KHUTre» XapaKTepU3yeTCs:

TPOM3BOJIbHBIM yTIpaBieHUEeM [JOCTYTIOM;

TIPUHY/IUTE/IbHBIM yTIpaB/ieHUeM JJOCTYIIOM;

+BepubUIUPyeMOU 6e30T1aCHOCTBIO.

CornacHo pekomenganuam X.800 ayreHTudUKanusa MoXKeT ObITh pea/iM30BaHa Ha:

+CeTeBOM YpPOBHE;

TPaHCIIOPTHOM yPOBHE;

MPUK/IaTHOM YPOBHeE.

B uMc/10 11e/1e#i MOTMTHKYU 0e301acHOCTH BepXHero ypoBHS BXOJST:

+yrpaB/ieHle pUcKamy;

orpe/ie/ieHue OTBETCTBEHHBIX 3a UH(OPMALIMOHHbIE CEPBUCHI;

oTipe/ie/ieHHe Mep HaKa3aHUs 3a HapYIIeHUs TIOJIUTUKN 0e30TacHOCTH.
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ITonmTHKa 6€30IaCHOCTH CTPOUTCA Ha OCHOBE:

061X ripescrabieHuit 06 C opraHu3saimu;

V3yueHUs MOJIMTUK PO/ICTBEHHbIX OpraHU3al|uii;

+aHasM3a pUCKOB.

B unc10 1eneil NOTUTHKY 6€30MacCHOCTH BePXHEro YPOBHSI BXOJAT:

+(hopMy/MpOBKAa aJMUHUCTPATUBHBIX peIleHuM TI0 Ba)KHEWIIMM aclieKkTam peaiu3aljud
MporpamMMbI 6€30MacHOCTH;

BBIOOD METO/IOB ayTeHTHU(hUKALIUN T10/Tb30BaTeIel;

obecrieuerre 6a3bl 7151 COOMIOIEHNS 3aKOHOB U TTPABUIL.

Puck siBasiercst pyHKI[Ue:

+pa3Mepa BO3MOKHOT'O yIIiep0a;

yKC/Ia Moab30oBaresiell MHOOPMal[MOHHOW CUCTEMBI;

yCTaBHOIO KaryTasa OpraHu3alyu.

IlepBbIii IIAr B aHa/Iu3e yrpo3 — 3TO:

+ ueHTU(UKALIYS YTPO3;

ayTeHTU(UKALUS yrpo3;

JTMKBUJALUS YTPO3.

O1eHKa PUCKOB T03B0/ISIET OTBEeTUTH Ha CJIeJ[yIOIiie BOMPOCHI:

+ueM pUCKyeT OpraHu3aLusi, UCIo/b3ysl MHPOPMALIMOHHYIO CUCTe MY?

YyeM PUCKYIOT MO/b30BaTeNd MH(OPMAaLMOHHON CUCTEMBbI?

YyeM PUCKYIOT CUCTeMHbIe aZ]MUHHCTPaTOPbI?

B uK(C/I0 NPUHIUIIOB YIIPaBJ/IeHUsI ePCOHA/IOM BXOJAT:

+MUHUMHU3ALMs TIPUBUJIETUM;

MUHUMM3ALIMS 3apIljiaThl;

MaKCHUMM3aLUsl 3apryiaThl.

Jna obecnieyeHusi HH(OPMAIUOHHON 0€30MaCHOCTH CeTeBbIX KOH(pUryparuii ciegyer
PYKOBO/CTBOBATbCS C/IelyOIMH MPUHIUNIAMU:

+BbIPAaOOTKA U TIPOBe/[eHHe B XKU3Hb eJMHOM MTOJIMTUKYN 0€30MacHOCTH;

yHH(UKaLs annapaTHO-NPOrpaMMHBIX M/1aTQOPM;

MHHHMHU3aLMsl YU C/la UCTIOIb3YeMbIX MPUI0XKEHUM.

OKpaHHpPOBaHHE MO)KeT UCI0/Ib30BaThCs JJIf:

+TipeAynpexxaeHus Hapyenuu U b;

oOHapy KeHUsI HapyllleHu;

JIOKanM3aLyy Moc/ieJCTBUM HapyLLIeHUH.

B 4YKC/10 OCHOBHBIX IPUHLIMIIOB APXUTEKTYPHOI 0€30MacHOCTH BXOJST:

+cJieloBaHe TTPU3HAHHBIM CTaHZAPTaM;

NpYMeHeHe HeCTaHAapPTHBIX PellleHurH, He U3BeCTHBIX 3/I0yMbILIIEHHUKaM;

pa3HooOpaswue 3alUTHBIX CPEe/ICTB.

Jnsa oGecneyeHnss MH(OPMALMOHHON 0€30MaCHOCTH CeTeBbIX KOHGUrypaunui ciaegyer
PYKOBO/CTBOBAThCS CJIeyHOIMMH MPUHIAIIAMH:

WCIT0J/Ib30BaHHe COOCTBEHHBIX JIMHUM CBSI3U;

+obecrieueHrie KOH(PpUIEHIIMATLHOCTH | 11e/IOCTHOCTU TIPY CETeBBIX B3aUMO/IEUCTBUSX;

TIOJTHBIN aHa/M3 ceTeBoro Tpaduka.

B uK(C/10 yHMBepCa/TbHBIX CEPBHCOB 0€30MacCHOCTH BXOJAT:

+ ympaB/ieHue JI0CTYTIOM;

yripaBjieHHe WH(HOPMAIIMOHHBIMHU CHCTEMaMH U UX KOMITOHEHTaMU;

yTipaBJjieHHe HOCUTeJISIMU.

KOoHTPO0/1b 11e/I0CTHOCTH MOKET MCI0/1b30BaThCs [IJIA:

npesynpexaeHys Hapyiienuii U b;

+00HapyKeHWsI HapyILeHUH;

JI0Ka/IM3aLyy NoC/1eICTBUM HapyLIeHUH.

B KauecTBe ayTeHTU(HUKaATOpPa B CETeBOM Cpe/ie MOTYT UCI0/Ib30BaThCH:

Kap/MorpaMma cyObeKTa;

HOMeEp KapTOUKH ITEHCUOHHOTO CTPaXOBaHUS;
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+pe3yabTaT paboThl reHepaTopa 0HOPA30BBIX MApOJIeH.

B 41C/10 0OCHOBHBIX IOHATHH P0J1€BOr0 yNpaBJ/ieHNsl A0CTYIIOM BXO/JUT:

+pOJIb;

VICIIOJTHUTEJIb POJIN;

T10J1b30BaTe/Ib POJIH.

B KauecTBe ayTeHTU(UKATOpPa B CeTeBOM Cpejie MOTYT HCI0/1b30BaThCSA:

TOZl POK/IEHUS CyOBEKTa;

bamumms cyobekTa;

+CeKpeTHbIN KpunTorpahuyeckuii K/rou.

PosieBoe ymnpaB/ieHHe [OCTYNIOM HCHOJIb3yeT CJeJyloliee CpPeACTBO O0BeKTHO-
OPHEeHTHPOBAHHOI0 MOJAX0AA:

VHKAIICyJIsALIS;

+Hac/e[J0OBaHUe;

MoIMMOp(}U3M.

IudpoBoii cepTH(UKAT CO/IEPIKUT:

+OTKPBIThIM KJTFOU [10/Ib30BaTeJIs;

CEeKpeTHBIM K04 I10/1b30BaTess;

VM1 TI0/1b30BaTeIsl.

Kpunrorpadus Heo0xoauMa A1 peaiM3anuy C1e[yI0IIX CEPBUCOB 0€30MacHOCTH:

HJeHTU(DUKAaLS;

5KpaHUPOBaHMUE;

+ayTeHTU(UKALIUS.

Kpunrorpadus Heo0xoauMa /15 peaM3anuy C1eJyI0IIX CEPBHCOB 0e30MacHOCTH:

+KOHTPOJIb KOH(W/JeHIIMATbHOCTY;

KOHTPO/Ib LIeJIOCTHOCTH;

KOHTPOJIb [JOCTYTIA.

OKpaH BbINO/IHACT PYHKIMH:

+pasrpaHuueHus JOCTyIa,

obierueHust JOCTyIIa;

YCJIO’KHEHUS [OCTYTIa.

JeMuuTapu3oBaHHasi 30Ha pacno/iaraeTcs:

repe/ BHEIIIHUM Me)KCeTeBbIM KPaHOM;

+MeX/y Me)KCeTeBbIMU 3KpaHaMu;

3a BHYTPEHHUM ME>KCeTeBbIM SKPaHOM.

OKpaHMpOBaHHE HA CeTeBOM M TPAHCIIOPTHOM YPOBHAX MOJKET 00eCeunTh:

+ pa3rpaHUueHue 10CTyIa Mo CeTeBbIM ajipecam;

BbIOOPOUHOE BBITIOJTHEHWE KOMaH/, MPUK/IaJHOT0 MPOTOKOJ1a;

KOHTPOJIb 00beMa JJaHHbIX, TiepelaHHbIX 110 TCP-coequHeHuIO.

Cucrembl aHa/IM3a 3alUILIEHHOCTH IOMOralT MpPeJoTBPaTUTh:

+HU3BeCTHbIE aTaKH,

HOBBIE BU/IbI aTak;

HeTUTTMYHOe T0Be/ieHNe M0/Ib30BaTeliei.

CpepHee BpeMsi HAPAa0OTKH Ha 0TKa3:

TMPOTOPLIMOHA/ILHO UHTEHCUBHOCTU OTKAa30B;

+00paTHO TPOMNOPLIMOHATLHO UHTEHCUBHOCTU OTKA30B;

He 3aBUCUT OT UHTEHCUBHOCTHU OTKAa30B.

TyHHe/lMpOBaHHEe MOXKeT HCHO/Ib30BaTbCSi Ha C/AeAyHIleM YPOBHe 3Ta/IOHHOU
ceMHUypOBHeBoI1 Mojenu 081:

+CeTeBOM;

CeaHCoBOM,;

YPOBHE Mpe/iCTaB/IeHUsI.

IIpuHOMI yCH/IeHHsI CaMOro ¢J1adoro 3BeHa MOXKHO nepedopMy/IMpoBaTh Kak:

+TIPUHLIUI PABHOTIPOUHOCTH 000POHBI;

TIPUHIIUI y/la/ieHusT ¢/1aboro 3BeHa;
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TIPYHLIWIT BBISIB/IEHUS TJIABHOTO 3B€HA, YXBATHBILIHCH 32 KOTOPOE, MOXKHO BBITSIHYTh BCIO IIEITb.
ITonuTHKa Ge30macHOCTH:

¢UKCUpyeT TpaBu/Ia pa3rpaHUUeHus JOCTYIIa;

+0oTpa)kaeT MO/X0/| OpPraHM3aliiy K 3alljiuTe CBOMX UH(OPMAaL[MOHHbIX aKTUBOB;

OTUCHIBAET CIIOCOOBI 3aI[UThl PYKOBO/ICTBA OPraHU3alvy.

Bbibepume Hecko/bKO NpasuibHbIX 6PUAHMO8 omeemda

Ilpu aHa/sM3e CTOMMOCTH 3all[UTHBIX Mep C/le/lyeT YYUTHIBATh:

+pacxo/bl Ha 3aKyIKy 000py/j0BaHMUs;

+pacxofbl Ha 3aKYyIIKY IIPOrpaMm;

+pacxo/pl Ha 00yueHHe TiepcoHaa;

YIIYLIIeHHYIO BBITOAY.

B uKC/1I0 0OCHOBHBIX IOHATHH POJIEBOT0 yIpaB/IeHHs JOCTYIIOM BXO/JUT:

+00BEKT;

+CyOBEeKT;

MeTO[,.

AyTeHTH()HMKaAMA Ha OCHOBe MapoJis, MepeJaHHOr0 M0 CeTH B 3amIM(POBAHHOM BH/e,
IJI0XA, MOTOMY UTO He 00ecreunBaeT 3alUThI OT:

repexBara;

+BOCIIPOU3BE/EHUS,;

+aTak Ha JOCTYIHOCTb.

B 410 yHUBEPCa/IbHBIX CEPBHCOB 0€30MacHOCTH BXO/AT:

Cpe/iCTBa MOCTPOEHNs] BUPTYa/IbHbIX JIOKA/IbHBIX CeTel;

+3KpaHUpPOBaHMUE;

+IPOTOKO/IMPOBaHNeE U ayuT.

B 4YKC/10 OCHOBHBIX IPUHLIMIIOB APXUTEKTYPHOI 0€30MacHOCTH BXO/SAT:

+ycueHre caMmoro caboro 3BeHa;

yKperuieHre HauboJsiee BEPOSITHOTO OOBEKTa aTaKy;

+3111e/IOHUPOBAaHHOCTH 0OOPOHBI.

IIpoTokospoBaHue U ayAUT MOI'YT MCII0/Ib30BaThCA JJ/Ifl:

+TipeAynpexxaeHus Hapyenuu U b;

+o0Hapy)KeHUsI HapylleHW;

BOCCTaHOB/eHus pexxuma U b.

B umC/10 3TANoOB NMpoecca NJIAHUPOBAHUA BOCCTAHOBUTE/IHHBIX pa 00T BXOJAT:

+BbIsIBJIEHHE KPUTUYECKU BXKHBIX (DYHKLMI OpraHu3aliuy;

+orpe/iesieHue MepevyHst BO3MO)KHBIX aBapyi;

NIpOBe/leHre TeCTOBbIX aBapuil.

B unici0 HanpaB/1eHUH NOBCEJHEBHOM /lesTe/IbHOCTH Ha MPOLeAyP HOM YPOBHE BXOJAT:

+CUTyallMOHHOEe YIIpAaB/IEHUE,

+KOH(UT'ypaLlMOHHOE yIIpaB/eHUe;

OITHMaJIbHOE YIIpaBJieHHe.

B 4nc/10 K71accoB Mep NporeAypHOro YPOBHSI BXOAAT:

+Tofiep>kaHrie paboTOCIIOCOOHOCTH;

nojiiep>kanue (pusnyeckou (popmsi;

+¢usnyeckas 3alura.

YrnpaB/iieHue puCKaMH BK/IIOUYaeT B cedsi ¢y1e/[ylolie BUABI AesiTe/IbHOCTH:

oripe/ie/ieHUe OTBETCTBEHHbIX 3a aHa/Iu3 PUCKOB;

+0lleHKd PUCKOB;

+BBI0OP 3(h(HeKTUBHBIX 3aLUTHBIX CPEZCTB.

B 410 3TANoB ynpaB/jieHUsA PUCKaMH BXOJAT:

+U/leHTU(QUKALMS aKTUBOB;

JUKBU/IALMS 1aCCUBOB;

+ BbIOOp OOBEKTOB OLIEHKHU.
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B pamMKax MO/JIMTHKHU 0€30MaCHOCTH HIWKHEr0 YPOBHSA OCYILE€CTBJ/ISIOTCS:

CTpaTeruueckoe TJIaHUPOBaHUE;

+TI0BCe/THeBHOE a[MUHUCTPHUPOBAHUE;

+oTC/IeXXrBaHKe C/1abbIX MeCT 3alllUThI.

B uKc/10 1e/1e#i MOTMTHKYU 0e30MacCHOCTH BEPXHETr0 YPOBHSI BXO/SAT:

+pelieHre chopMHUPOBaThH WU I€PeCMOTPeTb KOMIIEKCHYIO TIPOrpaMMy 6e301acHOCTH;

+obecrieueHre 6a3bl 7151 COOTIOIEHMUST 3aKOHOB U TTPABHIT,

obecrieueHrie KOH(PUEHIIMATBHOCTH TIOYTOBBIX COOOILIEHH.

B unc0 K71accoB TpedoBaHM JoBepuUsi 6e30macHOCTH «OOIUX KpUTEpHeB» BXOST:

+pa3paboTka;

+oLleHKa MpoQuIs 3all[UThI;

cepTUdUKaLus.

Cpeau HUKe TepedrC/IeHHbIX 0TMeThTe iBe TPOSTHCKHe MPOrpaMMbI:

ILOVE YOU;

+Back Orifice;

+Netbus.

YronoBHbii kKopekc PP He pegycmaTpuBaeT HaKa3aHMs 3a:

Co3/laHKe, UCIT0/Ib30BaHue U PacripoCTPaHeHHe BPeIOHOCHBIX MTPOTrpamMM;

+Be/leHHe TMUHOU KOPPECITOH/IeHITMY Ha TTPOU3BOICTBEHHOM TeXHUUeCKoH ba3e;

+HapyIlleHye TIpaBUJI SKCIUTyaTal[ii UH(GOPMaI[MOHHBIX CUCTEM.

CaMbIMH ONIACHBIMHM MCTOYHHKAMH BHYTPEHHHX YIPo3 fIBJIAIOTCA:

+HeKOMITeTeHTHbIe PYKOBOAUTEIH;

+00MKeHHbIE COTPY/IHUKY;

MOOOTIBITHBIE aZIMUHHACTPATOPBI.

B uyuci0 rpaHeil, mNO3BOJAKIINX CTPYKTYPHPOBAaTh CPeACTBA  /IOCTH)KeHHUA
HH(OpPMaAIHOHHOH 0€30IaCHOCTH, BXO/IAT:

+ Mepbl 00ecIieueHus 11eJI0CTHOCTH;

a/IMUHUCTPATHUBHbIE MEpHI;

+ Mepbl 00ecrieueHUst KOHPUIEeHITMaTbHOCTH.

Tabuna 4 — Kpurtepuu onieHKH ¢()OpMHUPOBAHHOCTH KOMITETeHIIUH

Kpurepuu oLieHrBaHUs

Kop v HauMeHOBaHWe MHAMKATOPa c(hOpMHUPOBAHHOCTU KOMITETEHIIUU
[OCTH)KeHUS KOMITeTeHLINU (4acTy KOMITeTEeHIINM)
(4acTy KOMITeTEeHLINM ) COOTBETCTBYeT OL|eHKe «3aUTeHO»
50-100% ot MakcuManbpHOTrO basiia
N-1-yx.1 AHanmusupyet 3azauy, BJIaZieeT MaTepuasjoM I0 TemMe, HO JOIyCKaeT
BbIZIe/Isst ee Da30BbIe COCTABJISIOIIUE HETOUHOCTH TpH (HOPMYIUPOBKE OCHOBHBIX

TIOHATHUH, B OCHOBHOM  IPaBWJIBHO
aHa/M3upyeT 3ajjauy, Bbljesisisi ee Oa30Bble
COCTaBJISIFOLLME; [IOCTAaTOYHO S(PQPEKTUBHO
OCYILIeCTBJISIeT TTIOMCK Y KPUTUUYECKWI aHaIu3

N-2- yx.1 OcyliecTBiseT MOMCK U
KPUTHUUECKHUI aHamn3 UHGOpMaIiuu,
HeoOX0IUMOM /1J1s1 pellleHus TIOCTaBIeHHON

3aiaqun UH(pOPMaIK, HeO0OXOAUMON I pelleHMs

WU[-3- yk. [L1anupyer BO3MOXKHbIE TMOCTAaB/IeHHON  3a/jau; T/ITaHMpYeT
BapMaHThI PEIleHust 3a/lauu, OL[eHHUBAsT X BO3MOJXKHbIE BAapMAHTBI DeIIeHHs 3a[jauM,
JIOCTOMHCTBA U He[JOCTaTKH OLjeéHKMBasA HMX [OJOCTOMHCTBA M HEOOCTATKH,

[OCTAaTOYHO I10/THO OIlpefiesisieT U OLieHUBaeT
TOC/Ie/ICTBUSI BO3MOXKHBIX DellleHHH 3aJaui,
orpeziesisieT MCTOUYHUKA MH(GOpPMALMU Ha
OCHOBE ITIOCTaBJIEHHBIX Lie/lel Ji/Isl pelleHusl

N-4- yx.1 OnipenensieT U OLleHUBAeT
MOC/Ie/ICTBHUSI BO3MOXKHBIX PellleHUM 3aJjauu
NO-1 ko2 YTOpaBasieT peanv3anuen
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TEXHOJIOTHUYECKOT'O IMMponecca rpou3BoACTBa SKOHOMMHYECKHX 3d/la4; He€ BIIO/IHE YBEPEHHO

TIPO/IYKLIMK PacTeHHeBO/CTBA oripefiesisieT MeToAbl cOopa, 006pabOTKM
uHdopMaluKM, Cnocobbl W BHL ~ ee
Tpe/ICTaB/IeHUS; pa3pabarbiBaeT
MEepOTIPUSTHS 1o peasu3aryn

TeXHOJIOTUUEeCKOro Tpoliecca MpOM3BOACTBA
PO YKLIMU pacTeHHeBO/ICTBa, MOXKeT
JIOMyCKaTh HETOUHOCTHU TIPU UX MPOBe/IeHUH,
YTO He OKa3bIBaeT CYIECTBEHHOIO BJIASHUS
Ha OOmMii ypoBeHb CGHOPMUPOBAHHOCTU
KOMITeTeHLIUH.

16.
17.
18.
19.
20.

Mopyasb 3. «<HopMaTHBHO-IPABOBBIEe aCIeKThI HH(OPMALHOHHOH 0e30MaCHOCTH M 3alUThI
uHpopMauu»

1. Boripocsl /111 yCTHOr0 omnpoca:

OxapakTepu3yiTe MpaBOBble aCleKThl 3alMThl MHPOPMaLU1

HopMaTtuBHO-1IpaBOBble  IOKYMEHTbI TpeATNPUATHS, Kacaroluecsi BOIMPOCOB HWH(OPMALMOHHOU
0e30MmacHOCTH.

Ha3oBuTe OCHOBHble HampaBeHHsI Ppa3BUTHSI 3aKOHOJATeJibCTBA B 00macTu  obecrieueHust
vHpOpMaIMoHHOW  0Oe30racHOCTH, — ompejiesieHHble  MexXBeZoMCTBeHHOM Komuccuedi  CoBera
Be3omnacHocty P® no nHbopMal[ioHHOM 6e301acHOCTH?

Yro Takoe KOHPUAeHIMaIbHas HHGopMaLys?

UTo Takoe repcoHaibHbIe JaHHbIE?

B kakux cirydyasix BO3MOXXHO MCTIO/Ib30BaTh TIePCOHAbHBIE JaHHbIe 0e3 coryacusi obiazaTens?
OxapakTtepu3yiiTe OMOMeTprUUecKre aHHbIe KaK TepCoHaIbHbIe aHHBIE.

Uro Takoe npoeccroHanbHas TaHa?

YTo Takoe KOMMepuecKas TalHa?

. UTo Takoe pe>xMM KOMMepueCcKO! TalHbI?

. UTo Takoe rocyzapCTBeHHasi TalHa?

. OnuiMTe 1paBOBOM PeXXUM rOCYJapCTBEHHOM TalHbI.

. ©3-63.

. Kakue ryiaBHbIe rocyZiapcTBeHHbIe OpraHbl B 00/1acTu obecrieueHust ”HPOpMaLMOHHOW 6e30MmacHOCTH?
. Kakue rocysapctBeHHble OpraHbl 3aHUMAaOTCS cepTUdUKaLyel U MULeH3UPOBaHNWEeM CPeJCTB 3all[UThI

vH(popmauuu?

Kakvie ocCHOBHbIe MeK/lyHapO/IHbIe CTaH/[apThl B 06/1aCTH MH(POPMAIMOHHOW O6e30macHOCTH?
Pacckaxxute B uem cyTh "opankeBoit KHuru" (ISO 15408).

Kak cBsi3aHbI MeXX yHApOHbIe CTaHJapThl U cTaHapTel PD?

Kakwue ocHOBHBIe cTaHjapThl P® B 06/1acTH MHPOPMAIIMOHHOM 6€30TTaCHOCTH CYIIeCTBYIOT?
Oxapaxkrepusyiite craggapt ['OCT P UCO/M3K 27002-2012.

KomnbroTepHoe TectupoBanue (TCK)
Bbibepume 00uH npaguibHbIl 8apuaHm omeema

IIpegmer npaBoBoro odecneyeHusi HHGOPMAILMOHHOM 0€30MaCHOCTH MPe/ICTAB/IAET
co0oii:

+COBOKYITHOCTb OOII[eCTBEHHBIX OTHOIIIEHHH, HAa KOTOPbIe HAalpaB/IeHO MPAaBOBOE BO3/EHCTBHE
B IL[eJIIX HE/OMYIIeHHUs, BBISBIE€HWsS W TIPeCeueHusi MpOsIBJIeHWH Yrpo3 00beKTaM Hal[MOHA/IbHbBIX
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HMHTepeCcoB B MH(GOPMAI[MOHHOM cdepe, a TaKKe MUHUMU3aLIMK HeraTUBHBIX MOC/IeICTBUM MPOSIBIEHNUS
3TUX YIPO3;

COBOKYTIHOCTH OOIIIeCTBEHHBIX OTHOIIEHWH, Ha KOTOpbIe HAIpaBeHO TPaBOBOe BO3ZeHCTBUE
TOJMBKO B 1Ie/iIX HeJONyIeHUs TposiBJieHU yrpo3 o0beKTaM HallMOHa/NbHBIX WHTEPecoB B
vH(MopMalMoHHOM cdepe;

HeT BepHOro OTBeTa.

ITpaBoBoe o0ecnieuenue fe3onacHocTH HH(popManuu B hopMe CBeJleHU 00pa3yeTcs:

+COBOKYITHOCTBKO HOPM U UHCTUTYTOB, PeryJIMPYIOLIUX OTHOLLEHUS 110 IT0BOAY TOJIbKO
o0beKTa - CBeZIeHU, 00/1aziaTesieM KOTOPBIX SIB/ISIETCSI CYOBEKT MpaBa;

COBOKYITHOCTBHK) HOPM U MHCTUTYTOB, Pery/IMPYIOIIUX OTHOLLEHHUS 10 TTI0BOAY CJIelYIOLUX
00BbeKTOB: CBefieHus1, 00/1afjaTesieM KOTOPBIX SIB/ISIETCSl CyOBEKT MpaBa; cB0O0/ja MBICIIH;
CyObeKTHBHasi 3HAUMMOCTh HalIMOHAIBHBIX KYJIbTYPHBIX 1|eHHOCTel;

COBOKYITHOCTBIO HOPM ¥ UHCTUTYTOB, PETy/TUPYIOIIUX OTHOIIIEHHS I10 TTOBOJY TOMBKO 00BEKTa
- cBo0OO/Ia MBIC/TH.

ITpaBoBoe o0ecnieuenue fe3onacHocTH HH(popManuu B (hopMe COOOIIEHUH ONpe/e/IsAeTCs:

COBOKYITHOCTBHK) HOPM U MHCTUTYTOB, Pery/IMPYIIIUX OTHOLLEHHUS 10 TTIOBOAY CJIelYIOLUX
00BeKTOB: CBe/ieHus1, 00/1afjaTesieM KOTOPBIX SIB/ISIETCSI CYOBEKT IpaBa;

cB00O/1a MBIC/TH; CyOBEKTHUBHAs 3HAUMMOCTh HAlJMOHA/IbHBIX KY/IbTYPHBIX LIEHHOCTEH;

+COBOKYITHOCTBIO TIPABOBBIX HOPM ¥ MHCTUTYTOB, PETYJIUPYIOIIUX OTHOIIEHUS, 00beKTaMU
KOTODBIX SIBJISIFOTCS COOOII[eHMs], Tiepe/iaBaeMble TI0 KaHa/laM CBSI3H, [JaHHbIe, HaKaluliBaeMble 1
obpabaTtbiBaeMble B MHGOPMALIMOHHBIX CHCTEMaX, aBTOMATU3UPOBAHHBIX CUCTEMaX yIIpaB/IeHUS, a
Tak)Ke JOKYMEHTbI KaK BXO/sll1e, TaK U He BXOZsIIre B MH(OPMaLMOHHbIEe CCTEMBI;

COBOKYITHOCTBIO TTPABOBBIX HOPM ¥ MHCTUTYTOB, PETYJTUPYIOIIUX OTHOIIEHUS, 00beKTaMHu
KOTODBIX SIBJISIFOTCSI CPEJICTBA CBSI3U, aBTOMATU3aLMK 00paboTKy MH(OopMaluu, HHPOPMAaLMOHHO-
Te/leKOMMYHUKAI[MOHHbIE CUCTEMBI U CPe/ICTBa MacCoBol nHGOpMalny;

COBOKYIHOCTBIO TTPABOBBIX HOPM U UHCTUTYTOB.

Copep)xaHHe U CTPYKTYpPa 3aKOH0/|aTe/IbCTBa B 00/1acTH HHGOPMaIHOHHOH
0e30MacHOCTH BK/IIOUYAEeT:

+Koncturynus Poccurickoit @efjepariuu - HopMmatrBHO-TipaBoBbIe akThl (YKa3sbl) [Ipe3ugenTa
Poccuiickor ®enepanyu - [ToazakoHHble akThl [IpaBuTenscTBa Poccuiickor @eepaiyu -
®enepabHbIe 3aKOHBI - KozleKchl;

Koncrutyius Poccuiickoii @esiepatiuu - HopMaTuBHO-TIpaBoBbie akThl (Ykasbl) [IpesujeHTa
Poccutickoii Penepaiiyy;

[Top3akoHHbIe akThl [TpaBuTenbcTBa Poccurickon ®enepaiun — @erepaibHbie 3aKOHBI -
Kogekcsr;

HeT BepHOro OTBeTa.

3akoHopaTtenbcTBo Poccuiickoii @epepanuu 00 uagopmanuu, HHGOPMaMOHHBIX
TEeXHOJIOTUSAX U 0 3alyTe HH(QOpMaI[U¥ COCTOUT M3:

+®enepanbHOro 3akoHa «O06 uHbopMalyy, HHHOPMAITMOHHBIX TEXHOJIOTHSX U O 3all[UTe
vHbOpMaLK» U IPYTUX (eflepaTbHbIX 3aKOHOB, PETY/IMPYIOIINX OTHOIIEHHUS B 00/1acTH
WCI0/Ib30BaHUs UH(OpMaLIUY;

®enepanbHOrO0 3aKoHa «O MepCoHaNbHBIX JaHHBIX» U IPYTUX (heJjepaabHbIX 3aKOHOB,
pery/iMpyroliyX OTHOIIIEHUS B 00/1aCTH UCTIOb30BaHUS MH(POPMaIUH;

denepanbHOTO 3aKOHa «O KOMMepUeCcKoii TaliHe» U APYryx ¢efepaibHbIX 3aKOHOB,
pery/iMpymoliyiX OTHOIIIEeHUS B 00/1aCTH UCTIOIb30BaHUS MH(POPMaIUH;

denepanbHOTO 3aKOHa «O ToCy/JapCTBEHHOM TaiiHe» U ApyTrux deJepaabHbIX 3aKOHOB,
peryJiMpyroIiydx OTHOILIEeHHUS B 00/1aCTH MCTI0/Tb30BaHuUsI MH(MOPMaI[UH.

IIpegMeToM NpaBoBOro peryiMpoBaHusi B 00/1actu uHgopManuu, uHGOpMaLnOHHBIX
TeXHOJIOTUM U 3alUThl HH(OPMaI[UU SIB/IAITCH:

OTHOLLIeHHs1, BO3HUKAOLLIMEe TOJIbKO MPU OCYLeCTB/I€HHH TTpaBa Ha MOUCK, MOTy4YeHue,
repejiauy, NpOM3BO/CTBO U pacrpocTpaHeHre MH(pOpMaLny;

OTHOIIIeHHs, BO3HUKAOI1Me TOJIbKO MPY MPUMeHeHNH UH(POPMALIMOHHBIX TeXHOJIOTHM;

OTHOIIIeHUs, BO3HUKAIOII[Me TOJIBKO MPU obecrieueHrH 3aluThl THOpMaIiH;
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+OTHOLLIeHUs, BO3HUKAIOLL[1e TTPU OCYILeCTBIEHUH MpaBa Ha MOUCK, M0Iy4YeHue, repejauy,
MPOM3BO/ICTBO U PAaCIpoCTpaHeHue MH(OpMaLMY; TIPU MPUMeHeHUH MH(OPMaLMOHHbIX TeXHOJIOTH;
npy obecrieueHNH 3aIUThl HH(OPMALIWH.

JIoOKyMeHTHpPOBaHHOU UH(opMaLell Ha3bIBAIOT:

+UH(OpMaLIo, 3aMKCUPOBAHHYIO HAa MaTepUaIbHOM HOCUTeJIe MyTeM JOKyMeHTUPOBaHMUs, C
PeKBH3UTaMH, TTO3BOJISIIOLLMMU OTpe/ie/TUTh TaKyt MH(POPMALMIO UK B YCTaHOBJ/IEHHBIX
3aKoHOZaTenbCcTBOM Poccuiickot defiepaiiy cydasix ee MaTepUaaIbHbI HOCUTEJIb;

rvH(opMalio, 3ahMKCUPOBaHHYIO Ha MaTeprualbHOM HOCHUTeJIe TTyTeM

JOKyMeHTUPOBaHWUsI, 0e3 peKBHU3UTOB,;

HeT BEePHOr'0 OTBeTa.

K o6mepocTynHo#i nH(popManu 0THOCATCA:

o0111er3BeCcTHbIE CBeJileHUs U MHast MHPOpMaLlys, JOCTYI K KOTOPOii He orpaHHueH rocjie
JOCTVIKeHUS OTpeie/IeHHOIO BO3pacTa;

+o0111en3BecTHbIE CBeJleHUs] Y MHast MH(OopMaLvs, JOCTYI K KOTOPOi He OrpaHHuYeH;

HeT BepHOI'0 OTBeTa.

Pa3nuuaroT cieaymoigyue BU/ibl HH(POPMALMOHHbBIX CUCTEM:

+roCyZiapCTBeHHbIe MH(OPMaLMOHHbIE CUCTeMbl, MyHULUIAIbHbIe HH(OPMAaLIMOHHbIE
CUCTeMbl, UHble UH(POPMAaIL[MOHHbIE CUCTEMBI;

rocyZiapCTBeHHble HH(OPMAaLMOHHbIE CUCTEMBI;

MYyHULIUMa/IbHbIe MH(OPMaLMOHHbIE CUCTEMBI;

HeT BepHOI'0 OTBeTa.

ITpaBoBoii pe)kuM HH(OPMAIMOHHBIX TEXHO/IOTH BK/IHOUAeT:

TMOPSIZIOK PeryMpoBaHus UCII0J/Ib30BaHUs MH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CeTel;

repeyeHb 001aCTel rocy[JapCTBEHHOTO Pery/IMpoBaHus B chepe IpUMeHeHUst
MH(GOPMAaLIMOHHBIX TEXHOJIOTUA;

TpeOOoBaHUs K TOCY/IapCTBEeHHBIM MH(POPMALIMOHHBIM CUCTEMaM,;

+BepHbI BCe BapUAHTHI.

3amura uHdopMaILU1 NpeCcTaB/IsAeT c000i NPUHATHE NPABOBBIX, OPraHU3alMOHHBIX U
TeXHUYeCKHX Mep, HanpaB/IeHHbIX:

+Ha obecrieueHue 3aIUTHI MH(GOPMAIMX OT HEPABOMEPHOTO JIOCTYTIA, YHUUTOXKEHMSI,
MoauduUIpoBaHus, 6JIOKMPOBaHKSI, KOTIMPOBaHWsI, MPe[OCTaB/IeHNs], PaCITPOCTPAHEHHsI, @ TAKXKe OT
HMHBIX HellpaBOMEpHBIX [/IeCTBUM B OTHOIIIEHUH TaKoW MH(GOpMaLny;

cobsrofieHre KOHQU/IeHIIMaTbHOCTU MH(POPMALIMK OrpaHUUeHHOT 0 10CTYTIa;

peasi3aluio fpaBa Ha JOCTyN K UH(popMaluy;

BepHBI BCe BapHaHTHI.

Pa3jenenue nuH(opMaLyi Ha KaTeropuu CBOOOJHOT0 U OTPAHUYEHHOI'0 JOCTYIIa, MPHUYEM
uH(opManuM OrpaHUYeHHOr0 /J0CTyNa No/pasfe/AalTcA Ha:

OTHeCeHHbIe K rOCy/JapCTBeHHOM TalHe;

+ OTHeCeHHbIe K C/Ty)KeOHOM TaliHe (MH(pOPMaLUH [/t CTy>KeOHOT0 TI0/Ib30BaHUs),
repcoHasIbHbIe JJaHHbIe (M Apyrue BU/bl TakH);

OTHeCeHHbIe K MH(POPMALMK 0 TIPOTHO3aX MOrofbl;

BCe BepPHbI OTBETHI.

Kak Ha3bIBaeTcs 3aKO0H, Pery/JIUpYyOLui /leATe/IbHOCTh FOCYyAAapCTBEHHON TalHbI Ha
TeppuTopuu P®?

«O KoMMepuecKou TaliHe»;

+«0 rocysapCTBeHHOW TalHe»;

«O cnyxebHOI TaiiHe»;

«O BpaueOHOl TaiiHe».

K undopmanuu orpaHu4eHHOr0 JOCTYyIa OTHOCATCS:

roCyZlapCTBeHHas TalHa;

KOH(Y/eHMa/IbHasi MTHpOpMaLus;

repcoHasibHbIe IaHHbIE;

+BCe OTBeThbl BePHbI
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OnekrpoHHasi mudpoBas MNOANNCH B 3JeKTPOHHOM [OKyMeHTe PpaBHO3Ha4yHa
COOCTBEeHHOPYYHOH MOJANMHUCH B /JOKyMeHTe Ha OyMa)KHOM HOCHUTe/le TPH OJHOBPEMEeHHOM
COOJTIOICHUH CJTe/IyIOLHX YC/TOBHIA:

cepTUHUKAT K/IOYa TOATMCH, OTHOCSIIMMCS K 3TON 3/IeKTPOHHOM LM(POBOM TOAMUCHU, He
yTpaTui Cuay (JelCTByeT) Ha MOMEHT TPOBEPDKM W/IM Ha MOMEHT TOAMNMUCAHUSI 3J1IEKTPOHHOIO
JIOKyMeHTa NpY Ha/IMuKK /10Ka3aTesIbCTB, ONpee/sitolMX MOMEHT MOANUCaHKS;

MO/ITBep>K/IeHa TO/[/TMHHOCTh 3/IeKTPOHHOM LIM(POBOI MOATKCH B 3/IEKTPOHHOM ZIOKYMEHTE;

3/1eKTPOHHAs LUQPoBasi MOANUCH UCTIOIb3YeTCs B COOTBETCTBUU CO CBeJEHUSIMH, yKa3aHHBIMU
B cepTU(UKaTe K/IH0Ya MOAIHUCH.

+BepHBI BCE€ BAPUAHTHI.

IlepeyeHb BH/OB [JeATE/TLHOCTH B 00/1aCTH 3alUUTHI HWH(GOPMAIUH, Ha KOTOpbIe
BbIJJAIOTCA JULeH3uH, onpejesieH IlocranoBienuem IIpaBurenscrBa P® - “O nuieH3MpoBaHUM
OTJe/NbHBIX BHAOB AeATeqbHOCTH” oT 24.12.94 Nel418 Kk HUM, B UYaCTHOCTH, OTHOCHTCA
pa3paboTKa, MpOU3BOACTBO, peaTu3alusa U CePBUCHOe 00C/Ty)KMBaHHe:

M¢ppoBaIbHBIX CPE/ICTB;

3aLUILeHHbIX CUCTEM Te/IeKOMMYHUKALIM;

MPOrpaMMHBIX CPe/ICTB;

creljabHbIX TEXHUYECKUX CPe/ICTB 3allUThl MH(OpMAaL1y;

MOATrOTOBKA U MepernoiroToBKa Ka/ipoB;

+BCe BepHbI BApUAHTHI.

CKO0/IbKO BBI/Ie/IIIOTCA OCHOBHbBIX COCTAB/ISIIUX HALUOHA/IbHBIX HHTEPECOB
Poccuiickoit Pepepanuu B uHopManuoHHoii cdepe?

2

3

+4

5

6

Ceprudukanuu mo/jiexar:

+cpefcTBa KpUnTorpaduueckou 3aiyThl MHOOpMaLIUY;

CpeJCTBa BbISIB/IEHUS 3aK/Ia[JHBIX YCTPONCTB U MPOTrPAMMHBIX 3aK/a/l0K;

3alUIIeHHbIe TEXHUYEeCKHe Cpe/icTBa 00paboTKy MH(OpMaIiy;

3aluilleHHble MH(OPMAaLIMOHHbIE CUCTEMbI U KOMILIEKChI TeJIeKOMMYHUKALIWIA;

BCe BbIllIeNepeurc/ieHHbIe CPe/ICTBa.

B pykoBoasimeM goKyMeHTe I'0CTeXKOMHCCHH CHCTeMbI, B KOTOPBIX paboTaer ofuH
M0J/Ib30BaTe/1b, AOMYIIEHHBIN KO BCell 00padaTbiBaeMoii HH(popMaLuy, pa3MeleHHOH Ha
HOCHUTEJISIX OJHOT0 YPOBHA KOH(HAEHIIMA/ILHOCTH — OTHOCSITCA K Ipynie:

+TepBOy;

BTOPOM;

TpeTbel;

YeTBEepTOU;

TMSATOM.

B pykoBopsimeM goKyMeHTe I'0CTeXKOMHCCHH CHCTeMbI, B KOTOPbIX paboTaeT HeCKOIbKO
noJib30BaTeJieil, KOTOpbie UMEIT OUHAKOBBIe MpaBa 0CcTyna Ko Bce HH(popManuu,
oOpabaTpiBaeMoi U/M/TA XPaHUMOM Ha HOCUTE/ISIX Pa3/IMYHOT0 YPOBHA KOH(PHAEHIIHATbHOCTH —
OTHOCATCS K Ipynie:

NepBou;

+BTOpOU;

TpeThew;

YyeTBepTOu;

TMIATOMN.

B pykoBojsiem JokyMeHTe I'0cTeXKOMICCUM MHOT0M0/Ib30BaTe/IbCKHe CUCTeMbI, B
KOTOPBIX OJHOBPEMEHHO 00padaThIBaeTCsl W/WIN XPAaHUTCA HH(OPMAIUsi Pa3HbIX YPOBHeH
KOH(HeHI[Ua/TbHOCTH, TPUYEM Pa3/IMuHbIe M0/Ib30BaTe/Id MMEIOT Pa3/iIMuHble MpaBa Ha A0CTyN
K uH(opMaI[ui — 0OTHOCATCA K TpyIme:
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TIepBOY;

BTODOW;

+TpeTbelu;

YyeTBepTOU;

TMIATOM.

Cpeau HIKenepeuuc/1eHHBIX BbI/ie/IUTe [VIaBHYI0 IPUYHHY Cyl[eCTBOBaHUS
MHOT'0UYHC/IEeHHBIX YIPo3 HHGOPMaI[HOHHOW 0e30IacHOCTH:
+TIpOCYeThl MPY a/IMUHUCTPUPOBAHUM UH(POPMALIMOHHBIX CUCTEM

HEoOXO0MMOCTh MTOCTOSTHHON MOAU(HKALIMK HHPOPMAIIMOHHBIX CUCTEM

CJI0XKHOCTb COBPEMEHHBIX MH(OPMAL[MOHHBIX CUCTEM

YronoBHbii kKopekc PP He mpegycmaTpuBaeT HaKa3aHMs 3a:

CO3/laHHe, UCTI0Ib30BaHUe U PaclpoCTpaHeHUe BPeJOHOCHBIX MPOrpaMM

+Be/leHre JIMYHOW KOPPEeCIIOHeHI[H Ha TIPOU3BO/ICTBEHHOW TeXHUUYeCKO Oase

HapylleHue rpaBu 3KcrvtyaTauuu 3BM, cucremsl OBM unm ux cetu

ITog onpepenneHue cpeAcTB 3aiuThl HHGOpMaluM, JaHHoe B 3akoHe "0
rocy/lapCTBeHHOM TaiiHe ", MO/NA/|Al0T:

+Cpe/iCTBa BbIsIBJIEHUS 3/I0YMBbILLLJIEHHON aKTHBHOCTH

cpezcTBa obecrieyeHUs 0TKa30yCTOMUMBOCTH

cpeacTBa KOHTPOJIs 3¢ (eKTUBHOCTH 3allUThl UHPOPMaLUU

B uKc/10 11e/1e#i MO/TMTHKYU 0e30MacHOCTH BePXHEro YPOBHSI BXO/SAT:

perieHre C(OPMHUPOBATE WJTH MEPECMOTPETh KOMIUIEKCHYFO IPOrpaMMy 0e30macHOCTH

+obecrieueHre 0a3bl 1t COOJTIOIEHIST 3aKOHOB M TTPABHIT

obecrieueHre KOH(HUIEHLIMATEHOCTHA TIOYTOBBIX COOOLIeHUH

B uKcs10 11e/1e#i MPporpaMMbl 0€30MacHOCTH BePXHEro YyPpOBHS BXOJAT:

yTipaBJjieHle pUCKaMU

orpeiejieHUe OTBETCTBEHHBIX 3a MH(GOPMAaL[MOHHbIE CEPBHUCHI

+ornpeiesieHHe Mep HaKa3aHWs 3a HApPYILIeHUs TIOJIUTHKU 0e30T1acHOCTH

B pamMkax nporpaMmbI 0€30MaCHOCTH HIDKHEr0 YPOBHS OCYyLIeCTB/ISAIOTCS:

CTpaTeruueckoe IjlaHUpOBaHUe

MOBCe/IHeBHOE a/[IMUHHCTPUPOBAHUE

+0TC/Ie)KUBaHME CTa0bIX MECT 3all[UThI

ITomTHKa 6€30MacHOCTH CTPOUTCSH Ha OCHOBeE:

o6mux npegcTapieHui 06 C opraHu3saiuu

Y3y4eHus MOJIUTHK POJICTBEHHBIX OpraHM3aLui

+aHa/rM3a pUCKOB

B uKc/10 11e/1e#i MO/TMTHKHU 0e30MacHOCTH BEPXHEro YPOBHSI BXO/ST:

¢hopmMynMpoBKa a/MUHHACTPAaTUBHBIX pellieHU 10 BaKHeHIIIMM acrieKTaM peanu3aliiu

TporpaMMbl 6e301acHOCTH

BbIOOp MeTO/I0B ayTeHTU(UKALMU T0J/Ib30BaTeseid

+obecrieueHre 0a3bl 1t COOJTIOIEHUST 3aKOHOB M TTPABHIT

JeiicTBre 3akoHa " " O /iMIjeH3MPOBaHUM OT/e/IbHBIX BU/IOB JeATeIbHOCTH
pacrpocTpaHsieTcs Ha:

JiesiTe/TbHOCTB T10 UCI0JTb30BaHUIO M POBaTbHBIX (KpUNITOrpadruecKux) CpeJiCTB

JlesiTe/IbHOCTh 110 PeK/IaMHPOBaHMUIO 1M POBATbHBIX (KPUMITOrpaduuecKux) Cpe/iCTB

+/1eATeIbHOCTD TI0 PaCMPOCTPAHEHUIO MIKM(POBaIbHBIX (KPUTITOrpapuuecKux) cpe/iCTB

ITog onpepeneHue cpeAcTB 3aiuThl HHGoOpManuy, faHHoe B 3akoHe """ O
roCcyAapCcTBeHHOM TaiiHe", IO/ANIAJal0T:

+CpeJiCTBa BbISIB/IEHHS 3/I0YMbIIIJIEHHON aKTUBHOCTH

cpezcTBa obecrieyeHrst 0TKa30yCTOMUMBOCTH

cpefcTBa KOHTPOJIs 3¢ (eKTUBHOCTH 3allUThl UH(POPMALUU

JetlictBue 3akoHa " " O uLleH3MPOBaHNHU OT/e/IbHbIX BU/I0B /1eSITeIbHOCTU "' "' He
pacrpocTpaHsieTcs Ha:

JesiTe/TbHOCTh 10 TeXHWYeCKO# 3aljuTe KOHpHUAeHI[MaIbHON UH(OpMaLuu

+00pa3oBaTesTbHYIO JeATeTbHOCTb B 00/1aCTH 3al[UThl HH(OPMAaIUH
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TIpeiocTaB/IeHre yCIyT B 06sacTy mmdpoBanus HHGOpMaLu

ITojg onpepeneHue cpeAcTB 3alUThl HHGOpMaluY, JjaHHoe B 3akoHe "O
rocy/lapCTBeHHOH TaiHe" ", MOANA/AAIOT:

+Cpe/CTBA BbISIB/IEHHS 3/I0YMBILLITIEHHON aKTUBHOCTH

cpezcTBa oOecrieueHust 0TKa30yCTOMUMBOCTH

cpezicTBa KOHTPOJIsT 3¢ (eKTUBHOCTH 3all[UThl UHPOpMaLUU

Yto nmpeacTaB/isieT codoi JJokTprHa HH(popMaIHOHHOH 0e3onmacHocTH PD?

HOPMaTHBHO-IIPaBOBOM aKT, yCTaHAB/IMBAIOLMI OTBETCTBEHHOCTD 3a MPaBOHAPYLIEHUS B
cdepe nHpopMaIMOHHOM 6€30T1aCHOCTH;

denepanbHBIN 3aK0H, PEryIMPYIOIIUM IMPaBOOTHOLIEHHS B 00/1acT WHGOPMAI[OHHOMH
6e301macHOCTH;

LjesieBasi IporpaMMa pa3BUTHS CUCTeMbl MH(opMal[oHHOM 6e3omacHocTH PO,
TnipeZicTaB/IsfoIasi COO0M TOC/IeI0BaTeIbHOCTh CTa/JUM U TAllOB;

+COBOKYITHOCTb O(MLMa/IbHBIX B3IJ/ISIZIOB Ha L1ed, 3a/lauy, MPUHLMUIbI U OCHOBHbIE
HarpaBJ/ieHus1 obecrnieueHurs: HHGOpPMAaLMOHHOM Ge3omacHocTH Poccuiickoit @enepanyu.

Kakue U3 nepeunc/ieHHbIX HH)Ke YTP03 OTHOCATCS K K/lacCcy npegHamMepeHHbIX?

+3apakeHre KOMITbIOTePa BUPYCaMU,

(hr3nueckoe paspylleHue CUCTeMbI B pe3yJbTaTe MoKapa;

OTKJ/IFOUEeHHe WU BbIBOJ, U3 CTPOs MoJiccTeM obecrieueHus1 PyHKL{MOHHPOBaHUSI
BBIUMC/IUTE/IbHBIX CUCTEM (3/1eKTPONUTAHUS, OX/IaKAEHUS] U BEHTU/ISILIUM, TMHUM CBSI3U U T.I1.);

TIPOEKTHPOBAaHKE apXUTEKTYPhI CUCTEMbI, TEXHOJIOTUH 00pabOTKH /JaHHBIX, pa3paboTka
TIPUKJIaZIHBIX TIPOTPaMM, C BO3MOKHOCTSIMH, TIPeCTaB/ISIOIIMMUI OMaCHOCTb it Pab0TOCIIOCOOHOCTH
cucTeMbl ¥ 6€30MacHOCTH UH(POPMALUH;

YyTeHHe 0CTaTOUHOM UH(OPMALIMU U3 ONepPaTHBHOM MaMATU U C BHELLHUX 3allOMHHAOIINX
YCTPOWCTB;

BCKpbITHE IIHM(POB KPUTITO3AIUTEI UH(POPMAaLIUU

ITpaBoBoe o6ecneuenune Ib o3Hauaer:

3aluTy MHTEpecoB (PU3NYECKUX U IOPUANUYECKUX JTUL];

3aluTy UHTEpeCcoB roCyJapcTBa v 00IIeCTBa;

+ Bce BhIII€NIEPEUYNCIEHHOE.

Tab6smuna 5 — Kpurepun oneHKH ¢(pOpMHUPOBAHHOCTH KOMIIeTeHIMM

Kputepuu ouieHMBaHUSA

Kop v HauMeHOBaHUe MHAMKATOpPa c(hopMHUPOBAHHOCTU KOMITeTEHLIUN
IOCTUKeHUS KOMITeTeHL[UU (4acTu KOMITeTEHLINN)
(4acTy KOMITeTeHI[N) COOTBETCTBYeT OLIeHKe «3aUTeHO»
50-100% ot MakcHMasibHOTrO b6ania
N-1-yx 1 AHanmusupyert 3azauy, B/IaZleeT MaTepruasioM 110 TeMe, HO [J0ITyCKaeT
BbIZIeJisist ee Da30BbIe COCTABJISIOIIHIE HETOYHOCTH TIpH (hopMy/IpOBKE OCHOBHBIX
WI-2- yi 1 OCYILECTBSET NOUCK 1 TIOHSITHUH, B OCHOBHOM MpaBUJILHO

aHa/IM3MpYyeT 3a/auy, BblJesiss ee Ga30Bble
COCTaBJISIOIME; AOCTAaTOUYHO 3(DPEKTUBHO
OCYII[eCTB/ISIET TIOUCK ¥ KPUTHUECKUIA aHaATTH3

KPUTHYECKUM aHa/ln3 UHPOopMaLuHy,
Heo0X0IUMOH /1/1s1 pellleHus TTIOCTaB/IeHHOMN

3afaqn uH(pOpMaL[K, HEOOXOMMON [ PeIleHUs

M [-3- yk-1 IlnanupyeT BO3MOKHbIE TOCTaB/IeHHON  3a/[au; T/IaHUpYeT
BAPUAHTHI PeILeHNs 3aa4t, OL[eHUBasA UX BO3MO)XHBIE BAapPHUAHThl DEILEHUS 3aJauM,
JIOCTOMHCTBA U HeJOCTaTKU OLeHKrBadA HMX OOCTOMHCTBA WM HEOOCTATKH,

JI0CTaTOYHO TOJHO OTpeiesisieT U OLleHUBaeT
TIOC/Ie/ICTBUSI BO3MO>KHBIX DellleHH 3aJauu,
orpefiesiseT MCTOYHUKUA UWHGOpPMALMM  Ha

N-4- yx., Onipegesnser U OLleHUBaeT
10C/1eJCTBUSI BO3MOYKHBIX PellleHru 3aJauu
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NO-1 fxocr. YTIPaBAsSieT peasiv3aljieid | OCHOBe TOCTaBJIeHHBIX Liesiel ISl pelleHUst

TeXHOJIOTUYeCKOro rnporecca rpovsBojcTea | SKOHOMMYECKUX 3a/ia4; HE BIIO/IHE YBEPEHHO

NPOAYKLMH PAacTeHHEBOACTBA onpefienisieT MeToAbl cOopa, 06paboTku
MHpopMaLiy,  Ccrnocobbl U BUA  ee

ripe/iCTaB/IeHUsI; pa3pabaTbiBaeT
MepOnpUSITUS 1o peanu3aluuu
TeXHOJIOTMUYeCKOro TIpoliecca MpOM3BOACTBA
PO VKLU pacTeHHeBO/ICTBa, MOXXeT
JIOMyCKaTb HETOUHOCTH TIPU UX MPOBE/I€HUU,
YTO He OKa3bIBaeT CYII|eCTBEHHOI'O BJIHSHUS
Ha OOmMii ypoBeHb CHOPMUPOBAHHOCTU
KOMIeTeHLUH.
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Moayns 4. «Opeanu3ayusi cucmembl 3awjumbl UHpoOpMayuu 6 UHHOPMAYUOHHDIX
cucmemax».

1. Boripocsl /111 yCTHOrO omnpoca:
Kakue opraHu3aliOHHO-a[MUHUCTPaTUBHbIE Mepbl Bbl 3HaeTe?

Ha3zoBuTe cocTapsisitolie OpraHM3alOHHOTO 0becrieueHNsI KOMITBIOTepHON 06e30TMacHOCTH.
UTO0 BXOJWUT B COCTAB OPraHU3alMOHHO-TEXHUUECKUX Mep?
[TepeuricvTe OpraHU3al[MOHHO-9KOHOMUYeCKHe Mephbl 3all[UThl MH(MOpMAaLKH.
Kakue KauecTBa MpOBEPSIFOTCS Y JIUI] TTPH TTpYieMe Ha paboty?
Yto BK/IIOYaeT KOHGHUEHI[MabHOe [1e/I0TIPOM3BO/CTBO?
/151 yero NpUMeHsIOT Me)XCeTeBble SKPaHbI?
Kak knaccuuipyroTcs TexHUuecKue cpeJiCTBa MPOTUBOIeNCTBUSA?
Kakwie ogpa3nenenus B cnyxbe 6e3omacHocTr?
. Kakue nH(opMaliioHHbIe YyTpo3bl SIBJSIOTCS MJ1aTOM 3a UCMOJIb30BaHust IHTepHeTa?
. HazoBute mephlI 1o 3amute nH(OpPMaLMM B UHTEPHeTe.
. [17151 4ero MCI0/Ib3YIOTCS MEXCETeBbIe SKPaHbI-OpaHAMay3phl?

. Uto ucnons3yeTcs AJis1 3aL{UThl 37IeKTPOHHOM MOYTHI?

. MeToaviky 0OHapyKeHusI BUPYCOB U BH/Ibl aHTUBUPYCHOT'O TIPOTPAMMHOT0 0becrieueHus..

. UTO MOXXHO UCII0/1b30BaTh /1 3al{UThl OT BUPYCOB?

. Kakue Bbl 3HaeTe aHTUBHUpYCHBIE TIPOrPaMMBbI?

. HazoBuTe OCHOBHBIE NCTOYHUKY NMPOHUKHOBEHUS] BUPYCOB.

. Kakne ocobeHHOCTH KOMITaHUM HEOOXOIUMO YUMTHIBATh TIPU Pa3pabOTKe CUCTEMBbI 3al[UThI?
. UTo Heo6X0AMMO 3alUIIaTh B KOPIIOPaTUBHOMN CETH?

. HazoBuTe OCHOBHBIE 3Tarlbl TIOCTPOEHUSI CUCTEMBI 3alLUThI.

. Kak knmaccuduippyrot Mepsl obecriedeHusi 6e30MacHOCTH 10 CIIOco0aM OCyIIeCTBIeHHS?

. B ueM oT/Mumst «BCTPOEHHOM» 3aIl[UTHI OT «I00ABIEHHON»?

. UTo pmenaeTcst Ha 3Tare COMPOBOKIEHUSI CUCTEMbI?

. Ha3zoBure KPUTEPUH OIITUMa/IBHOI'O COOTHOLLIEHHWSA B dHa/IM3€ PA3/IMYHBIX BADHUAHTOB IMTOCTPOEHUSA
CHUCTEMBI 3allUTHI.

. [JaiiTe XapaKTepUCTHKY TJlaHa o0ecrieyeHus: HerpepbIBHOM paboThl v BocctaHoB/eHust (OHPB).

KomvmnbiorepHoe TectupoBanue (TCKk)
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Bbibepume o0uH npasuibHblil gapuaHm omeema
"TPOSIHCKUM KOHb'" SfBJ/SETCS Pa3sHOBHAHOCTBI0 MO/ie/Id BO3/eMCTBHUSI NMPOrpaMMHBIX
3aK/1afi0K
+UCKaKeHHue
repexBaT
Habmo/1eHre U KOMITPOMeTaLUst
ybopka Mycopa
"Yno/iHOMOYeHHBbIe cepBepbl" ObLIH CO3JaHbI /I peleHus MPo0/IeMbl
+umuraiuu [P-agpecos
MO/IZIeJIKU 3JIEKTPOHHOU MOANCH
repexBaTa Tpaduka
HC
"YnosHoOMOUeHHbIe cepBepbl” (MMIBTPYIOT NMaKeThl HA YPOBHE
+TIPUJIO’KEHUI
(busrmyeckom
KaHa/IbHOM
TPaHCIIOPTHOM
3 nepeuncieHHoro crpykrypa OC ¢ ToOYKM 3peHHUsi aHa/Iu3a ee 0e30MacHOCTH BK/IIOYAEeT
ypoBHU: 1) BHemHuu; 2) cereBoil; 3) K/IMeHTCKHUHM; 4) cepBepHbIM; 5) cUCTeMHbIH; 6)
NPWIOKeHU N
+1,2,5,6
1,2,3,4
3,4,5,6
1,3,5,6
ACL-cnmucok accoMupyeTcs € KaXKAbIM
+ 00BeKTOM
TMIpOLIeCCOM
JIOMEHOM
TUTIOM JJOCTYyIIa
- 3TO BbI/le/IeHHe M0/Ib30BaTe/ieM U aJMHHHCTPAaTopaM TOJBKO TeX MpaB
AOCTYIa, KOTOPbIe UM HE00X0ANMBI
+ IIpyHLMIT MUHMMa3aLuy NpYUBUJIETUN
[IpyHLMIT MakCMMU3aLMU IPUBUIErUH
[TpUHLIMIT MHOTOYPOBHEBOM 3allJUThI
[TpyHOMI nipocToThI U yripasisgemocty V1C
- 3TO rapaHTHUsl COXPAHHOCTH AAHHBIMM NPaBHU/IbHBIX 3HAYeHUM, KOTOpas
ob0ecrieunBaeTcA 3ampeToM /il HeaBTOPHU30BAaHHBIX I10/Ib30BaTe/ieM KaKUM-/1H00 o0pa3som
Moau¢uLpoBaTh, pa3pymiaTb WIH CO3AaBaTh AaHHbIE
+ IlenocTHOCTB
HocTymHocTb
BoccranasivBaeMoCThb
[leTepMUHYPOBaHHOCTD
- 3TO HeJJOCTATOK cucTeM IHU(POBaHUS C OTKPBITHIM KJIHYOM
+ OTHOCHTEeNbHO HU3Kask IPOU3BOUTENbHOCTh
Ha ofHOM M TOM ke K/ltoue OZIMHaKOBble 64-OUTHBIE OJIOKM OTKPBITOTO TEKCTa TeperiyT B
OJJMHAKOBbIe 6JI0KM 1IM(PPOBAHHOTO TeKCTa
[Tpu ucrionb30BaHUU TIPOCTOM 3aMeHbl JIeTKO TTPOM3BECTH TMOMEHY OZHOrO 1I1M(POBAHHOTO
TeKCTa Apyrum
Heo6x01MOCTb paclipOCTPaHEHUs CEKPETHBIX K/TFOUek
- 3TO npe/0ocTaB/ieHHe JierajibHbIM No/ib30BaTe/ieM
aucddepeHMPOBAHHBIX MPAB A0CTYIA K peCypcaM CHCTeMBbI
+ ABTOpM3aLUsA
Aypur
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Wpentudukariys
YTentudukays
- 3TO CBOWCTBO, KOTOpPOe rapaHTHpYyeT, YT0 WH(OpMaIUsi He MOXeT ObITh

AOCTYIIHA WJ/TA PACKPbITa /ISl HEABTOPU30BAaHHBIX IMYHOCTeH, 00'beKTOB WM MPOLIeCCOB

+KoHbugeH1MansHOCTb

JocToBepHOCTh

LlesiocTHOCTB

eTepMUHNUPOBAHHOCTh

- 3T0 TPOSIHCKHe NPOrpamMMbI

+ YacTe mporpamMmbl C W3BECTHBIMHU T10/1b30BaTet0 (QYHKLUSIMH, CIIOCOOHAsi BBITIONHSTH
JeUCTBYS C LIeIbI0  TIPUUMHEHUs OTpe/ie/IeHHOTo yiriepba

[TporpaMMbI-BUpPYChI, KOTOPbIE PaclipOCTPAHSIOTCS CAMOCTOSATETbHO

TekcToBbIe (haiisibl, pacripocTpaHsieMble 10 CeTH

Bce nporpamMmel, coiepkariyie olmuoKu
- 9TO MO/IMTUKA WH(POPMALIMOHHOM 0€30MaCHOCTH

+COBOKYIMHOCTh 3aKOHOB, MPaBUJI, ONpPeJestoIUX YIIpaB/ieHYecKre U NPOeKTHbIe pelleHus!
B 00s1acTH  3aIIWTHl MH(GOPMALUH

VToroBeiii JOKYMEHT aHa/ir3a PUCKOB

[Tpodub 3aIUThI

CranzapT 6e301MacHOCTH
- 3TO TPHUCBOEHHE Cy0BeKTaM M 00BbeKTaM /0CTyna YHUKA/JIbHOI0
HoOMepa, mu@pa, Ko/jja 1 T.II. C I[e/IbI0 Mo/JIyYeHusi A0CTyna K uHopManuu

+UnenTudukaiys

AytenTrduKanys

ABTOpu3anus

Aypur

- 3TO MPOBE€PKa IMOJA/IMHHOCTHU IT0JIB30BATE¢/IA MO0 IIPEeAbAB/I€HHOMY UM

uieHTU(PUKATOPYy

+ AyteHTuduKaLus

Aypur

ABTOpu3anus

N penTrdukaiys
- 3TO0 mNpoBepKa MNOAJMHHOCTH Cy0BbeKTa MO0 NpeJbSBJIeHHOMY HM
HeHTU(UKATOPy AJA TNPUHATUA PpellleHUsl O NpeJ0oCTaB/JeHMH eMy J0CTylna K pecypcaMm
CUCTEeMBbI

+ AyreHTuduUKaLs

ABTOpu3anus

Aypur

N pentudukanys

- IleJIb IIporpecca BHeJipeHUs U TeCTUPOBAHHUSA CPe/ICTB 3all{UThI
+ I'apaHTHpOBATh MPaBUIBHOCTb peaan3aliii CPe/iCTB 3allUThI
BBISIBUTH HapylumuTess
OnpesieTh yPOBEHb PaCX0/I0B Ha CUCTEMY 3allIUThI
Bb160p Mep 1 Cpe/iCTB 3all[UThI
U T.I. C [{eJIbI0 TOJIyYeHHs J0CTyna K nHpopmanumn

+ Upentudukarys

AyTteHTH(UKaLMs

ABropusanus

Ayput

- 9TO CTeleHb 3aIMIeHHOCTH MH(OPMAI[UM 0T HeraTUBHOI'0 BO3/|eHCTBHA Ha Heé

C TOUKHM 3peHHUs] HapylleHusi eé ¢u3nyecKod M JIOTHYECKOW [eJIOCTHOCTH WIH
HeCaHKI{MOHMPOBAHHOI'0 MCII0/1b30BaHHUSA

+ be3onacHocTth MH(pOpMaLu

Ys13BuUMoCTb UHGOpMaLuu
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HazexxHocts nHbopmaLu
3aumIleHHOCTh UH(OpMaLn
SIB/IAAETCSI [JOCTOMHCTBOM MaTPUYHBIX Mo/ie/Iel 0e301macHOCTH
+ JIerkoCTh Mpe/iCcTaB/IeHUs LIUPOKOTO CrieKTpa MpaBuil obecrieueHrst 6e30MmacHOCTU
KonTposb 3a noTokamu nHhopMaru
PaciiivipeHHBbIN ayauT
['nOKOCTD yripaBIeHUs
ynpas/isieT perucrpanuei B cucreme Windows 2000
+ IIporneaypa winlogon
[Tpoueaypa Isass
msgina.dll
logon.dll
Ha3bIBAeTCsl MeTOJ YNPaBJ/IEHHS /[OCTYNOM, NPH KOTOPOM KaXJAOMYy OOBEKTY
CHCTeMbl IPUCBAUBAETCSI MeTKa KPUTUYHOCTH, ONpeje/sonias e HHOCTh HH(opMaLuu
+ MaHzaTHbIM
V36upareibHbIM
WpeHTdULIpYyeMbIM
[TpuBUIerMpoBaHHLIM
P&XMM THPOKUPOBAHMA [AHHBIX Yy/IydllaeT padoude XapaKTEePUCTHKH
CUCTEeMbI
+ ACUHXPOHHBIN
My ibCHBIM
ToHOBBIN
CHUHXPOHHBIN
co3jaercs A/ peanu3anuu Texnosoruu RAID
+ [ceBmoapaiiBep
Kommnunsarop
NuTepriperaTop
CrieLia/ibHbIN TIPOLIECC
ypoBenb OC cBsi3aH C J0OCTYnoM K HH(OPMaLMOHHBIM pecypcaM BHYTPH
opraHu3anuu
+ CeTteBou
BHrelunwii
[TpunoxxeHuit
CucteMHbIN
SIBJISIETCS HeJOCTaTKOM MHOT'OYPOBHEBBIX Mo/ie/ieii 6e30MacHOCTH
+ HeB03MOKHOCTb yueTa UH/IMBUYa/bHBIX 0COOeHHOCTel cyObeKTa
OTcyTCcTBUE KOHTPOJIS 3@ TOTOKaMU MH(GOpMaLy
C/O>KHOCTb TIPeZICTaB/IeHHUsI IIUPOKOT0 CIIeKTpa MpaBu/ obecrieyeHusi 6e301acHOCTH
OTCyTCTBHE MOJHOTO ayuTa
3aHUMaeTcs1 o0ecrieueHHEeM CKPBITHOCTH HWH(}opManuu B HH(OPMaMOHHBIX
MaccuBax
+ CreraHorpagus
KpunTorpadus
Kpunronorus
Kpunroananus
Ha3bIBaeTCsl 3alUCh OMpe/e/IeHHbIX COOBITHII B )KypHa/l 0e301acHOCTH cepBepa
+ AygutoMm
Yuerom
Tpaduxom
MoHuTOprHIOM
Ha3bIBaeTCsl MoJIyueHre U aHa/iu3 UH(QOpMaLii 0 COCTOSHUHM PeCypCcoB CHCTeMbI C
NMOMOILIBIO CHeIHa/IbHBIX CPe/iCTB KOHTPOJIA
+ MOHUTOPUHTOM
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AyputoM
AJIMUHUCTpHpPOBaHUEM
YmipaBiieHueM pecypcaMu
Ha3bIBaeTcsi  MpHcOeJuHsAEMoOe K  TeKCTy ero  Kpunrorpaduueckoe
npeo0pa3oBaHHe, KOTOpPOe MO3BO/IAET MPH TMOJyYeHHH TeKCTa /PYyrMM IoJIb30BaTe/ieM
NMPOBEePUTH aBTOPCTBO U MOATUHHOCTH COO0IeHUs
+ DJIEKTPOHHOM MO/IHCHIO
N penTtrdukaTopom
Kirouom
[MIudpom
Ha3bIBaeTCsl NpOLecC ompe/je/ieHUusi pUCKa, MPUMEHeHUsl CPeACTB 3alUThbl [Jisi
COKpaIlleHUs PUCKA C N0C/IeAYIIMM OMpejeeHneM IPHeM/IeMOCTH 0CTaTOYHOr0 PUCKa
+ YnpaBieHueM pUCKOM
MuHuMU3aLeld pyucka
OnTtumusanmen cpefCcTB 3alUThl
MOHUTOPHHIOM CpPeJCTB 3allUThI
Ha3bIBAeTCsl CHCTEMa, M03BOJIAIOIIAs Pa3fe/IuTh CeTh Ha /iBe /M 0osiee yacTed u
peasiM30BaTh HA0OpP MPaBUJI, ONPeAe/IAIINUX YCIOBHA MPOX0)KAEHNUsI MAKeTOB U3 0/[HOM YacTH B
ApYTyIo
+ bpanamayspom
Bpaysepom
@OUNbTPOM
MapiupyTtusaTopomM
Ha3bIBaeTCsl  COBOKYNHOCTb  CBOWCTB, O0yCIOB/JIMBAWIIMX MPUTOAHOCTH
uH(opMaIUH y0B/IETBOPSATH OMpe/e/IeHHbIe MOTPe0OHOCTH B COOTBETCTBHUH C €e Ha3HaYeHHeM
+ KauectBoM vH(popMaLiuu
AxXTyanbHOCTBIO UH(OpMaIUU
JOCTYITHOCTBIO
LesocTHOCTBIO
Ha3bIBaIOTCA MNpejHaMepeHHbIe /jedeKThbl, BHeCeHHbIe B MPOrpaMMHbIe Cpe/CTBa
AJIS1 LieJIeHanpaB/IeHHOT0 CKPLITOro Bo3jencTBus Ha VIC
+ [IporpaMMHBIMU 3aK/1a/IKaMu
Bupycamu
BHyTpunporpaMmmHbeIMU BUpPYyCaMU
KoMnbroTepHbIMU UepBsMU
o0ecrieunBaeTCA 3alUTa UCIO/THAEMBIX (aiiioB
+ Obsi3aTesIbHBIM KOHTPOJIEM TOMbITKH 3arycka
[ onoyHUTeTbHBIM XOCTOM
CrieLjuanbHbIM PeXXMMOM 3aItycKa
Kpurnirorpadueit
oOecreynBaeTcs 3alUTa OT ()OPMATHPOBAHHA >KECTKOIr0 AMCKA CO CTOPOHBI
1oJib30BaTeiei
+ AnnapaTHbIM MO/ly/IeM, yCTaHaB/IMBaeMbIM Ha CUCTeMHYIO IMHY 1K
AnmnapatHbIM MOZy/ieM, YCTaHaB/IMBaeMbIM Ha KOHTPOJLIEp
CrieriaIbHBIM MPOrPaMMHBIM 0becrieueHrueM
CuCTeMHBIM TTPOTPAMMHBIM 0becrieueHrEM
onpejeseTcs KaK npejoTBpalieHe BO3MO)XXHOCTH 0TKa3a 0/JHMM U3 YUYaCTHUKOB
KOMMYHHUKaIUi oT ¢aKkTa ydyacTus B nepefaue AaHHbIX
+ IIpruyacTHOCTB
KonTtposis focTyna
LenoctHOCTB
Aytentudukarys
ypoBenb OC ompepesnsier B3auMO/JelCTBHe C I/100a/IbHBIMH pecypcaMH ApPyrux
opraHu3anui
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+ BHelnmHUMN
CeTteBoit
[Tpuno>xenuu
CucTeMHBIN
SIBJISIETCSA aIMUHUCTPATOPOM 0a3bl JJAHHBIX
+ JIto6oi monbp30BaTe b, co3aaBiiuii b1
CHCTeMHbBIN aZ/MUHUCTPATOP
Crapiiuii o/ib30BaTe b TPYIIIThI
ApmuHucTpaTop cepBepa 6a3 aHHBIX
SIBJISIETCA HeJ0CTaTKOM MaTPHUHBIX Mo/e/ied 6e301macHOCTH
+ OTCyTCTBUE KOHTPOJIS 32 TIOTOKaMX MHGOpMalLuu
C/10’)KHOCTB TTpe/ICTaB/IeHHsI IIUPOKOT0 CTIeKTpa IpaBuiI obecrieueHust 6€3011acHOCTH
HeB03MOXXHOCTDb yueTa MHAUBUYaTbHBIX 0COOEHHOCTeH CyObeKTa
OTCyTCTBHE [TO/THOTO ayJuTa
ABJ/IAETCA HEAOCTAaTKOM MO/e/IM IO/JMTHKH 0e30IacHOCTH Ha OCHOBEe aHa/Iu3a

yrpo3 cucreme

+ V3Haua/ibHOE ZI0TYITleHre BCKPhIBAEMOCTH CUCTEMBI
CTaTUYHOCTB
C/I0>XHBIM MeXaHW3M peanu3alin
Heo6x01UMOCTh I0TIOHUTE/ILHOTO 00yUeHUs TiepCcoHara
SIBJISIETCA  Cojiep)kaHMeM TlapaMeTpa yrpo3bl 0e3omacHocTH HHGopManuu

"KoH(}pHUJeHI[HA/THHOCTD "

+ HecaHKjMOHMpPOBaHHOE TOJIyueHue
HecaHkiinoHupoBaHHasi Mo (pUKaLIUs
Hckaxenue
YHuuTOXEHHe
SIBJIIIOTCA  IOCTOMHCTBAMHM TMPOrPaMMHONM peanu3alid Kpunrorpaguueckoro

3dKPbITUA JdHHBIX

+ TIpakTUYHOCTh U THOKOCTD

Bricokasi npon3BOAUTETBHOCT U TIPOCTOTA
be3onacHocTh ¥ 3¢)(eKTHBHOCTh
KoppeKTHOCTb 1 yHKLIMOHAIbHOCTb

Ha3bIBA€TCA KOHEUHOE MHOX€CTBO MCII0/Ib3yeMbIX /I KOAUPOBAHUA I/IH(I)OPMHI]I/II/I

3HAKOB

+ Andasutom
[Iudpom
Kirouom
Kopom

Ha3bIBaeTCsd KOHQUTypanysa U3 HECKOJIbKUX KOMIbIOTEPOB, BBIMOTHAKIIMX 0011jee
MPUIoKeHHue

+ Kitacrepom
Cetbr0
CepBepom
Cyrniepcepsepom

Ha3bIBaeTCsi HOPMATUBHBIA [IOKYMEHT, perjaMeHTHPYIIUH BCe aCHeKThI
0e30MacHOCTH MPOYKTa HH()OPMAIHOHHBIX TEXHO/IOTHH

+ [Ipodunem 3auThI
CucreMom 3aI1uThl
CrangapToM 6e3011acHOCTU
[Tpodwuniem 6e3omacHoCTH

Ha3bIBAETCHA MPpOoIeCC MUMUTAIIUU XdKE€POM [JPYKeCTBEHHOI'0 ajpeca

+ "Cnydunrom"
"Kpakom"
IIpoHrMKHOBEeHUEM
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B3nomom
Ha3bIBaeTCsl CMHCOK 00'bEKTOB, K KOTOPBIM MOJKeT ObITH MO/Iy4eH /JOCTYI, BMeCTe C
JOMEHOM 3aIUThI 00heKTa
+ IlepeuHem BO3MOKHOCTeH
HdomeHom
CrnrcKoM yripaB/ieHUsl JOCTYIIOM
CnuckoMm BraziesbLeB
Ha3bIBaeTcs y/jauHas KpUIToaTaka
+ B3nomoMm
IIpoHVKHOBEeHVEM
BckpeiTem
PackpbiTreM 1mdpa
Ha3bIBaeTCsl OKOHEYHOe YCTPOMCTBO KaHasja CBA3H, Yepe3 KOTOPOe MpoIecCc MOXKeT
nepejaBaTh WU N0/Iy4YaThb AAHHbIE
+ CokeToM
TepmuHanom
XocToM
ITopTom
o0ecreynBaeTCs 3alMTa OT MPOrPaMMHBIX 3aK/Iafl0K
+ AnnapaTHbIM MOZYJIeM, YCTaHaB/I¥BaeMbIM Ha CUCTeMHYIO UHY [TK
ArnnapaTHbIM MOZYJ/IeM, YCTaHaB/IMBaeMbIM Ha KOHTPOJIIEp
Crieria/IbHBIM ITPOTPaMMHBIM 00ecrieueHrem
CuCTeMHBIM TIPOrPaMMHBIM 00ecrieueHreM
o0beAMHSIET MaTeMaTHYeCKHe MeTo[bl HapymleHHus KOH(QUJeHHA/IbHOCTH |
ayTeHTHUYHOCTH MH(popManyu 6e3 3HaHUA K/TI0YeH
+ Kpunroananus
Kpurnronorus
CreraHorpadus
Kpunrorpadus
COCTaBJIfAET OCHOBY MO/JIMTHKHU 0€30MacHOCTH
+ Criocob yripaB/ieHust JOCTYTIOM
Bb100p KaHa/IOB CBSI3U
YripaBneHue pruckom
[TporpaMmMHOe obecrieueHHe
SIB/ISIeTCA JOCTOMHCTBOM MOJe/M TOJMTUKH 0e30MmacHOCTM Ha OCHOBe aHa/Iu3a
yrpo3 cucreme
+ UucnoBasi BepOITHOCTHAS OL|eHKa HaZle’KHOCTH
ITpocTour MexaHU3M peasi3aliu
JVHaMUYHOCTB
Brbicokasi cTerneHb Hafle)KHOCTH
SIB/IAAETCSI [JOCTOUHCTBOM MO/Ie/TH KOHEUHBIX COCTOSIHUH MOJIMTHKH 0e301MacHOCTH
+ BbICOKas cTerneHb Ha/leXKHOCTH
[TpocToTa peanu3auuu
[eieBusHa
Y 106cTBO 3KCIUTyaTalun
SIB/ISIeTCA HauOo/iee HAiGKHBIM MEXaHM3MOM /ISl  3alUThl  COJep)KaHHUA
Coo0IIeHIH
+ Kpuntorpadus
CrnieLjuanbHblI annapaTHbIA MOJY/b
Crierivia/TbHBIN PEXKUM Mepejaur coobIIeH st
[loronHUTebHBIA XOCT
SIBJISIETCA HAYKOM, U3ydalollell MaTeMaTHYeCcKHe MeTOJbl 3aluThl WH(opmMaun
NnmyTeM ee nmpeodpa3oBaHus
+ Kpunronorus
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Kpunrorpadus
Creranorpadus
Kpunroananus
SIB/ISIETCSA He/JOCTaTKOM /JUCKPeTHBIX Mo/ie/1eil MOJTMTHKHU 0e30MacHOCTH A
+ CTaTUYHOCTh
CoKHBI MeXaHU3M peann3alun
W3HauanbHOe fomylijeHre BCKPhIBAeMOCTU CHCTEMBI
Heob6x0quMOCTb JOTIOTHATETBHOTO 00yUeHus TiepCcoHasia
SIBJISIETCS HeJOCTaTKOM MO/Ie/Ti KOHEeUHBIX COCTOSTHUM MO/TUTHKHU 0€e30MmacHOCTH
+ C/I0’)KHOCTh peaiu3aluu
Hu3kasi cTerneHb Hafle)KHOCTU
CTaTUYHOCTh
W3meHeHve MMHUM CBSI3U
SIBJISIETCS MePBBIM 3TanoM pa3padoTku cucremsl 3ammThbl C
+ AHas13 MOoTeHIMa/IbHO BO3MOXKHBIX YTpo3 UHGOopMaluu
N3yyeHre nH(GOPMaLMOHHBIX IOTOKOB
CraHjapTH3aIys MPOrpaMMHOT0 00ecrieueHust
O1ieHKa BO3MOJKHBIX TIOTE€Pb
SIB/ISIETCSI CETeBOM C/TY)K00M, IMpefHa3HAYEHHOH /ISl IIeHTPA/IM30BAHHOTO PelleHHs
3aja4y ayTeHTU(UKALMU U aBTOPU3aLliM B KPYNHBIX CETAX
+ Kerberos
SendMail
Net Logon
Network DDE
SIBJIIIOTCSL  IOCTOMHCTBAMH  anmapaTHOW peanu3alMd KpuMTorpaduueckoro
3aKPbITUSA AAHHBIX
+ BbICOKasi Mpou3BOAUTETBHOCTh U MPOCTOTa
[TpakTUYHOCTH U THOKOCTh
ocTymHOCTh U KOHPUeHI[MaTbHOCTh
LlenocTHOCTD 1 6€30ITaCHOCTD
____ PE&XHM THPOXMPOBAHHs rapaHTUPYET MOTHYI0 COIIACOBAaHHOCTH 0a3 JaHHBIX
+ CUMHXDOHHbIN
ACHHXDPOHHBIV
NMnynbcHbIM
ToHOBBIN
_____XapaKTepu3yeT COOTBETCTBHE CPEACTB 0e30MacHOCTH pelaeMbIM 3a/ja4aM
+ OPdeKTUBHOCTh
KoppekTHOCTB
YHupukauys
AeKBaTHOCTb
____ SIBJISAETCSA JOCTOMHCTBOM JUCKPETHBIX MO/ie/Ieii MOTUTHKHU 0e301acHOCTH
+ IIpocTor MexaHu3M peasv3aljiu
JVHaMHUYHOCTH
Brbicokasi cTereHb Hafle)KHOCTH
YucsioBasi BepOSITHOCTHAs! OLleHKA HaZIe)KHOCTH
____siBJISeTCA 3ajiauedl aHa/IM3a MOJAE/NHM TMOJUTHKH 0€30macHOCTH Ha OCHOBe aHa/Iu3a
yrpo3 cucreme
+ MuHUMM3a1Usi BePOSITHOCTH TIPE0I0JIeHUsI CUCTeMbI 3all[UThl
MakcrMu3alysi BpeMeHH B3/I0Ma
Makcrmu3aius pecypca Jjist B3jioMa
Makcumu3alys 3aTpar /11 B3jioMa
AOGCTpaKTHOe OMUCAaHWEe CHCTeMbI, 0e3 CBS3M C ee peanu3aljue, AaeT MOJAe/Tb MOTUTHKH
0e3omacHocTH
+ benna-Jlallagysa
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JlenzBepa
C MOJIHBIM MepeKpbITHEM
Ha ocHoBe ananmm3sa yrpos
AamuHucTpaTtuBHble JelicTBHsA B CYB/] 103B0/1A10T BBINO/IHATH NPUBUJIETHU
+ Ge30macHOCTH
JocTyna
YTeHUsI
THPaKMPOBAHUS
AMHUHHCTpPATOp cepBepa 0a3 JaHHBIX UMeeT UMs
+ ingres
root
sysadm
admin
AJMUHHUCTPATOP 3aHUMaeTCcs perucrpanuei noab3oBareneit CYB/]
+ cepBepa 0a3 ZJaHHBIX
ceTeBOU
0a3bl JAHHBIX
CUCTEMHBIM
BuTOBbBIE NPOTOKOJIBI Nepefaul JaHHBIX peaTu3ylTcsa Ha YPOBHe
MoO/e/Td B3aUMO/IeHCTBUSA OTKPBITHIX CUCTeM
+ pusnueckom
KaHa/IbHOM
TPaHCIIOPTHOM
CeTeBOM
BpanMay3pbI BTOPOro MoKoJIeHHsI MPe/iCTaB/IsI/IA Co00#
+ "YII0JITHOMOYEHHbIEe CepBephI”
"HeIpUCTyIIHble cepBephl”
MapIIpyTU3aTopPhl C hUIbTPalLjeli MakeToB
XOCThI € (pusbTpaLveli MakeToB
Bpanamay3phl IepBOro NoKo/IeHUs Npe/CTaB/IsA/IN OO0
+ MapILpyTH3aTOPhI C pUbTpaLeli MakeToB
XOCTHI C (hUIbTpaLyeli MakeToB
"'yI10JIHOMOUY€eHHbIe cepBepbl”
"HeNnpUCTyIHbIe cepBepsl”
BpanaMay3phbl TpeTbero NoKo/IeHUus1 UCNO/Ib3YIT Al GuabTpanun
+ creliyasbHble MHOTOYPOBHEBbIE METO/Ibl aHA/IM3a COCTOSIHUS TTaKeTOB
MeTO/Ibl aHa/MrM3a KOHTPOJIbHOM UH(OpMaLuu
MeTO/IbI 37IeEKTPOHHOU MOANMCH
o01uit aHam3 Tpadrka
B03MO)XHOCTH TOJIy4eHHUs] HEeOOXOAMMBIX IO0/IH30BaTe/0 AAHHBIX MM CEPBHCOB 3a
pasyMHoe BpeMsi XapaKTepu3yeT CBONCTBO
+ IOCTYITIHOCTb
J1leTepPMUPOBAHHOCTh
1L1eJIOCTHOCTD
BOCCTaHAaB/IMBaeMOCTb
BoccraHoB/1IeHHe JAHHBIX SIB/IAETCS A0MO/THUTE/IbHOM (PyHKI[UeH YC/TIyry 3aliuThl
+ L1eJIOCTHOCTD
KOHTPOJIb JOCTYyTIa
MIPUYACTHOCTh
ayTeHTU(UKALUS
I'0TOBHOCTH YCTPOWCTBA K HCHO/JIb30BAHHUI0 BCSKMIl pa3, KOrja B 3TOM BO3HHKaeT
He00X0AMMOCTh, XapaKTepPHU3yeT CBOMCTBO
+ IOCTYIIHOCTb
LIeJIOCTHOCTD
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BOCCTaHaB/IMBaeMOCTh
JleTePMUHUPOBAHHOCTh
JiBa K/Il04a MCNo/Ib3yITCS B KPUIITOCHCTeMax
+ C OTKPBITHIM K/IFOUOM
C 3aKPBITHIM K/THOUOM
CUMMeTPUYHBIX
JBOMHOTO IIM(POBaHHUs
JelicTBUe NPOrpaMMHBIX 3aK/Iafi0K OCHOBbIBaeTCs Ha UHULIMUPOBAaHUM WU/IH MOJAABJ/IeHUH
CHT'Ha/Ia 0 BO3HUKHOBEHHH OIIMO0YHBIX CUTyalHil B KOMIIbIOTEPe B PaMKax MO/[e/T!
+ HUCKaXXeHHe
repexsar
KOMITpOMeTaLyst
Hab/moeHue
JeckpunTop 3aiutbl B Windows 2000 coaep>XuT ClIHCOK
+ I0/Tb30BaTesIeH 1 TPYIIIT, UMEIOIINX AOCTYII K OObEKTY
00BEKTOB, IOCTYITHBIX TI0/Ib30BATEJTIO U TPYIITe
TIPUBUJIET MM, Ha3HAUEHHBIX T10/1b30BaTes0
00BEKTOB, He ZIOCTYITHBIX 10/Ib30BaTe/ISIM
Jnuna ucxopHoro kmoua B TOCT 28147-89 (out)
+ 256
64
128
56
JinuHa uCcXoHOTO0 KiToya y anropurMa mmdposanust DES (6ur)
+ 56
256
64
128
Jnsa peiieHusi Mpo0/ieMbl MPAaBWIBHOCTH BbIOOpPa U HAfEKHOCTH (YHKIMOHUPOBAHHSA
cpeAcTB 3aiuThI B "EBponelckux KpuTepusx'" BBOAUTCHA MOHATHE
+ a/IeKBaTHOCTH CPe/ICTB 3all{UThbI
ONTUMU3ALIUM CPe/CTB 3allUThI
HaZle’KHOCTH 3alL{UThl MH(OpMaLy
YHU(PUKAL[UU CPEZCTB 3alL{UThI
Jins co3aHusA 0a3bl JAHHBIX M0/IH30BAaTEe/Ib AO0/DKEH MOTyYHTh IPUBU/IETHIO OT
+ a]IMUHHCTPATOpa cepBepa 6a3 JaHHbIX
CTapLUero nojb30BaTesisi CBOeU IPYIIIILI
CHUCTEeMHOI'0 aZ[IMUHHCTPAaTOpa
CeTeBOro afMUHUCTpaTOpa
JoMeHnbl 0Oe3omacHocTH coryiacHo "OpamkeBoW KHHre' HCHOJIB3YTC B CHCTeMax
KJjlacca
+ B3
B2
C2
C3
EUHCTBeHHbIN K/II0U UCI0/Ib3yeTCs B KPUNITOCHCTeMax
+ CUMMEeTPHYHBIX
aCMMMeTPUYHbBIX
C OTKPBITHIM K/THOUOM
C 3aKPBITHIM K/TFOUOM
Ecim cpeacTBa 3amTbl MOryT ObITh NPeoj0/ieHbl TOJIBKO TIOCYAapCTBEHHOU
crerc/yx00i, To corsiacHo "EBponeiickuM Kputepusam' 6e30macHOCTb CUMTAETCSA
+ BBICOKOM
6a3oBoii

31



CTaH/lapTHOM
CBEpXBBICOKOM
Ec/u cpeicTBO 3alUTHI CMIOCOOHO MPOTHBOCTOATH KOPIMOPAaTHBHOMY 3/10YMbILI/IEHHUKY,
TO coryiacHo "EBponeiickum KputepusM' 6e30MacHOCTb CUATAETCH
+ cpeHei
CTaHZapTHOM
6a3oBoit
BBICOKOM
Eciu cpecTBO 3alMTHI CMOCOOHO MPOTHBOCTOATH OT/Je/JBHBIM aTrakaM, TO COIJIACHO
"EBponeiickuM KputepusM'" 6e30MacHOCTb CUMTAETCS
+ 6a30Boi
cpeiHei
HU3KOU
CTaHZapTHOM
3ammra uHopmalum, onpeae/nsiomeil KOHQUIYpanHi0 CHCTEMbI, SIB/ISAETCS OCHOBHOM
3a/jaueld CpeACTB 3alUThI
+ BCcTpoeHHBIX B OC
YPOBHSI TTPUIO’KEHUM
CeTeBOr0 YPOBHS
CHUCTEeMHOTI'0 YPOBHS
3anmTa ¢ mNpUMeHeHHMeM MeTOK 0e3omacHocTH corylacHO "OpaHKeBoW KHuUre'"
HCI0/Ib3yeTCs B CUCTeMax KJjiacca
+B1
C1
B2
C2
Npentudukaropsei 6e3onacHoctu B Windows 2000 mpejcraB/isiioT codoi
+ IBOMYHOE YKCJIO, COCTOSIIIIee M3 3aroyioBKa U AJIMHHOTO CTy4YaliHOr0 KOMITOHEHTa
CTPOKY CMMBOJIOB, COZlep>Kalllyt0 UM [10J/1b30BaTesIsl U I1aposib
YMCJI0, BBIYUC/ISIEMOE C TTIOMOLIbI0 X3UI-(PYHKLIUU
KOHCTaHTY, OIpeJie/IeHHYI0 aZIMUHUCTPAaTOPOM /11 K&KJ0ro M0/Ib30BaTe st
N3 nepeunc/ieHHOro ayTeHTH(HKaMsA HCHOO/Ib3yeTcsi Ha YypoBHsAX: 1) cereBom; 2)
TPAHCHOPTHOM; 3) ceaHCOBOM; 4) KaHA/IbHOM; 5) MpUKJIaJHOM; 6) Prznueckom
+1,2,5

b

-

N3 mnepeunc/ieHHOro 0a30BbIMM yCAyramMu /Jisi o0ecmedeHusi 0e30mMacHOCTH
KOMNBIOTEPHBIX CUCTeM U ceTed ABAAKTCA: 1) ayreHTudukanusa; 2) ugeHTHPuKanusa; 3)
1IeJIOCTHOCTh; 4) KOHTPOJIb A0CTYNA; 5) KOHTPO/Ib Tpaduka; 6) npuyacTHOCTh

+1,3,4,6
1,2,3,4
2,5,6
1,3,5

13 nepeunc/1eHHOT0 B aBTOMaTH3UPOBAHHBIX CHCTeMaxX MCIO0/Ib3yeTCs ayTeHTH(UKaus
no: 1) TepmuHany; 2) mnapomo; 3) mnpeavery; 4) ¢HU3M0/J0rHYeCKMM MpPU3HAKaM; »5)
nepugepuHbIM yCTpoiicTBaM

+2,3,4
1,2,3
3,4,5
1,2,4

M3 nmnepeundc/ieHHOT0 B O00A3aHHOCTH COTPYAHHKOB Trpynnbl HWHG(POPMaMOHHOU
0e3omacHoCcTH BX0JAT: 1) ynmpaB/jieHHe JOCTYIOM IO/Ib30BaTe/Iell K AaHHBIM; 2) pacc/iejoBaHHe

b

N AN
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NMPUYHUH HApPYILIeHUs 3alMThl; 3) HCIpPaB/eHHE OIIHO00OK B MPOrpaMMHOM O0OecrieueHHH; 5)
ycTpaHeHue /je()eKTOB anmnapaTHOH YacTH
+1,2
3,4
1,2,3,4
1,3,4
M3 mnepeuyuc/ieHHOT0 /A ayTeHTH(UKAIUM 10 JIMYHOW MOJANMCH TepPMHHATbHBIX
noJ/ib30BaTe/iell HUCIO/Ib3YKTCSA MeToAbl: 1) BH3ya/lbHOe CKaHUpOBaHHe; 2) (parMeHTapHoe
CKaHupoBaHHWe; 3) HCC/Ie/JoBaHHe [JUHAMUUYECKHMX XapPaKTePUCTHK [BIDKeHUsA PykKu; 4)
HCC/IefioBaHNe TPAeKTOPHUH /IBIDKeHUS PYKH
+1,3
1,2
3,4
2,4
M3 mepeuyuc/jieHHOTo /il ayTeHTU(GUKALMU M0 OTHeYaTKaM MNa/bleB TepMHHA/IbHbBIX
Mo/Ib30BaTe/ el UCMO/IB3YKTCA MeToAbl: 1) cpaBHeHHe OTJe/NbHBIX C/Iy4YailHO BbIOpAHHBIX
(¢parmeHTOB; 2) CpaBHeHHe XapaKTepHBIX JeTajieili B rpaduueckoM mnpejcTaB/ieHNH; 3)
HeIrnocpe/[CTBeHHOe CPaBHeHHe H300pa)keHHi; 4) CpaBHeHHe XapaKTepPHbIX JeTa/ied B U(poBOM
BU/IE

w

4

b

b

N~
A WN

b

V3 nepeunc/iieHHOro /s ayTeHTH(uKanuu mno ¢usHosornueckuM npU3HAKaM
TEPMHHA/IBHBIX M0/Ib30BaTe/ied Hanbosiee MPUEMJIEMBIMU CUMTAIOTCA: 1) 0THeYaTKH MasibIeB;
2) ¢popma Kuctu; 3) ¢popma ry6; 4) popma yuiHoH pakoBHHBI; 5) ro/10c; 6) TUUHasA MOANHUCH

+1,2,5,6
1,2,3
4,5,6
1,4,5

W3 mnepeurc/ieHHOro /jisi pasrpaHUYeHHs AocTyna K ¢aily NpPUMeHSIOTcS ¢Jiary,

paspemiamoiiue: 1) KonupoBaHue; 2) ureHue; 3) 3anuch; 4) BbINO/IHEHUE; 5) yaneHue
+2,3,4
1,2,3
3,4,5
1,2,5

N3 nepeuncienHoro ana CYBJ/l BakHbl TakKue acneKTbl WH(OPMaLOHHOU
0e3omacHOCTH, KakK 1) CBOeBpPeMEHHOCTb; 2) I[€JIOCTHOCTh; 3) JAOCTYNHOCTh; 4)
KOH(H/IeHI[Ua/TbHOCTh; 5) MHOr0I/IaT()OPMEHHOCTh

+2,3,4

1,2,3
3,4,5
2,4

VI3 nmnepeunc/ieHHOro JOCTynl K O00BEeKTYy B MHOTOYPOBHEBOH MOJEIH MOXKET
paccMaTpuBarhcs Kak: 1) ureHue; 2) yaaneHue; 3) KonupoBaHue; 4) i3MeHeHUe

+1,4
3,4
1,3
2,4

/3 nmepeunc/IeHHOr0 3alljyTa NMPOLeAYP U MPOrpamMM OCYILIeCTB/IsAETCA Ha YPOBHAX: 1)
anmnaparyphbl; 2) mporpaMMHoOro obecrneueHus; 3) AaHHbIX; 4) KaHa/AbHOM; 5) ceaHcoBOM; 6)
NPHUKJ/Ia/{HOM

+1,2,3
4,5,6
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1,3,5
2,4,6
M3 mnepeunc/IeHHOr0 KOHTPOJBb /OCTyla MCIO0/Jb3yeTcs Ha YpPOBHsX: 1) cereBoMm; 2)
TPAHCNOPTHOM; 3) ceaHCOBOM; 4) KaHa/IbHOM; 5) MpUK/IajHOM; 6) pr3nueckom
+1,2,5
1,2,3
4,5, 6
1,3,5
VI3 mepeunc/IeHHOr0 MeTKa 0€30IacHOCTH COCTOMT M3 TAaKHMX KOMIIOHEHTOB, Kak 1)
YPOBEeHb CEKPETHOCTH; 2) KaTeropus; 3) MHOXKeCTBO poJieii; 4) K4 mudpa; 5) od1acTu
+1,2,5
1,2,3
3,4,5
1,3,5
VI3 mepeunc/IeHHOr0 MeTO/jaMH 3alUTHI MOTOKAa COO0IIeHHH SBIAAIOTCA: 1) Hymepanusi
CO00IIeHHIT; 2) 0TMeTKA BpeMeHH; 3) MCI0/Ib30BaHHe CIyYalHBIX uMces; 4) Hymepanusi 0,10K0B
C000IIeHHIi; 5) KOMUPOBaHHeE MOTOKA COO0IeHUI
+1,2,3
3,4,5
1,3,5
2,4
M3 nepeunc/ieHHOT0 Ha CeTeBOM YPOBHe peKOMeHAyeTcsi NpuMeHeHHe yciayr: 1)
ujaeHTH(UKANNY; 2) KOHQUAeHIMATbHOCTH; 3) KOHTPoIA Tpaduka; 4) KOHTPO/IA AOCTyIa; 5)
He/JIOCTHOCTH; 6) ayTeHTH(DUKALUK
+2,4,5,6
1,2,3
4,5, 6
2,4,6
/I3 nmepeunc/IeHHOr0 Ha TPAHCIIOPTHOM YPOBHe pPeKOMeHJyeTcsi IpuMeHeHHe ycayr: 1)
ujeHTuGUKanuy; 2) KOH(UAeHIHA/ILHOCTH; 3) KOHTPosA Tpaduka; 4) KOHTPOJIsS JOCTyna; 5)
11eJIOCTHOCTH; 6) ayTeHTH(UKAILUA
+2,4,5,6
2,4,6
1,2,3
4,5, 6
/3 nepeunc/IeHHOT0 00beKTaMHM [i/isi MOHUTOpPa 0o0paleHni ABAAKTCA: 1) TepMUHA/IbBI;
2) nporpammsl; 3) ¢ainbl; 4) 3aganus; 5) nopTel; 6) ycrpoucrBa
+2,3,4,6
1,2,3,4
1,3,5
2,4,6
M3 mnepeunc/ieHHOro TMOACHCTeMa YIpaB/jieHUsA KpunrorpaguueckumM K/I4YaMu
CTPYKTYPHO COCTOMT u3: 1) IjeHTpa pacmpeje/ieHUsi K/Hued; 2) NMporpaMMHO-anmnapaTHbIX
CpeAcTB; 3) Mo/iCUCTeMbI reHepaljuy K/iouei; 4) moAcucTeMsbl 3alMThI K/II0Uel
+1,2
3,4
1,3
2,4
M3 nepeunciieHHoro mnosb3oBaten CYB]l pa3ouBaroTca Ha KaTreropuu: 1) CHCTeMHBIH
aJMHUHUCTPATOP; 2) CeTEeBOM aJMHUHUCTPATOP; 3) aJMHHUCTPATOpP cepBepa 0a3 AaHHBIX; 4)
aJMHUHHUCTpaTOp 0a3bl AaHHBIX; 5) KOHEYHbIe N0/Ib30BaTe/H; 6) rpynmnoBbie Mo/JIb30BaTe/ U
+3,4,5
1,3,6
1,2,5
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4,5, 6
N3 nepeunciennoro npuBwiernd B CYBJ/l moryr mnepepaBarbcesi: 1) cy0bekTam; 2)
rpymmnam; 3) possivM; 4) o6beKTam; 5) mporeccam
+1,2,3
3,4,5
1,3,5
2,4,5
N3 nepeunciednoro npuswiernu CYB/]| nojgpa3jensoTcs Ha Kareropuu: 1) urenus; 2)
0e3omacHocty; 3) focryna; 4) THpaXUPOBAHUA
+2,3
1,2
3,4
1,4
M3 nepeunc/IeHHOT0 MPUBUW/IErHsIMU 0e30MacHOCTH ABJAIOTCA: 1) security; operator; 2)
create trace; 3) createdb; 4) operator; 5) trace
+1,3,4,5
1,2,3,5
2,4,5
1,2,4
M3 mnepeunc/ieHHOro cucreMa OpaHgMay’pa MoxeT ObiTh: 1) penuTopom; 2)
mapmpytusaropom; 3) I1IK; 4) xocrom; 5) pecuBepom
+2,3,4
1,2,3
3,4,5
1,4,5
/3 mepeunc/IeHHOT0 CHCTeMa 3alUThI 3JIEKTPOHHOH MOUTHI A0/DKHA: 1) ofecneunBaTh
BCe yuIyru Oe3omacHocTd; 2) obecnmeuwBaTh ayAuT; 3) MOAJEP)XHUBATh PadoTy TOIBKO C
muner3uoHHsiM I10; 4) moaaep)KuBaTh padoOTy C MOUYTOBBIMH K/IMEHTaMHu; 5) ObITh KpoOCC-
miar@opMeHHOU
+1,4,5
2,3,4
1,2,3
1,3,5
M3 mnepeunc/IeHHOT0 COCTAB/JAAKIUMH HWHGPOPMALMOHHOW 0a3bl /Il  MOHHUTOPA
oOpaieHuii ABAAOTCA: 1) BUABI AocTyna; 2) mporpammebl; 3) ¢aiiibl; 4) 3aaHus; 5) NOpThI; 6)
¢opma gonmycka
+1,6
2,3
4,5
2,4
I3 nepeunc/IeHHOT0 Cy0'beKTaMH /i/Isi MOHMTOPA 00palleHUi ABJSIOTCA: 1) TepMHUHAIBI;
2) nporpammsbl; 3) daiinbl; 4) 3aganusi; 5) nopTel; 6) yerpoiicrBa
+1,2,5
1,2,3
4,5, 6
2,3,5
VI3 nepeuncJIeHHOr0 TUNAaMH yCIyr ayreHTUuuKkanum saBiaswTcsa: 1) upenrudukanus; 2)
AOCTOBEPHOCTb TPOUCXO0XAEHHUS [JaHHBIX; 3) /JOCTOBEPHOCTh O0BEKTOB KOMMYHHKaLHHU; 4)
NMPHYACTHOCTD;
+2,3
1,4

b

1,2
3,4
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M3 nepeuncieHHoro nudpoBasi MOANUCH HCHOIB3YyeTcA AasA obecrmeueHusi yoryr: 1)
ayTeHTU(UKALMU; 2) LeJIOCTHOCTH; 3) KOHTPOJIS AOCTYyNa; 4) KOHTPO/isi TpaduKa
+1,2
3,4
1,3
2,4
M3 mnepeuyuc/IeHHOro 3/1eKTPOHHAsA MOUYTAa COCTOMT Hu3: 1) 3/1eKTPOHHOro K/wua; 2)
PacIIMpPeHHOr0 Co/iepXaHus NMHCbMa; 3) KPaTKOro cojiep)kaHus nmucbMma; 4) Tera mucbMma; 5)
NPpHUKpeIvIeHHbIX (hailioB
+3,4,5
1,2,3
1,4,5
2,3,4
N3 nepeuncieHHoro spo 0ezonacHoctd OC BbIje/isieT TUNBI MOJTHOMOUMi: 1) sapa; 2)
nepugepuHHBIX YCTPOICTB; 3) moAcucTeM; 4) nojib3oBareien
+1,3
2,3
1,2
3,4
N3 nmepeurc/ieHHOro, ¢ TOUKHM 3peHHs mojib3oBarenss CYDB]l, oCHOBHbIMU CpeACTBaMH
NMOAJiep)KaHUsA IeJIOCTHOCTH [JaHHbIX SIBJAAKTCA: 1) HOpMaTuBbI; 2) oOrpaHuYeHusi; 3)
CTaHAAPTHI; 4) MpaBU/Ia
+2,4
1,2
3,4
1,3
N3 nepeunc/ieHHOro: 1) aAMMHUCTPATOPHI; 2) Mosib3oBaTe/u; 3) 3afiaHus; 4) TepMUHAJIbI;
5) mporpammbl; 6) daiibl - Mojelb TMOJTUTHKH Oe3omacHoctH Apjent-50 paccMaTpuBaer
CleAyolye rpynmnsl 6e30macHoOCTH
+2,3,4,6
1,2,3,4
3,4,5,6
1,2,5,6
N3 mnepeuncieHHoro: 1) aHa/M3 MOTEHLUAJTbHOIO 3J/I0yMBIIVIEHHUKA; 2) OI[eHKa
BO3MO)XXHBIX 3aTpar; 3) ojeHKa BO3MO)XHbIX N0TePb; 4) aHa/IU3 MOTeHUA/IbHBIX YIPo3 - MpoLecc
aHa/IM3a PUCKOB NMPH pa3padoTKe cucreMbl 3amuThl IC BK/IOUaeT
+3,4
1,2
1,3
2,4
N3 nepeuuncieHHoro: 1) 3aHWKeHHe YPOBHSI CeKPeTHOCTH; 2) 3aBblllleHHe YPOBHA
cekpeTHOocTH; 3) 3amuch Bolenyw; 4) JIMIIHAA 3aluch; 5) YyjAa/leHHasa 3amnucb; 6)
NpHUBH/IErHPOBaHHbIE CY0beKThI - MpodieMamu Mojenu besta-JIallagyna siBasiloTCsA
+2,3,56
1,2,3,4
4,5, 6
2,3,4
3 nepeuncieHHoro: 1) uaeHTudukanus U ayreHTU(UKaLMA; 2) perucrpanus u y4det; 3)
HeNnpepbIBHOCTh 3alUThI; 4) MOMUTHKA 0e3omacHocTH - corjiacHO "OpamxkeBoll KHure"
Tpe0OBaHUSIMH B 00/1aCTH ayiUTa SB/ISIOTCS
+1,2
3,4
1,3
2,4
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N3 nepeuncieHHbIX TUNOB: 1) mepexBaTyuku; 2) uMMTaTopbl; 3) HaOmoparenu; 4)
(unbTPEI; 5) 3aMeCTUTe/IH - BCe K/IaBUAaTypPHBbIe IIMHOHbI e/ITCA Ha
+2,4,5
1,2,3,5
2,3,4
1,3,4
I3 nepeuncieHHbIX Tpe0oBaHuUI: 1) pe3epBHOe KonmHpoBaHHUe; 2) ayreHTH(UKanus; 3)
Heo0X0/JUMOCTh 3aNMCH BCeX /BI)KeHUH 3alUIaeMbIX JaHHbIX; 4) HAKOIUIeHHe CTaTHCTHKH -
NpH pa3padoTKe NPOTOKO/IMPOBAHHUS B CUCTeMe 3al{UThI YUUTHIBAIOTCS
+3,4
1,2
2,3
1,4
M3 nmepeunc/ieHHBIX YpOBHeH 0Oe3omacHocTu: 1) 0a3oBblii; 2) HU3KUM; 3) cpeaHuii; 4)
CTaH/JapTHbBIN; 5) BBICOKHH - B "EBpONeNcKHUX KpUTepuax' omnpepeneHbl
+1,3,5
1,2,5
2,3,4
2,3,5
Kak mnpejoTBpaiieHHMe HeaBTOPM30BAaHHOI0 HCIIO/Ib30BAHUSI PeCypCcoB ompe/eseHa
ycayra 3alyThbl
+ KOHTPOJIb JOCTYIIa
LIeJIOCTHOCTD
ayTeHTUUKALUS
TIPUYaCTHOCTb
MapmpyTu3agMa M ynpaBjeHHWe — NOTOKaMHM  JaHHBIX  pea/M3ylTcd  Ha
YPOBHe MO/ie/IM B3aUMO/IeHCTBHS OTKPBITBIX CHCTEM

+ ceTeBOM
TPaHCIIOPTHOM
dbu3rueckom
KaHa/IbHOM
Mopenn noMUMTHKHA 0€30MacHOCTH HAa OCHOBe aHa/iM3a yYrpo3 CHCTeMe HCCIefyIoT
BEePOSATHOCTH MPEe0/i0/IeHUsI CUCTEeMbI 3alUThI
+ 3a orpeneseHHOe BpeMs
(bMKCHMPOBaHHBIM PeCypCcoM
OrpaHWYeHHOU KOMIIeTeHL[el 3/I0yMbILIEeHHUKA
(bMKCHMpOBaHHBIMU 3aTpPaTaMU
Ha ypoBHe OC mnpoucxoguT omnpejejieHHe AONYCTUMBIX /JIf I10/1b30BaTe/is
pecypcoB OC
+ CUCTeMHOM
CeTeBOM
BHeILIHEM
TIPUJIO’KEHUH
Ha wMHoromo/ib30BaTe/ibCKMeé CHCTeMbl € uH(popManueil  OJHOr0  YpPOBHA
KOH(HAeHI[Ua/TbHOCTH corJiacHO "OpaH)KeBol KHHre'" pacCuMTaH KJjacc
+C1
B1
C2
B2
Hapexxnocts C3U onpepensiercsa
+ cambIM C/1a0BIM 3B€HOM
CaMbIM CUJIbHBIM 3BEHOM
yCpeHEeHHbIM T0Ka3aTejieM
KOJINYECTBOM OTPaK€HHBIX aTak
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HaumeHee 3aTpaTHBIM KpUNITOAHA/IM3 A/1A KpunToanropurma DES
+ repe6op 1Mo BceMy K/IHOU€BOMY IIPOCTPaHCTBY
riepe6op 10 BEIDOPOYHOMY K/TFOUEBOMY TTPOCTPAHCTBY
pasJio’KeHue Yuc/ia Ha IPOCTble MHOKUTE/IHU
pasyoykKeHWe YMcila Ha CJI0’KHbIE MHOXKUTETN
HanmeHee 3aTpaTHbIA KPUNITOAHA/IN3 JI/IA KpUNIToaaropurma RSA
+ pasJioKeHHe YMC/la Ha IPOCThle MHOXKUTE/IN
pasJio’KeHue YMc/ia Ha C/I0’KHble MHOXKUTEN
riepe6op 1Mo BEIDOPOYHOMY K/TFOUEBOMY TTPOCTPAHCTBY
nepe0Op 110 BCEMY KJ/IFOUEBOMY ITPOCTPAHCTBY
ObecneueHue B3aUMO/leHCTBUA yAa/IeHHBIX NpoLeccoB peanusyercs Ha
YPOBHe MO/ie/I1 B3aUMO/eHCTBUS OTKPBITBIX CHCTeM
+ TPaHCIIOPTHOM
KaHa/JIbHOM
CeTeBOM
CeaHCoBOM
OfecrieueHne LEI0CTHOCTH WH(OPManUMM B YCJIOBHAX CIy4aHHOr0 BO3/AeHCTBHA
u3yuaercs
+ Teopuel MOMeX0yCTOMUMBOI0 KOAUPOBaHUS
KPUITOAHATU30M
cTeraHorpagueit
KpUITTO/IOT el
O6b1uHo B CYB/] npuMeHsieTcs ynpaB/ieHHe JOCTYIIOM
+ IIpOM3BOJIbLHOE
JeKaprupyemMoe
a/IMMHUCTpPaTUBHOE
viepapxuueckoe
OneparuonHas cucrema Windows 2000 oT/iMuaeT Ka)k/|oro 1no/ib30BaTe’isi OT APYrux mno
+ ugeHTUPUKaTOPy 6e30MmacHOCTH
MapKepy A0CTyna
JleCKPUNTOPY 3allUThl
MapKepy 06e301acHOCTH
OnepanuonHas cucrema Windows NT cooTBercTByeT ypoBHI0O OpaH)XKeBOH KHUTH:
+C2
C3
C5
C4
OpraHu3anoHHbIe TPe0OBaHUSA K CHCTeMe 3aIUThI
+ a/IMMHHCTPATHBHbIE U MPOLIe/ypHbIe
amnmnaparypHble U du3uueckue
aZIMUHUCTpaTUBHbIE U arrapaTypHble
yIipaB/ieHUecKre U WeHTU(UKaLMOHHbIe
OCHOBHOM LIe/IBI0 CHCTeMbI OpaH/May3pa fIB/ISIeTCS ynpaB/ieHHe A0CTYIOM
+ K 3all{lllaeMOU CeTH
BHYTPM 3all|UlL{aeMOi CeTH
K apXuBam
K CeKpeTHOW MH(popMaLiu
OCHOBHBIM TIOJIO)KEHHEM MO/Ie/T CHUCTeMbl 0e30MacHOCTH C TOJIHBIM IepeKpbITHeM
SIBJISIETCA HA/IMUMe Ha Ka)KAOM MyTH NPOHUKHOBEHUS B CUCTEMY
+ X0Ts OBl OZJHOTO Cpe/icTBa 6€30MacHOCTH
BCeX CpeZicTB Oe30MacHOCTH
naposist
ayjuTa
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Tabnmuna 6 — Kpurepun oneHKH ¢(h)OpMHUPOBAHHOCTH KOMIIETeHIIUH

Kop v HauMeHOBaHUe WHAMKATOpa
JOCTVKeHUsT KOMITeTeHL[U!
(4acTu KOMITeTEeHLINN )

Kputepuu oLieHMBaHUsA
c(hOpMUPOBAHHOCTY KOMITeTEHLIUH
(4acTu KOMITeTEeHLINM)

COOTBETCTBYET OLIEHKE «3auTeHO»
50-100% oT MakcuMaIbHOTrO Dasiia

N -1-yx.; AHanusupyer 3azauy,
BbIZlesIsisi ee Oa30BbIe COCTABJISIOLIHE

N-2- yx.1 OcyiecTBiseT MOMCK U
KPUTHYECKUM aHa/ln3 UH(POpMaLuy,
HeoOX0IMMOM /1J1s1 pellleHus TTIOCTaB/IeHHON
3a/1auu

N-3- yx.1 [InanupyeT BO3MOKHBIE
BAapUAaHTHI PellleHUs 3a/lauu, OLleHMBast UX
JIOCTOMHCTBA U HeI0CTaTKU

N-4- yx.1 OmipenesnsieT U OLleHWBaeT
MOC/Ie/ICTBUSI BO3MO>XKHBIX PellleHUM 3aJjauu

NO-1 pkocp. YTOpaBasieT peanv3aiuen
TeXHOJIOTMYeCKOro TpoLecca Nporu3BOACTBa
MPOAYKLIUU pacTeHHeBO/CTBA

BJIaZleeT MaTepyasoM I10 TeMe, HO I0MyCKaeT
HETOYHOCTU TNpU (OPMY/IMPOBKE OCHOBHBIX
TIOHATHUH, B OCHOBHOM  TIpaBU/IBHO
aHa/M3UpyeT 3ajjauy, BblJesisisi ee Oa30BbIe
COCTaBJISIIOLLMEe; [OCTAaTOYHO S(PQPeKTUBHO
OCYLL[eCTB/IsIeT TOUCK U KPUTUYECKU aHaIu3
uHpopMaly, HeoOXOAWMOW [Jis pelleHUs
MOCTABJIEHHOM  3ajjauy; MJIaHUPYeT
BO3MOXXKHble BapWaHTbl peLIeHUsl 3aJauH,
OLleHMBasi UX J[OCTOMHCTBA WU HeJOCTaTKU;
JI0CTaTOYHO TOJHO OTpeZiesisieT U OLleHUBaeT
TOC/Ie/ICTBUSI BO3MOXKHBIX DellleHHM 3a[auH,
orpefiesisieT MCTOYHMKA MH(QOpPMaLMM Ha
OCHOBe I10CTaBJ/IeHHbIX Lie/iell [Jis pelLleHUs
5KOHOMHYECKHX 3a/ja4; He BIIOJIHEe YBePEHHO
oripefiesisieT MeToAbl cOopa, 00paboTKu
uHpopMaly, crocobbl W BUf  ee
TIpe/iCTaB/IeHUS; pa3pabatbiBaeT
MepOIpUSITUS 1o peanv3aru
TeXHOJIOTMYeCKOro Mporecca MpOU3BO/CTBA
NPOAYKLMM  pacTeHUeBO/CTBa, MOJKET
JIOMyCKaTb HETOYHOCTU NP MX MPOBEJEHUH,
YTO He OKasblBaeT CYLECTBEHHOTO BJIMSHUS
Ha OOmuii ypoBeHb C(HOPMUPOBAHHOCTH
KOMIeTEeHIUH.

1. OIIPEJE/IEHUE PE3YJ/IbTATA
MMPOMEXYTOUYHOM ATTECTALIUA
dopma NpoMeXXyTOUHOM aTTeCcTalyu 10 JUCLUTIIMHE 3K3AMEH.

OLEHOUYHBIE MATEPUAJIBI 1 CPEJCTBA [JIA ITPOBEPKU
CP®OPMUPOBAHHOCTU KOMITETEHLIN

YK-1. CnocobeH oCyliecTB/IATH

MOMCK,

KpI/ITI/I‘IECKIrIﬁ dHA/IN3 H

I/IH(l)OpMaI.[I/IIrI, IIPUMEHATH CHCTeMHBIN IMOAXO0A NJifl pellieHUA IO0CTdB/IEHHBIX 3d/1a1

Bbi6epume o0uH npasu/ibHbIU apuaHm omeema:
1. Boripoch! cepTuduKanyu U JTMLEeH3MPOBaHUsA Cpe/cTB obecrieueHusi HHGOPMALOHHOM

Ge3somacHocTH B Poccum paccMaTpuBaer:

+®eaepanbHasi C/1y)KOa 10 TeEXHUYECKOMY U 3KCITIOPTHOMY KOHTpOJIt0 1ipu [1pe3useHTe PO
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denepanbHast ciykba 6e3omacHocTy Poccuiickoit depeparyu

Cay>k0a BHellTHel pa3Beiku Poccuiickoit degepariyu

2. 3amuTa uHopManuu — 3TO ...

KOMIIJIEKC MepOTIPUSITUM, HallpaB/IeHHbIX Ha obecrieueHre WHGOPMAIIMOHHOM 6€30MacHOCTH

COBOKYITHOCTb MeTO/IOB, CPeZICTB U Mep, HarpaB/ieHHbIX Ha obecrieueHre MH(OPMALMOHHON
Oe3omacHoCTH 0O0IIeCTBa, TOCYZapCTBa M JIMUHOCTA BO BCEX O00/ACTSIX WX JKM3HEHHO Ba)KHBIX
WHTEepecoB

KOMIUIEKC MEPOIIPUSATHH, TIPOBOJUMBIX COOCTBEHHUKOM WH(OPMAILUH, TI0 OTPaXKJeHUI0 CBOUX
rpaB Ha BJ/ajleHWe M pacropsbkeHWe HHQoOpMallveld, CO3/[aHUI0 YCJIOBUM, OrpPaHUUMBAIOIIUX ee
pacrpocTpaHeHre M HWCK/IIYAIOIIUX WM CYI[eCTBeHHO 3aTPYAHSIIOINIUX HeCaHKLMOHUPOBaHHbIM,
He3aKOHHBIM I0CTYII K 3aceKpeueHHOM uHMopMaliy 1 ee HOCUTeJISIM

+BCe orpepeeHns1 KOPPEKTHbI

/latime pazeepHymbili omeem Ha 80Nnpoc.

1. B ubeM BeJjeHHMH HAXOJAATCA BONPOCHI cepTUPUKALUM U JIMI[EH3UPOBAHUA CPEeACTB
o0ecnieyeHusi HHGOPMaLIMOHHOM Oe30macHocTH B Poccun? paccMaTpuBaer:

IIpaBU/IBHBINA OTBET:

Bonpockl cepTuduKalMyd W ULEH3UPOBaHUS CPeJACTB obecrieueHrsi HHGOPMALIMOHHOM
6e3omacHoctr B Poccuu paccmatpuBaer PDeziepasibHasi Cly)k0a MO TEXHUUYECKOMY M 3KCIIOPTHOMY
KOHTpo.t0 nipu [1pe3vente PO.

2. IloHATHE MO/IMTUKH 0€30MaCHOCTH.

ITpaBU/IbHBIN OTBET:

[MTosmuTriKa 6€30MacHOCTH 3TO COBOKYITHOCTh JJOKYMEHTHPOBAHHBIX YIIpaBJIeHUYECKUX PellleHUH,
HarpaBJ/IeHHBIX Ha 3allUTy UH(OPMAaLIMK U aCCOLIMMPOBAHHBIX C HEM pecypCoB.

3. Hapywmenuss wuH(popManMoHHOW 0€30MaCHOCTH, 3a KOTOPbIe He MNpPeJyCMOTPEeHa
yro/IoBHasi 0TBeTCTBEHHOCTb.

ITpaBU/IbHBIN OTBET:

YronoBHeli Kozekc P® He mpeaycMaTpuBaeT Hakas3aHWs 3a +BeleHWe JIMYHOU
KOPPECIIOH/IeHI[UH Ha TIPOM3BOZICTBEHHON TexXHUUeCKou Oa3e; +HapyllleHWe TpaBUI 3KCIUTyaTalydd
MH(OPMAaLIMOHHBIX CUCTEM.

4. TToHATHE JOKyMEHTHPOBAaHHOU HH(oOpMaIum.

I[IpaBu/IBHBIA OTBET:

[okymeHTHMpOBaHHOM uWHGOpMalyeli Ha3blBalOT UH(OpPMaLUIO, 3aUKCUPOBAaHHYHO Ha
MarepuajbHOM HOCUTeJe TIyTeM JOKYMEeHTUPOBaHUS, C PeKBU3UTAMM, MO3BOJISIOIIUMU OMpeeuTh
TaKyro MH(OPMaLMIO UK B YCTAHOBIEHHBIX 3aKOHO/|aTeIbcTBOM Poccuiickoii Peziepaliuu ciydasx ee
MarepuabHbI HOCUTE/Tb.

5. CopepxaHHe ¥ CTPYKTypa 3aKOHO/aTeJIbCTBAa B o00yiacTd WH(pOPMaLMOHHOU
0e3omacHoCcTH

I[IpaBu/IBHBIA OTBET:

CopepkaHvie W CTPYKTypa 3aKOHOZATe/NbLCTBA B 00slacTv MHMOPMAI[MOHHOW 0e301acHOCTH
BK/TIFOUaeT C/e/lyrollie HOpMaTUBHO-TIpaBoBble akThl: KoHcTUuTylus Poccuiickoli ®enepaiiuy, YKasbl
[Tpesugenta Poccuiickon ®@enepaumu, [log3akonnblie akTel [IpaBuTtenscTtBa Poccuiickont ®enepanuu,
®epepasibHbIe 3aKOHbI, KozeKChI.

6. ITpeaMer mNpaBoOBOro pery/JMpoBaHHs B o0siactd uHopmaruu, WHEGOPMALMOHHBIX

TEeXHOJ/IOTUH M 3aIMThI HH(pOpMaIuH.

IlpaBU/ILHBIN OTBeET:
[TpeameToM MpPaBOBOTO peryaupoBaHus B 001acTy nHGopMaliy, HHGOPMALIMOHHBIX TeXHOJIOTHI

Y 3allYThl MH(QOPMAaLMK SIBJISIOTCS OTHOLLEHUS, BO3HUKAIOIIMe TMPY OCYLIeCTBAEHHWH MpaBa Ha MOMCK,
MoJiyueHve, Tmepefady, TMPOM3BOACTBO UM  paclpoCTpaHeHWe WH(OpMalUM; [pyd TPUMEHeHUU
MH(OPMAIMOHHBIX TeXHOJIOTHH; ITpY 00ecrieueHnH 3aliUThl THPOPMALHH.
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7. Yc/10BuUS AeHCTBUTE/TbHOCTH 3/1eKTPOHHOM 1 (pPOBOii MOJMHCH.
IIpaBH/IbHBIN OTBeET:

OnekTpoHHasi UGPOBasi MOAMUCH B 37IeKTPOHHOM /I0KyMeHTe paBHO3HauHa COOCTBEHHOPYUHOU
MOJITUCA B [JOKYMEHTe Ha OyMaKHOM HOCHUTe/le TIPU OJHOBPEMEHHOM COOJIIO/IEeHUU CJIeAYIOIINX
yCJIOBUM: cepTHU(UKAT K/Iro4a TOANMCH, OTHOCSILMWCS K 3TOM 37eKTPOHHOW I[M(MPOBOM TOAMMUCH, He
yTpaTu/ CUjy (AelCTByeT) HAa MOMEHT TIPOBEPKU WM/ Ha MOMEHT MO/IMCaHUs 3/IeKTPOHHOTO JOKyMeHTa
MpU HaJWuuM [|0Ka3aTelbCTB, OIpeAe/sIOMX MOMEHT TMOAMNUCAHUS; TOATBEp)KJeHa MOAJUHHOCTD
3/IeKTPOHHON 1[U(GPOBOM TMOANMCU B 3/IEKTPOHHOM [IOKYMeHTe; 3/ieKTpOHHasi IudpoBasi MOAMUCH
WCIT0/Ib3YEeTCSsI B COOTBETCTBUM CO CBE/IeHHSIMU, YKa3aHHbIMU B CePTU(UKaTe K/Itoua MO/ITUCH.

8. IlepeueHb BH/OB [eATEJILHOCTH B 00/1aCTH 3alUUTHI WH(pOPManMH, Ha KOTOpbIe
Heo0XouMa JIMIeH3Hs.

IIpaBU/IbHBIA OTBET:

K Buzam JestenbHOCTM B 06/7acTH 3alMThl WH(POPMALIMK, Ha KOTODbIe BBIJAIOTCS JIML[EH3WH,
onpenesned IlocraHoBnenuem IlpaButensctBa P® — “O /MLeH3UpPOBaHWU OT[E/bHBIX BUJOB
JesitelbHOCTH” OT 24.12.94 Ne1418, B 4aCTHOCTH, OTHOCUTCS pa3paboTKa, ITPOM3BO/CTBO, Pean3alys 1
CepBUCHOe 00CTy)KMBaHHe: IHU(POBAbHBIX CPEJCTB; 3alIUIIEHHBIX CHUCTEM TeJIeKOMMYHUKAIHA;
MPOrpaMMHBIX CPEeJCTB; CreluanbHbIX TeXHWYECKUX CPeJCTB 3allliThl WMHGOpMalWK; TMOATOTOBKA U
reperno/roToBKa Ka/ipoB.

IIKoc-2. CmnocobeH ynpaB/isTh peaju3aneil TEXHO/JIOTHYECKOr0 TMporecca MPOU3BOACTBA
NPOAYKLUM PacTeHHUeBo/|CTBa

Bbi6epume o0uH npasu/ibHbIU éapuaHm omeema:
1. CepTuduxkaum mojjexar:
+cpezcTBa KpUrrorpaduyeckoit 3aiiyuThl THPOpMaLuy;
Cpe/JCTBa BbISIB/IEHUS 3aK/Ia[JHbIX YCTPOMCTB U MPOTrPAMMHBIX 3aK/1a/I0K;
3alyIIeHHbIe TeXHUUeCKre CpeicTBa 00paboTku nH(opMaLy;
3alluIlleHHble UHPOPMAaLIMOHHbIE CUCTEMbI M KOMI/IEKCHI TeJIeKOMMYHHKALW;
2. Yro npeacraBisier co0oii [{lokTpruHa HHGopMaIuoHHOH Oe3onacHocTy PD?
HopMaTtuBHO-1paBOBOM aKT, yCTaHAB/IMBAIOIWI OTBETCTBEHHOCTD 3a ITPABOHAPYIIEHUS B
cdepe nHOpMaIMOHHON 6€30T1aCHOCTH;
deneparbHBIN 3aKOH, PErY/IMPYIOLIUIA TTPaBOOTHOIIIeHUs B 00/1acTH MH(MOPMALIMOHHOMN
0e30I1acHOCTH;
1]esieBasi IporpaMMa pa3BUTHSI CUCTeMbI HH(OpMaI[oHHOW 6e30macHoCTH PO,
TipeZiCTaB/IsiFOIasi COOOM TIOC/Ie/I0BaTe/IbHOCTh CTaJUI U 3TAllOB;
+COBOKYITHOCTb O(MILMa/bHbIX B3TJ/ISIZIOB Ha 1|e/Y, 3a/jlaud, MPUHLUITbI U OCHOBHbIE
HarpaB/eHus: obecrieyeHrs MHPopMaLMoHHOU 6e3ornacHocTH Poccutickoit Pesepaiyu.

/latime pazeepHymbiii omeem Ha eonpoc.
1. ITonsTne uaenTupukanmu.

IIpaBU/IBHBIN OTBET:

Wpentudukaus 3To NMpUCBOeHHWe CyObeKTaM M 00beKTaM [O0CTyra YHMKa/JbHOTO HOMepa,
umdpa, KoAa v T.M. C LieJbI0 MOoTyUeHus J0CTymna K UH(pOopMaLiiu.

2. ITonsiTne 6e3onmacHOCTH HHOPMaLMH
IlpaBU/ILHBIN OTBeET:

be3onacHocTh WH(OpPMaLMM 3TO CTelNeHb 3alUILeHHOCTH WH(GOpMalMd OT HeraTMBHOIO

BO3/Ie/ICTBUSI HA Heé C TOUKW 3peHus] HapylleHUs eé (U3MUYeCcKOH M JIOTMUeCKOW 11eJIOCTHOCTH WU
HeCaHKLMOHUPOBAaHHOTO HCI0/Ib30BaHUS.
3. IToHsATHE 3/IEKTPOHHOU MO/NIMCH

IIpaBU/IbHBIN OTBeET:
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O/eKTPOHHOW TOJMNMCHI0 Ha3bIBaeTCsl INPUCOeJUHsSeMOe K TEeKCTy ero KpHumTorpaduueckoe
npeobpa3oBaHre, KOTOpOe I03BOJISIeT TPU TOJydeHUHd TeKCTa APYTUM I10JIb30BaTesieM TPOBePUTh
aBTOPCTBO U TIOA/TMHHOCTB COOOIIeHHSI.

4. YripaB/1eHHeM PHUCKOM 3T0 —

IIpaBH/IbHBIN OTBeET:

YripaBneHrueM pUCKOM Ha3bIBaeTCsl IPOLeCC OIpefie/ieHHs] pUcKa, TIPUMeHeHUs1 CPeZiCTB 3alliUThl
JI/IS1 COKpALLleHUs pUCKa C MOoC/IeyOLIUM OrpeZieieHieM IpreM/IeMOCTHA OCTaTOYHOTO PUCKa.

5. [ToHsiITHEe MPOrPaMMHOM 3aK/1a/JKH

IIpaBU/IbHBIA OTBeET:

[IporpaMMHBIMH = 3aK/aJKaMU HasblBalOTCs IpeJiHaMepeHHble Je(eKTbl, BHECeHHble B
NporpamMMHble CpefCTBa [i/is Lie/leHalpaB/AeHHOr0 CKPBITOTO BO3JeMCTBHS Ha HH(OpMaLOHHbIE
CUCTeMBbl. 3alura OT IIPpOrpaMMHBIX  3aK/IaZ0K obecrieunBaeTcsl  armapaTHbIM — MOJYJIEM,
yCTaHaB/IMBaeMbIM Ha CUCTeMHYIO 1IuHY [1K.

6. Knaccudukanus cpeacTB 3alUThl HH(OPMaIUH.
IIpaBH/IbHBIN OTBeET:

CorylacHo "EBpomnelcKuM KpuTepusiM' 6e3011acCHOCTb MOXKET CUMTAThCS BBICOKOM, CpeJHel H
0a3oBoii. BbicoKass MoOKeT ObITb TIpeojjojieHa TOJIBKO TOCYAapCTBEHHOM CreLcTyK0oi, cpepaHsis
criocobHa TMPOTHMBOCTOSATH KOPIOPAaTUBHOMY 3/I0YMBIIIEHHHKY, 0a30Bas criocobHa MPOTHBOCTOSITH
OTJie/IbHbIM aTaKaMm.

7. IloHsiTe ayTeHTU(PUKALIUU.

IIpaBH/IbHBIN OTBeET:

AyTteHTH(UKaIMs 3TO TIPOBepPKa TMOAJMHHOCTU TI0/Ib30BaTe/si M0 TMpeAbsB/IeHHOMY UM
WaeHTUPUKaTOpy. AyTeHTU(UKALMsl WCIONb3YeTCsl Ha YPOBHSX CeTeBOM, TPAHCIIOPTHOM U
TIPUK/IaZIJHOM YPOBHSIX.

8. IlousaTHe U Knaccuukalus OpangmMayspa.
IIpaBU/IbHBIN OTBET:

BpaHaMay3poM Ha3bIBaeTCsi CUCTeMa, TI03BOJISIONIAs Pa3/le/IuTh CeTh Ha /[Be Win Oojiee yacTeit
Y peasr30BaTh HAbOp TpaBHWJI, OTIPeJe/SIONMX YCIOBUSI TPOXOXKIAEHHUSI MAKETOB W3 OAHOM 4acTh B
Ipyryto. BpaHgmayspbl MepBOro TMOKOJeHWs TMpeJCTaB/IsIM MaplipyTU3aTopbl C GuabTpalue
rakeToB, OpaHJMay3pbl BTOPOTO ITOKOJIEHHS TIPeZCTaB/Isyid CO0O0M '"yIoJHOMOUYEHHbIE CepBephI',
OpaHIMays3pbl TPEThEro IOKOJIEHUsI UCIOJB3YIOT it (GUIbTPAl[M CrieldaJbHble MHOTOYPOBHEBbIE
MeTO/Ibl aHa/IM3a COCTOSIHUS TaKeTOB.

Tabnuna 7 — Kputepuu onieHKH ¢()OpPMHUPOBAHHOCTH KOMITETeHIIUH

Kpurepuu oLieHrBaHUsA

Kop v HauMeHOBaHUe MHAMKATOpa c(hOpMHUPOBAHHOCTU KOMITETEHLIUU
IOCTWKeHUsS KOMITeTeHITUUN (4acTy KOMITeTEHIIMM)
(uacTy KOMITeTEeHLINN ) COOTBETCTBYET OLIEHKe «3auTeHO»
50-100% oT MakCHUMa/ILHOro Oasia
N-1-yx.; AHamv3supyeT 3ajauy, BJ/laJleeT MaTepuasiom I0 TeMe, HO [JOIyCKaeT
BbIZIeJIsIst ee Da30BbIe COCTABJISIOIIUE HETOYHOCTH MpH (HOPMYIUPOBKE OCHOBHBIX

TIOHSTUM, B OCHOBHOM  MPaBUIbHO
aHa/M3UpyeT 3ajauy, Bbljesisisi ee Oa30Bble
COCTaBJISIFOLLME; [IOCTAaTOYHO S(PQPEKTUBHO
OCYILIeCTBJISIET TTOMCK U KDUTUUECKUW aHaJn3

N-2- yx.1 Ocy1ecTB/iseT IMOUCK U
KpUTHUUECKUI aHamu3 UHGOpMaIiuu,
HeoOX0IUMOM /1J1s1 pellleHus TTIOCTaB/IeHHON

3aiaqun UH(POPMALK, HeO0OXOAUMON I peleHHs
WU[-3- yk. [L1anupyer BO3MOXKHbIE TMOCTAaB/IeHHON  3a/jau; T/ITaHMpYeT
BapHUaHThI PeLlIeHHs 3a/|auy, OLleHUBast UX BO3MOXKHBIe BAapMaHTHI peIIeHHs 3a/jauM,

Ol€éHKMBdA HMX OOCTOMHCTBA M HEIOOCTATKH,
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JIOCTOMHCTBA U HeJJOCTaTKU
N-4- yx., OmipegesnsieT U OLleHWBaeT
MOC/Ie/ICTBUSI BO3MOXKHBIX PellleHUH 3aJjauu
NO-1 qkocp. YTIpaBseT peanusanuen
TeXHOJIOTUYeCKOro mporjecca rnpor3BO/CTBa
MPOAYKLIUU pacTeHHeBO/CTBa

JOCTAaTOUHO TTOJTHO OTIPeZiesisieT W OL[eHUBAeT
TIOC/Ie[ICTBUSI BO3MOXKHBIX DeIlleHHH 3a/jaum,
oripefiesisieT WCTOUHWKW WH(OpMAIMK Ha
OCHOBe TIOCTaBJIEHHBIX LieJield /ISl pelieHust
5KOHOMHYECKHX 3a/]au; He BIIOJIHE YBEPEHHO
oripefienisieT MeToAbl cOopa, 00pabOTKM
WHpOpMAIK,  CIIOCOObI W BUZ  ee
TIpe/ICTaB/IeHUS; pa3pabaThiBaeT
MEepOTIPUSTHS 1o peanu3aruu
TEXHOJIOTUYEeCKOT0 TIporiecca MpOU3BO/CTBA
NMPOJAYKIMM  pPAacTeHHUEBOZACTBA,  MOJXKET
JIOTyCKaTh HETOUHOCTH TPU UX TIPOBE/IeHHH,
YTO He OKAa3bIBaeT CYIIeCTBEHHOTO BJIMSTHUS
Ha OOIUi ypoBeHb C(HOPMHPOBAHHOCTH
KOMITeTeHLIUH.

Jlono/iHUTe/IbHbIEe KOHTPO/IbHbIE HCIIBITAaHUA
JUIsl CTYZIeHTOB, HabpaBiux MeHee 50 6anoB (B cootBeTcTBUM C [TosoxkeHrnem «O MOAy/TBHO-
PEUTUHIOBOM cuUcTeMe»), (POPMUDYIOTCS U3 UMC/Ia OLIEHOYHBIX CPeJCTB IO TeMaM, KOTOpble He
OCBOEHBI CTY/I€HTOM.
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