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INacnopT oH/a OLIeHOUHBIX CPe/iCTB

Tabnwia 1
OrieHOYHBIE
Mogaynb dopmHpyeMble KOMIETEeHLIUN
MaTepuabl U KonuuecTBo
JVCLIUTITHEI WA X YaCTH
cpefcTBa

OcCHOBBI
MH(OPMaLIMOHHOM Onpoc 15

pmal TectupoBaHue 28
6e3omacHoOCTH
KonuenryanbHble VK-1. Crniocoben Ompoc 75
OCHOBBI 3aIlUThI OCYILIECTBIISITh MOUCK

H i . > | TectupoBaHue 60

vH(bopMaLur KPUTHYECKUH aHalIU3 M CHUHTE3
HopmaTuBHoO- uHpopManuy, NPUMEHATD
TIpaBOBble AaCIEeKThl | CUCTEMHBIN MOJIXO0/1 ISt
MHGOPMALIMOHHOM | pElICHUs IOCTABIEHHBIX 3a71a4 | Ornpoc 20
6esomacHoct U | [IKoc-5. CrocobeH mipoBoauth | TecTHpoBaHue 35
3aLUThI OLIEHKY BJMSIHUSI DUCKOB Ha
vH(bopMaLr Lle/I, KJIIOUeBble IIOKa3aTesu
Opranu3aiusi 5¢deKTUBHOCTM U  pelleHus,
CUCTEMBbl  3allUTHI | IPMHHMaeMble B OpraHU3alusaX Ornpoc 25
vH(popMaLUu B na3
MH(OpPMaLIMOHHBIX TectupoBaHue 145
cucTemMax




1 OOEHOYHbIE MATEPHUAJIbI, HEOBXO/MUMBIE /I/IS1 OOEHKHN
3HAHUI, YMEHUI 11 HABBIKOB JEATE/TbHOCTH B IIPOIIECCE

OCBOEHMA JUCIHUIIJINHBI

Tabnurja 2 — dopmMupyemMbie KOMITeTEHLIN

Kop v HauMeHOBaHMe
KOMITeTeHLUU

Kox ¥ HavMeHOBaHMe WHAMKAaTOpa [JOCTKEHHS
KOMITeTeHI[UH (4aCTU KOMITeTEeHLIUN)

O1jeHOUHbIe
MaTrepuasbl

" CpeacTBd

YK-1. CriocobeH
OCYIIIeCTB/ISATh
KPUTHUECKUM aHaIu3 M
CHHTe3  MH(OPMALWH,
[IPUMEHSATh CUCTEMHbII

TIOUCK,

TOAXOA, /sl pelleHust
MOCTaB/IeHHBIX 3a/lau

ITKoc-5. Criocoben
TTPOBO/IUTH OLIEHKY
B/MSIHUS ~ PUCKOB  Ha
L[eJTH, K/THOUEBbIe
T0Ka3aTe/u

3¢ deKTUBHOCTH u
pelleHus,
MIPUHUMAaeMbIe B
OpraHu3alusax

Mopayns 1
OcHoBbI MH(MOPMAI[MOHHOM 6e301acHOCTH

N O-1yk1 AHanu3upyer 3aiauy, Bbljessis ee
0a30BbIe COCTABJISIOIIHE

N-2yk.1 OcyiecTBisieT MOUCK U KPUTUYECKUM
aHa/M3 UHGopMaIruK, HeoOX0JUMOM JJIsT peleHus
TOCTaB/I€HHOM 3aJjauu

N-3yk-1 [TnaHupyeT BO3MO>KHbIE BapUAHThI
pelleHust 3a/jauM, OLleHWBasi UX JOCTOMHCTBA U
HeJJ0CTaTKU

N-4yk1 OrnpepensieT U OLeHMBAeT MOC/IeACTBUSA
BO3MOXHBIX pELHeHI/Iﬁ 3aJa4uu

WO-1-mkoc.s Pa3pabaTbiBaeT  MepONpPUATHS
BO3/IefiCTBUIO Ha PUCK B pa3pese OT/e/IbHbIX BHU/0B

NO-2-nkoc-s [IpOBOAUT 3KOHOMHUUECKYHO OLIEHKY
MepOTPUSITUM 10 BO3/IeMCTBUIO HAa PUCK

1o

Ornpoc
TecTtrpoBaHue

Mogpyas 2
KoH1entyanbHble OCHOBBI 3alUThl MHGQOpMaLUU

N[-1yk-1 AHanmusupyeT 3azjauy, Bblfesiss ee
0a30BbIe COCTAB/ISIOIHE

N-2yk.1 OcyliiecTBasieT MOUCK U KPUTHUYECKUI
aHa/IM3 UHPOpPMaLUH, HeoOXOAUMOM JIs PelleHust
MOCTaB/IEHHOM 3a/lauu

N -3yk-1 ITnanupyeT BO3MOKHbIE BApUAHThI
pelleHus 3a/jauk, OLIeHWBasi X JOCTOMHCTBA U
HeJ0CTaTKu

N-4yx.1 OnpenensieT M OLEHWBAaeT MOCIEACTBUS
BO3MOJKHBIX pellleHU 3a/jauun

W-1-pkecs Pa3pabaThbiBaeT  MepOIPUATHS
BO3/IeliCTBUIO HAa PUCK B pa3pe3e OT/e/IbHbIX BHU/OB

NO-2-nkoe-s [IpOBOAUT 3KOHOMUUECKYIO OLIeHKY
MepONPUSTUN MO BO3/IeCTBUIO HAa PUCK

110

Onpoc
TectupoBaHue

Mopaynas 3

HopmaTtrBHO-TIpaBOBbIe acreKThl MHPOPMAIMOHHOW 6€301MacHOCTH U

3alUThl THGOOPMaIUH

N -1yk1 AHanu3upyer 3aziauy, Bbljesisis ee
0a30BbBIe COCTABJISIOIIHE

N-2yk.1 OcyiecTBasieT MOUCK U KPUTHYECKUI
aHa/mM3 MHPOPMary, He0OXOJUMOM /1S peleHust
TI0CTaB/IeHHOM 3a/1auu

N[-3yk-1 [TnaHvpyeT BO3MOKHbIE BapUAHTHI
pellieHus 3a/jaui, OLleHWBas UX JOCTOWHCTBA U
HeJIOCTaTK!

Ornpoc
TectupoBaHue




N-4yk.1 OrnipefensieT U OLleHMBAaeT IOC/IeACTBUSA
BO3MOYKHBIX pelleHuH 3a7aunt

NO-1-necs Pa3pabaTbiBaeT  MepOIPHUATHS — TI0
BO3/IEMICTBUIO HAa PUCK B pa3pese OT/e/bHbIX BUJ OB

NO-2-r1koc-s TIpOBOJAT 3SKOHOMUUYECKYHO OLIEHKY
MEepONPHUATUN MO BO3/EUCTBUIO HA PUCK

Mopayas 4

OpraHu3auusi CUCTeMbl 3alUThl MHGOpMaLMK B MH(GOPMALIMOHHbIX
cucTemMax

N O-1yk1 AHanu3upyer 3aiauy, Bbljessis ee Ompoc
0a30BbIe COCTABJISIOIIHE N3

N-2yk1 OcyiecTBisieT MOUCK U KPUTUYECKUH TecTrpoBaHue

aHam3 UH(opMaruu, HeoOX0UMOM A1l peIleHus
TOCTaB/I€HHOM 3aJjauu

N-3yk-1 [TnaHupyeT BO3MO>KHbIE BapUAHThI
pellleHus 3a[jauu, OL[eHMBas UX JOCTOMHCTBA U
HeJ|0CTaTKu

N[-4yk1 OrnipepensieT U OLeHMBAeT MOC/IeACTBUSA
BO3MO>XHBIX pELHeHI/Iﬁ 3aJa4uu

NO-1-rkoc.s Pa3pabaThiBaeT  MepomnpusTHs — TI0
BO3/IeliCTBUIO Ha PUCK B pa3pe3e OT/e/IbHbIX BU/IOB

NO-2-nkoc-s [IpOBOAUT 3KOHOMHUUECKYHO OLIEHKY
MepOTPUSITUM 110 BO3/IeMCTBUIO HAa PUCK

OueHoYHbIe MaTepHaJIbl U CPEACTBA AJIA MPOBEPKHU
copMHpOBaHHOCTH KOMIIETeHIHIA

Mopaynb 1. OcHOBBI MHPOPMAIIMOHHOM 6e30MacHOCTH

Bomnpocs! 151 ycTHOr0 onpoca:
Yro Takoe nHpopMaLMoHHasi 6e30MacHOCTb?
[MepeunicnvTe 0OCHOBHBIE YTPO3bl MH(OPMAIMOHHON 0€30TacCHOCTH.
Kakwue cytiecTByroT Mo/ienii UH()OPMaLIMOHHOW 6e30MacHOCTU?
[TepeunciTe OCHOBHBIE Lie/K 1 3afaun PP B obsiactu obecrieueHust MHGOPMAI[MOHHOM 6e30MacHOCTH
Yro Takoe KOHIeM1si HH)OPMaI[MOHHOW Oe3011acHOCTU?
YTo TaKoe JOKTpHMHA HHPOPMALIMOHHO 6e30MmacHOCTH?
Kakwie Boripocer otpakatorcsi B KoHtjernmy nH(GopMaljoHHOM 6e30macHOCTH?
NudopmaiiioHHast 6e301acHOCTb B yCIOBUSAX PYHKLMOHKMPOBaHUS B Poccru rinobanbHbIX ceTel.

LN AW =

_
— O

=
Ul W

Uro Takoe KoHbUAeHIMaIbHast UH(pOpMaLus?

. Ha3oBuTe nH(popMaLioHHbIe YIpo3bl [/151 TOCYZAapCTBa.
. Kakue co3parorcs nHbopMalioHHble YIpO3bl [Ji7isi KOMITaHUW?
. Uto yrpokaet JIMYHOCTU ((pU3NUECKOMY JIULLY)?
. HazoBute npuunHbl MTHGOPMAL[MOHHBIX YTPO3.

. Kakue petictBust u cobwitust Hapymiatot MB?

. Kakne nmuuHOCTHO-TIpOdheCCHOHAMbHBIE XapaKTEPUCTUKUA COTPYAHWKOB CITIOCOOCTBYIOT peasv3aliiu

yrpo3 UB?

KomnbroTepHoe TectupoBanue (TCK)
Bbibepume 00uH npasuibHbIll 6apuaHm omeema

«[Toa uH(opMaLMOHHOH 0€30MaCcHOCTHI0O OyJeM MOHMMATh 3alUIIEHHOCTh HH(OpMaLU
H .ioviveerenrenseesss  OT CJIYYAWHBIX WM TIPeJHAMEpPEHHbBIX BO3/IeMCTBUII e€CTeCTBEHHOr0 WU
HCKYCCTBeHHOT'0 XapaKTepa, KOTOpPble MOTYT HAaHEeCTH HeNpHeM/IeMbIH ymepd cy0beKkTam
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P[H(l)OpMa].[l/IOHHbIX OTHOMGHHﬁ, B TOM 4YHC/Ie B/idJie/ibllaM H I10/Ib30BaTe/IAM umbopmaunn u

Nnojjep>xuBaoineid MHPPacTPyKTypbI»

NoZiiep>KUBarollierl UHQPaCTPYKTYpPbl

yesi0BeKa

+KOH(UeHLIMATbHBIX JaHHBIX

3aniTa uH(oOpMaLHU — 3TO ...

KOMITJIeKC MepOTIPUSITAIA, HallpaB/IeHHbIX Ha obecrieueHre MH(GOPMAL[MOHHOM Oe301acHOCTH

COBOKYITHOCTb MeTO/IOB, CPeICTB U Mep, HarpaB/ieHHbIX Ha obecrieueHre MH(OPMALMOHHON
Oe3omacHoCTH 0OIIeCTBa, TOCYyZAapCTBa M JIMUHOCTA BO BCeX O00/ACTSX WX JKU3HEHHO Ba)KHBIX
VHTEpeCcoB

KOMIJIEKC MEPOTIPUSATHH, TIPOBOJUMBIX COOCTBEHHHUKOM MH(OPMAI[UH, TI0 OTPaXKIEHUI0 CBOUX
rpaB Ha B/ajleHWe W pacropsbkeHWe HHQoOpMallveid, CO3/[aHUI0 YCJIOBUM, OrpPaHUUMBAIOIIUX ee
pacrpocTpaHeHWe W HWCK/IIOYAOLIMX WM CYLLeCTBEHHO 3aTPYJAHSIOLIMX HeCaHKLIMOHUPOBAHHbIM,
He3aKOHHBIM IOCTYII K 3aceKpeueHHOM UH(GOpMaluu U ee HOCUTe/IsIM

+BCe orpepeneHns1 KOPPeKTHbI

JelicTBuUS MO onpejie/IeHUI0 KOHKPETHBIX YIPO3 U UX UCTOUHUKOB, MPUHOCALINX TOT W/IH
HHOH BH/| yiiep0a, Ha3pIBaKTCA:

+obOHapyKeHHe yrpo3

rpeceveHus U JIOKaau3alus yrpo3

JIMKBU/IAI[UA YyIpo3

B03MO0)XHOCTH 3a MpuUeM/IieMoe BpeMsl MOJIyYUTh TpedyeMyr HHGOPMALMOHHYIO YCIyry
Ha3bIBaeTCA:

+I,0CTYIHOCTbI0 UH(GOPMALUKU

1|e/IOCTHOCTBIO0 MH(POPMaLUU

ripefiocTaB/ieHreM UHGOpMaLuu

AKTya/JIbHOCTb M HEeMPOTHBOPEYHUBOCTh HH(OpMaLuH, ee 3aIIUILEHHOCTb OT pa3pylIieHus
Y HeCAaHKIMOHMPOBAHHOI'0 U3MeHeHHUs Ha3bIBaeTCsl:

+I0CTYTHOCTBIO UH(OPMaLUU

11eJIOCTHOCTbIO UH(MOpMaLuK1

ripeJjoCcTaB/ieHueM HH(bopMaLir

KOH(UAeHIMaTbHOCTbIO MH(MOPMaIu1

HapymeHne Kakoro u3 acneKToB HH(OPMAIHOHHON 0e€30macHOCTH BJiedeT 3a CO00¥
HCKaXeHHe opuiHanbHOM WH(OPMAI[UM, HANpHMep, TEeKCTa 3aKO0HA, BbBLIOXKEHHOT0 Ha
crpanune Web-cepBepa Kakoi-/1100 NpaBUTe/IbCTBEHHOW OpraHU3aLMi

JIOCTYTHOCTb MH(bOpMaLun

+1]e/I0OCTHOCTb UH(OpMaLu1

ripefiocTaByieHre uHGopMaluu

KOH(HUJeHITMaTbHOCTb HH(OPMaLUN

Mepbl kKakux ypoBHeii HE BXoAAT B OpraHM3aidi) CHCTeMbl O0ecreueHHs
uH(pOpMaIHOHHOW 0e30MaCHOCTH:

3aKOHO/IaTeTbHOr'0 YPOBHS

+a/IMUHUCTPAaTUBHOT'O YPOBHS

TMpOoLIelyPHOT'O YPOBHS

MPOrPaMMHO-TEXHUUECKOTO YPOBHS

MPOrpaMMHO-AaIapaTHOr0 YPOBHS

MHoroo0pa3ue HOPMATHBHBIX /IOKYMEHTOB TPEACTAB/IEHO  MEeXJyHapOAHBIMH,

HAllMOHA/IbHBIMHM, OTPAC/eBbIMH HOPMAaTUBHbIMHM JOKyMmMeHTamu. Kakas opranusanusa HE
3aHUMaeTcs BompocaMu ¢opMHupoBaHMs 3aKOHoJaTe/lbCcTBa B cdepe HHGOPMAIMOHHBIX
pecypcoB?

ISO

ITU



ANSI

NIST

+NASA

SWIFT

GISA

Bonpockl cepTu(UKanUM U JIMIeH3UPOBAHUs CPeACTB oOecrieueHusi HHGPOPMAIUOHHON
0e3omacHocTH B Poccuu paccmarpuBaer:

+®dezepanbHast Cy>K0a 10 TeEXHUUECKOMY U 9KCTIOPTHOMY KOHTpOJIt0 1ipu [1pe3ugente PD

denepanbHas cnyxba 6e3omacHocTy Poccuiickont @epnepariyin

Cny>x0a BHelHel pa3Beiku Poccuiickoii denepauyu

COBOKYIIHOCTb /JJOKYMEHTHPOBaHHBIX YINpaB/JeHUYeCKUX pelleHuH, HanpaB/eHHbIX Ha
3aIUTy HH(OPMaLYU U aCCOLUMPOBAHHBIX C HEH PecypCcoB NPUHATO CUUTATh:

+ITomTHKOM 6€30mMacHOCTH

MeTOZ,aMH 3allUThl HH(OpMaLUU

orpaHuyYeHueM [0CTyma K MH(popMaLuu

YyUeTHBIMH 3alUCSAMU I10/Ib30BaTesen

IToTeHpManbHas BO3MOXXHOCTH OIpe/e/IeHHBIM 00pa3oM HapyIHMTHh WH(OPMAIIOHHYIO

0e30macHOCTB — 3TO ....

+yrposa

aTaka

B3/I0M

HcTouHHMKaMH1 yrpo3bl Ha3bIBAIoT ...

+TI0TeHLMAIbHBIX 3/I0YMBIIIJIEHHUKOB

KOMIIbIOTEPHBIE BUPYChI

ryiobanbHy0 ceTh VIHTepHeT

IIpoMe)XyTOK BpeMeHH OT MOMEHTA, KOr/|a MOSIB/ISIETCS BO3MOXXHOCTH HCIIO/Ib30BaTh
c1aboe MecTo, U 10 MOMEHTA, KOrjia pode/i TUKBUUPYEeTCsl, Ha3bIBAeTCsl ...

OKHOM 0€e30macHOCTH

OKHOM OTaCHOCTH

CKOJIB3SII[UM OKHOM

+0KHOM YI'PO3bl

OmmdKH MPOrpaMMHOro obecreveHusi C TOUKHU 3peHusi HHPOPMaLMOHHON 0e30MmacHOCTH
SIBJISIIOTCSL:

+ysI3BUMbIM MECTOM

OKHOM OTIaCHOCTH

OKHOM 0e30macHOCTH

HMCTOYHHUKOM YTPO3bI

OmmOKM aJAMHHUCTPUPOBAHUS CHCTEMBbI C TOYKH 3peHHs HH(OPMAIHOHHOM
0e30macHOCTH SABJISIIOTCS:

ySI3BUMBIM MeCTOM

+0OKHOM OIIaCHOCTHU

OKHOM 06€e30macHOCTH

HMCTOYHHUKOM YTPO3bI

OmmbKa B mporpaMme, BbI3BaBIIasg KpaX CHCTeMbI C TOYKH 3peHUs1 WH(popMaLMOHHOMH
0e30MacHOCTH AABJISIIOTCS:

ySI3BUMBIM MECTOM

OKHOM OTaCHOCTH

OKHOM 0€e30TacHOCTH

+UCTOUHUKOM YTPO3BI

HekoTopasn yHHKa/bHasi WH(QOpMaLus, MO3BO/IAKIIAA Ppa3/MyaTh I0/ib30BaTe/ien
Ha3bIBaeTCs:



+ufieHTU(UKaTOp (JIOTHH)

naposb

yueTHasi 3aI1ch

KJIIOU

HekoTopasa cekperHasa HH(opManus, U3BeCTHasi TO/IbKO I0/Ib30BaTe/Jl0 M Mapo/IbHOU
cucTeMe, KOTOpasi MOXKeT ObITh 3all0OMHEHa I0/Ib30BaTe/IeM U Nnpe/bsB/IeHa Mapo/IbHON cUcTeMe
Ha3bIBaeTCs:

uJeHTU(dUKaTOp (JIOTHH)

+1apoJib

yueTHasi 3aI1ch

KJTIOU

CoBOKYyIHOCTD U/ieHTU(HUKaTOpa U MapoJis M0/Ib30BaTe/isi Ha3bIBAeTCA:

JIOTWH T10/1b30BaTeJIs

+yyeTHasi 3alMChb T10JIb30BaTeIs

KJIFOU T10JTb30BaTes

IIpucBoeHue mO/b30BaTe/IAM HAEHTH(PUKATOPOB U MNpoBepKa MpeAbsB/IsAeMbIX
U/IeHTU(UKATOPOB 10 CIUCKY NPHCBOEHHBIX SIB/ISIETCA:

+ugeHTUdUKalel TT0/Ib30BaTesIst

ayreHTU(UKaLMel TT0/Tb30BaTe s

OT103HaHKeM T10JIb30BaTes

CO3/laHMeM yUYeTHOM 3aMycy Mo/b30BaTeist

IIpoBepKa NPUHA//IE)XHOCTH MO/IH30BaTE/II0 NPe/bABIEHHOr0 UM H/leHTU(UKaTopa
SIBJISIETCA:

ujeHTH(dUKalel TT0/Ib30BaTesst

+ayTeHTU(UKaLIMelN TI0/Tb30BaTeIs

perucrparyeii roab3oBaTes

CO3/laHMeM yUYeTHOM 3aMucy Mo/b30BaTeist

@akT MO/yuyeHHs OXPaHSEeMbIX CBeJeHHU 3/I0yMBIIUIEHHUKAaMH WIH KOHKYpPeHTaMH
Ha3bIBaeTCs:

yTeuKOoi

pasrjaileHreM

+B3/I0MOM

YMblllIeHHbIe W/IM HeOCTOPO)XKHbIe [elCTBUA € KOH(HAeHMa/NbHBIMU CBeJeHHUSIMH,
NpUBeAIIHEe K 03HAKOMJ/IEHHIO ¢ HUMH JINL, He A0NYIIeHHbIX K HUM, Ha3bIBaeTCA:

+yTeukou

pasrjaileHreM

B3/I0MOM

BecKOHTPO/IBbHBIN BbIX0J, KOH(HAEHIHA/TIbHOM HH(OPMALMU 3a mnpeAe/ibl OpraHU3aluu
WIHM Kpyra JIMI], KOTOPbIM OHa 0bljla /i0BepeHa Ha3bIBaeTCs:

yTEeuKOM1

t+pas3sriaiieHruemM

B3/IOMOM

ATaka Ha pecypc, KOTopasi BbI3bIBaeT HapylleHHe KOPPEeKTHOH padoThl MpPOrpaMMHOI0
WIM anmapaTHoro o0ecrmeyeHHs, NyTeM CO3/JaHUSI OTPOMHOr0 KOJIHYecTBa (aibIIMBBIX
3anmpocoB Ha JI0CTYI K HEKOTOPHIM pecypcaM WU MyTeM CO3/aHHs HeoUeBHAHBIX MPensATCTBUI
KOPPEeKTHOM padoTe Ha3bIBaeTCA:

+«O0TKa3 ot obcnyxkuBanusi» (Denial of Service - DoS)

CpbIB cTeka

BHe/ipeH1e Ha KOMIBIOTED JIeCTPYKTUBHBIX TIPOTPaMM

[TepexBaT nepefaBaemotii 1o cety nHbopmaiuu (Sniffing)

CrypuHr
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CkaHupoBaHue MOPTOB

ATaka, e/IbI0 KOTOPOH sIB/isieTCsl TPa(UK JIOKQIbHOU CeTH, Ha3bIBAeTCS:
«OTka3 ot obcnykuBanusi» (Denial of Service - DoS)

CpbIB cTeKa

BHe/ipeHrie Ha KOMIBIOTEP J€CTPYKTUBHBIX IPOrPpamMmm

+CHudwuHr (Sniffing)
CnyduHr
CkaHvpoBaHue NOpTOB

ATaKa, eJ1bI0 KOTOpOﬁ ABJIAIOTCA JIOTUHBI M IIAPOJ/INA HOﬂb30BaTeHEﬁ, dTdKad MpoxoauT

nyTeM HMHUTALUUd TpPHUIJIAlIeHUs BX0Ja B CHCTEMY W/IM Perucrpanuu Ajas padoTsl ¢

NporpamMmoi, Ha3bIBaeTCsl:

«Ortka3 ot obcnyxuBanus» (Denial of Service - DoS)

CpbIB CcTeka

BHeipeHne Ha KOMIBIOTEP ZeCTPYKTUBHBIX IPOrpamMm

Caudunr (Sniffing)
+CryuHr
CkaHupOBaHue MMOPTOB

CereBasi aTaka, Le/IbI0 KOTOPOH SIB/IAETCA MOMCK OTKPBITHIX NMOPTOB paboTamimmx B
CeTH KOMIMbIOTepoB, onpejeneHue tuna u Bepcu OC u I1O, KOHTPO/IMPYIOLIEr0 OTKPBITHIN

MOPT, UCIIO/Ib3yeMBIX Ha 3THX KOMIBIOTEPAX, Ha3bIBAETCH:
«Otka3 ot obcnyxuBanus» (Denial of Service - DoS)

CpbIB cTeKa

BHeipeH1ie Ha KOMIBIOTEP J€CTPYKTUBHBIX IPOrpamMmm

CHucwuHr (Sniffing)
Criydunr
+CKaHHpOBaHMe MOPTOB

Tabnuna 3 — Kpurtepun onieHKH ¢()OpMHUPOBAHHOCTH KOMITeTeHIIUH

Ko/ 1 HaumeHOBaHHe UHAMKATOPa
JIOCTVDKEHUS] KOMTIeTeHI [N
(4acTy KOMITeTEeHLINM )

Kpurepuu oLieHrBaHUs
c(hOpMHPOBAHHOCTH KOMITeTEHLIUH
(4acTy KOMITETEHLIVN)

COOTBETCTBYET OI[eHKE «3auTeHO»
50-100% oT mMakcumasIbHOro Oasia

N-1-yx.1 AHanmusupyet 3azauy,
BbIZIe/isist ee ODa30BbIe COCTABJISIOIIHIE

N-2- yx.1 OcyliecTBiseT MoOMCK U
KpUTUUeCKUI aHamu3 UHGOpMaIiuu,
HeobX0IUMO /1J1s1 pellleHus TTI0CTaB/IeHHON
3a/1a4M

N-3- yx.1 [Inannpyet BO3MOKHBIE
BapUaHThI PelleHurs 3a/jauu, OL[eHUBast UX
JIOCTOMHCTBA U HeIOCTaTKU

N-4- yx., Onipegesnser U OLleHUBaeT
MOC/Ie/ICTBUSI BO3MOXKHBIX PellleHUM 3aJjauun

W I-1-pgocs Pa3pabatbiBaeT
MepOMpUSITUS TI0 BO3/|eHCTBUIO HAa PUCK B
paspese OT/Je/bHbIX BUJOB

B/Ia/leeT MaTepuasoM M0 TeMe, HO JI0IyCKaeT
HETOYHOCTU TIpY (POPMYIUPOBKE OCHOBHBIX
TIOHATHUH, B OCHOBHOM  IIPaBWJIBHO
aHaM3upyeT 3ajauy, Bbljesnisisi ee 0a30Bble
COCTaBJISIFOLLME; [TOCTAaTOYHO S(PPEKTUBHO
OCYILIeCTBJISIET [TIOMCK YU KDUTUUECKUW aHa/u3
uHpopMaIy, HeoOXOAWMOW [Jis pelleHUs
MOCTaB/IEHHOM  3ajjauy; N7IaHMpYeT
BO3MOJKHbIe BapUaHThl pelleHus 3aJaud,
OLleHMBasi UX J[IOCTOMHCTBA WU HEJOCTaTKU;
JI0OCTaTOYHO T0JIHO OTpeJiesisieT U OLleHWBaeT
TOC/Ie/ICTBUSI BO3MOXKHBIX DellleHHM 3a[auu,
oripefiesisieT MCTOYHMKU MWHQOpMalMd Ha
OCHOBe TOCTaBJIEHHbIX Liefieid i pelleHUs
5KOHOMMUECKHX 3a/lay; He BIIOJIHE YBEPEHHO
oripefiesisieT MeToAbl cOopa, o06paboTku
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I/IVH_Z_HKOC-S HPOBOAHT
5KOHOMMUECKYH0 OLIeHKY MepOIpHUsTHI 10
BO3/|eMCTBHIO Ha PUCK

uHbopmaluu, crocobbl U BuA  ee
ripe/iCTaB/IeHUSI;

pa3pabatbiBaeT MepOTpUSITUS 1o
BO3/IeMICTBUIO Ha PUCK B pa3pe3e OT/e/bHbIX
BUJIOB, MOXXET [OIMYyCKaTb HETOUHOCTH TpHU
TIpOBeZIeHU U 5KOHOMUYECKYIO OLIEHKY
MEepOIIPUATUM M0 BO3[EHMCTBUIO HA PUCK, UTO
He OKa3bIBaeT CYIIeCTBEHHOrO BJIMSIHUS Ha
o[ 0iii%1%i YPOBEHb c(hOpMUPOBaHHOCTHU
KOMITeTeHLIUH.

LCoOoONUTA LN =

NNRNNNNRERRRR R R R

Mopyas 2. «KoHIenrya/ibHbIe 0CHOBBI 3al{UThI HHGOpMaLu

1. Bonpocsl A/ yCTHOr0 onpoca:

[Tepeuncivte BUABI 3aliyillaeMo UHGOPMaLUH.
Kakuie MeTozbI 3a1{uThl UH()OPMAL[UU BbIESIOT?
YTto Takoe ITpaBOBbIe MEeTO/bI 3alliUThl HH(OPMAaIUU?
YTo Takoe OpraHu3al[MOHHbIe MeTO/IbI 3alUThI UH(OPMaLUN?
UTo Takoe TeXHUUYECKHEe MeTOAbl 3allUThl UH(OpMAaLK?
YTo Takoe NporpaMMHO-arapaTHble MeTO/[bl 3allUThl HH(OpMAaLUn?
Uro Takoe KpunTorpaduueckre MeTo/bl 3aluThl MH(MOpMaLu?
Yro Takoe (r3ryecKrie MeTO/IbI 3alUThl HUH(POpPMaLUU?
Ha3oBuTe 0CHOBHBIE TIPUHLIMITBI TIOJIMTUKYA 0€30TIaCHOCTH.
. UTo BK/TIOYAET MO/IMTUKA 6€30MacHOCTH BepXHET0 YPOBHS?
. Kak opranun3oBaH yJjaneHHbII JOCTYI K CEPBUCY?
. Uto BK/IIOYaeT I0/IMTUKA yIIpaB/IeHUs [1aposIsiMu?
. Kak onjeHuTh pycKu peanusauyuy yrpo3 nHhopMauuu?
. Kakwue 3tansl BbIZIe/ISIOTCS B )KU3HEHHOM LIMK/le TH(OPMaLJMOHHOT O cepBHca?
. Ha kakux npuHIuax 6a3supyercsi CUCTEMHBIH ITOAXO0/] K 3amyTe nHGopMarmmn?
. Kak obecrieunBaeTcsi yripaBjieHUe JOCTYIIOM?
Kakue nporpammMHble cpeficTBa UCIO/b3yOTCA A1 1b?
. B uem oT/mumst MeTo/ja IPUHYKAEHUS OT MeTO/ia TTOOYKIeHus?
. UTO Takoe 371eKTPOHHAs MOIMCh U JJIS1 Uero OHa MCIO0JIb3yeTCs?
. [TonsiTme kpunrorpaguu wugpa.
. 3ajauM ¥ MeTO/Ibl KpUITTOTpaguu.
. Bugpr mmgpos.
. Kpunrorpaduueckrie mpuMHUTHBSI.
. OcHoBHble KpUnTOrpagryeckue NpoTOKO/bI.
. Mogenu 0CHOBHBIX KDUNITOAHATUTUYECKUX aTaK.

KomvmnbrorepHoe TectupoBanue (TCk)
Bbibepume 00uH npasuibHbIll 6apuaHm omeema

Jy6/mmpoBaHue COOOIeHHI ABJISIETCA YIPO30ii:

JIOCTYTTHOCTH;

KOH(U/eHIMATbHOCTH;

+11€/I0CTHOCTH.

BpeaonocHoe ITO Melissa mojBepraer aTake Ha /JOCTYIIHOCTb:
CUCTeMbI 3/IeKTPOHHON KOMMepLIWY;
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reorH(OpMalOHHbIE CUCTEMBI;

+CUCTeMBI 3/IEKTPOHHOM MOYTHI.

Bbi0epuTe BpEeJOHOCHYH) TMPOrpaMMy, KOTOpPasdA OTKPbLIa HOBBIA 3Tanm B Pa3BUTHH
JAHHOMH 00/1aCTH.

+Melissa.

Bubble Boy.

ILO VE YOU.

Cpean  HMKenepeuHC/IeHHBIX BbIJe/IUTe TIJIaBHY) TNPUYUHY Cyl|eCTBOBaHUS
MHOT'0UYHC/IEHHBIX Yyrpo3 HH(GOpMaI[HoOHHO! 0e30IacHOCTH.

MpOCYeThl IPY aAMUHUCTPUPOBAHUM UH(POPMALIUOHHBIX CUCTEM;

HE0OX0IMMOCTb TIOCTOSIHHOW MOZM(UKaY UH)OPMAI[HOHHBIX CUCTEM;

+CJI0)KHOCTb COBPEMEHHBIX UH(POPMALJMOHHBIX CUCTEM.

ArpeccuBHOe MoTped/IeHie PeCcypCoB SIBJISIETCH YTPO30H:

+I0CTYITHOCTH

KOH(U/eHIMaTbHOCTH

1[e/IOCTHOCTH

IIporpamma Melissa — 3T0:

6oMba;

+BUPYC;

YepBb.

Jinsa BHeApeHHs1 00MO0 yallle BCEro MCMO/Ib3yIOTCA OIIMOKH THIA:

OTCYTCTBUe NPOBEPOK KO/I0OB BO3BPaTa;

+mepernosiHeHue Oydepa;

HapylleHue L[eJIOCTHOCTH TPaH3aKL[1il.

OKHO 01aCHOCTH NOSIBJ/IAETCH, KOrja:

CTaHOBUTCSI U3BECTHO O CPeJCTBaX MCI0/Ib30BaHUsI ySI3BUMOCTH;

+TI0SIB/II€TCSI BOSMOXKHOCTB MCIO/b30BaTh YA3BUMOCTb;

ycraHasiuBaetcs HoBoe [10.

Ilog onpepeneHue cpeAcTB 3amMThl  HUHOpManuH, fAaHHoe B 3akoHe «O
rocyAapCcTBeHHOH TaiiHe», MOANa/iAl0T:

Cpe/iCTBa BBISIB/IEHUS 3/I0YMBIIJIEHHOW aKTUBHOCTH;

cpezcTBa obecrieyeHHs 0TKa30yCTOMUHBOCTH;

+cpefcTBa KOHTPOJIS 3(()eKTUBHOCTH 3allUThl UH(POPMAaLUHU.

YpoBens 0e3onacHocTu B corsiacHo «OpamkeBoil KHUI'e» XapaKTepH3yeTcs:

TIPOM3BOJIbHBIM yTIpaBeHUEM [JOCTYIIOM;

+TIPUHYAUTETbHBIM yTIpaBieHUueM [JOCTYIIOM;

BepuduULIMpyeMoii 6e30MacHOCTHIO.

CorslacHo «OpaHXeBoW KHUTre» MOJIMTHKA 0€30MacHOCTH BKJ/IIOUAeT B cebds cyieyromue
3/1eMeHTbI:

repuMeTp 0e30I1aCHOCTH;

+MeTKHU 06e30MacHOCTH;

cepTrdUKaThl 6€30MaCHOCTH.

CoriacHo pekomeHaanuaM X.800 BbIje/IAI0TCA C/IeAyIOIIHe CEPBUCHI 0€30MacHOCTH:

yTpaB/jieHle KBOTaMu;

+yIpaB/ieHue JOCTYyIOM;

KpaHUpOBaHUe.

YpoBeHb Oe3onacHocTH A corsiacHO «OpaHKeBoW KHUre» XapaKTepUu3yeTcs:

TPOM3BOJIbHBIM yTIpaBeHUEM [JOCTYTIOM;

TIPUHY/IUTE/IbHBIM yTIpaB/ieHUeM JJOCTYIIOM;

+BepudUIUPyeMOU 6e30TaCHOCThIO.

CoracHo pekomenganuam X.800 ayreHTudUKanusa MoXKeT ObITh pea/iM30BaHa Ha:

+CeTeBOM YpPOBHE;

TPaHCMIOPTHOM yPOBHE;

TMPUK/IaTHOM YPOBHe.

11



B unci0 1eneil NOTUTHKY 0€30MacCHOCTH BePXHEro YPOBHSI BXOJAT:

+yripaB/ieHle PUCKaMU;

oripejie/ieHre OTBETCTBEHHbIX 3a MH(GOPMaLMOHHbIE CePBUCHI;

oripejie/ieHHe Mep HaKa3aHUs 3a HapyIleHus TIOJIUTUKY 6e30TacHOCTH.

ITonmmTHKAa 6€30MacHOCTH CTPOUTCA HAa OCHOBE:

obmux mipecraBiaenuii 06 C opraHu3aiiy,

V3yueHUs MOJIMTUK POJCTBEHHbIX OpraHu3aliuii;

+aHa/u3a pucKoB.

B unc10 1eneil NOTUTHKY 6€30MacCHOCTH BePXHEro YPOBHSI BXOJAT:

+(hopMy/IMpOBKAa aJMUHUCTPATUBHBIX peIleHuM 110 Ba)KHEWIIIMM aclieKTaM pean3aljid
TIporpamMMbI 6€30MacHOCTH;

BBIOOD METO/IOB ayTeHTHU(hUKALIUN T10/Tb30BaTeIel;

obecrieuerre 6a3bl 17151 COOMIOEHNS 3aKOHOB U TTPaBUJL

Puck siBasiercst pyHKI[He:

+pa3Mepa BO3MOKHOT'O yIIiep0a;

yKC/Ia Moab3oBaresiell MHOOPMal[MOHHOW CUCTEMBI;

yCTaBHOIO KaruTasa OpraHu3aliyu.

IlepBbIii IIAr B aHa/Iu3e yrpo3 — 3TO:

+ uaeHTU(UKALIYS YTPO3;

ayTeHTU(UKALYS yTPO3;

JTMKBUALUS YTPO3.

O1eHKa PUCKOB M03B0/ISIET OTBEeTUTH Ha CJIeJ[yIOIiie BOMPOCHI:

+ueM pUCKyeT OpraHu3alLusi, UCIo/b3ysl MHPOPMALIMOHHYIO CUCTe MY?

YyeM PUCKYIOT MO/b30BaTeNd MH(OPMAaLMOHHON CUCTEMBbI?

YyeM PUCKYIOT CUCTeMHbIe aZ]MUHHACTPATOPbI?

B 4K(C/I0 NPUHIUIIOB YIIPaBJ/IeHUsI ePCOHA/IOM BXOJAT:

+MUHUMU3ALMs TIPUBUJIETUH;

MUHUMM3ALIMS 3apIljiaThl;

MaKCHUMM3aLUsl 3apryiaThl.

Jna obecnieyeHusi HH(OPMAIMOHHON 0€30MaCHOCTH CeTeBbIX KOH(pUryparuii ciegyer
PYKOBO/CTBOBATbCS C/IeyOIMMH MPUHIUNIAMU:

+BbIPAaOOTKA U TIPOBe/IeHHe B XKU3Hb eJMHOM MTOJIMTUKYU 6€301MacHOCTH;

yHH(UKaLs arrapaTHO-TIPOrpaMMHBIX M/1aTGOPM;

MUHUMM3ALIMS YMC/Ia UCTIOb3YeMbIX TTPUIOKEHUH.

OKpaHHpPOBaHHeE MO)KeT UCI0/Ib30BaThCs JJIf:

+TipeAynpexxaeHus Hapyenuu U b;

oOHapy KeHUsI HapyllleHu;

JIOKanM3aLyy Moc/ieJCTBUA HapyILeHU .

B 4HC/10 OCHOBHBIX IPUHLIMIIOB APXUTEKTYPHOI 0€30MacHOCTH BXO/JSAT:

+cJieloBaHe TTPU3HAHHBIM CTaHZAPTaM;

NpYMeHeHe HeCTaHAapPTHBIX PellleHrH, He U3BeCTHBIX 3/I0yMbILIIEHHUKaM;

pa3HooOpas3ue 3alUTHBIX CPEe/ICTB.

Jnsa obecneyeHnss MH(OPMAMOHHON 0e30MacHOCTH CeTeBbIX KOH(Urypanuu ciaegyer
PYKOBO/CTBOBAThCS CJIeyHOIMMH MPUHIAIIAMH:

WCII0JIb30BaHUe COOCTBEHHBIX JIMHUM CBSI3U;

+obecrieueHrie KOH(PpUIEHIMATLHOCTH | 11€/IOCTHOCTU TIPY CETEBBIX B3aUMO/IEUCTBUSX;

TIOJTHBIN aHa/M3 ceTeBoro Tpaduka.

B uK(C/10 yHMBepCa/TbHBIX CEPBHCOB 0€30MaCHOCTH BXOJAT:

+ ympaB/ieHue I0CTYTIOM;

yTipaBJieHHe WH(HOPMAIIMOHHBIMU CUCTEMaMH U UX KOMIIOHEHTaMHU;

yTipaBjieHHe HOCUTEJISIMU.

KOHTpOJ/Ib 11e/I0CTHOCTH MOXKET UCTIO/Tb30BaThCA /ISl

npesynpexaeHys Hapyienuii U b;

+o0HapyKeHUsI HapyIleHUH;
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JI0Ka/IM3alyy Noc/1eICTBUNA HapyLIeHUH.

B kauecTBe ayTeHTH()MKATOpa B CeTeBOH Cpe/ie MOI'YT UCII0/Ib30BaThCA:
KapJuorpaMma CyObeKTa;

HOMep KapTOYKH [TeHCUOHHOI'O CTPaXOBaHMUs;

+pe3yabTaT paboThl reHepaTopa OHOPA30BbIX MapOJIeH.

B uKC/1I0 0OCHOBHBIX IOHATHH POJIEBOT0 yIpaB/IeHHsA JOCTYIIOM BXO/JUT:
+PpOJib;

VICTIO/THUTEJIb POJIY;

T10J1b30BaTe/ b POJIM.

B kauecTBe ayTeHTH()UKATOpa B CeTeBOM Cpejie MOT'YT HCII0/1b30BaTbCH:
TOZl POK/IEHUS CyOBEKTa;

bamumms cyobekra;

+CeKpeTHbIN KpunTorpahuyeckuii K/rou.

PosieBoe ymnpaB/ieHHe [OCTYNIOM HCHOJIb3yeT CJ/IeJyloliee CpPeACTBO O00BeKTHO-
OpPMEeHTHPOBAHHOI0 MOAX0/a:

VHKAIICy/IsALIS;

+Hac/e[J0OBaHUe;

MoIMMOp(}U3M.

IIudpoBoii cepTH(UKAT CO/IEPIKUT:

+OTKPBITBIN KJTHOU M10/Ib30BaTeJIs;

CeKpeTHBIM K04 I10/1b30BaTes;

VM1 T10/1b30BaTeIsl.

Kpunrorpadus Heo0xoauMa /1 peaiM3anuy e [yI0IX CEPBUCOB 0€30MacHOCTH:
HJeHTU(DUKaLS;

5KpaHUPOBaHMUE;

+ayTeHTU(UKALIYS.

Kpunrorpadus Heo0xoauMa /15 peaiM3anuy C1e[yI0IMX CEPBUCOB 0€30MacHOCTH:
+KOHTPOJIb KOH(W/JeHIIMATbHOCTY;

KOHTPO/Ib LIeJIOCTHOCTH;

KOHTPOJIb [JOCTYTIA.

OKpaH BbINO/IHACT PYHKIMH:

+pasrpaHuueHus JOCTyIla,

obierueHus OCTyTa;

YCJIO’)KHEHUS [OCTYyTIa.

JeMuuTapu3oBaHHasi 30Ha pacnoJ/iaraeTcs:

repe/ BHEIIIHUM Me)KCeTeBbIM SKPaHOM;

+MeXy Me)KCeTeBbIMH SKpaHaMU;

3a BHYTPEHHUM Me>KCeTeBbIM SKPaHOM.

OKpaHUpPOBaHHE Ha CETEBOM M TPAHCIIOPTHOM YPOBHSIX MOKET 00eCIeuYnTh:
+ pasrpaHUueHue 10CTyIa Mo CeTeBbIM ajipecam;

BbIOOPOUHOeE BBITIOJTHEHWE KOMaH/, MMPUKJ/IaJHOr0 MPOTOKOJ1a;
KOHTPOJIb 00beMa JJaHHbIX, TiepelaHHbIX 110 TCP-coequHeHuIO.
Cucrembl aHa/IM3a 3alUILEHHOCTH OMOralT MpPeJoTBPaTUTh:
+HU3BeCTHbIE aTaKH,

HOBBIE BU/IbI aTak;

HeTUTTMYHOe T0Be/ieHHe M0/Ib30BaTeliei.

CpepHee BpeMsi HAPAa0OTKH Ha 0TKa3:

TMPOTOPLIMOHA/IbHO UHTEHCUBHOCTU OTKAa30B;

+00paTHO TPOMNOPLIMOHATLHO UHTEHCUBHOCTU OTKA30B;

He 3aBUCUT OT MHTEHCUBHOCTHU OTKAa30B.

TyHHe/lMpOBaHHe MOXeT HCI0/Ib30BaThbCsl HAa CJIeAyIOILieM YypOBHe 3Ta/IOHHOM
ceMHUypOBHeBoI1 Mojenu 081:

+CeTeBOM;
CeaHCoBOM;
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YPOBHe TIpe/iCTaB/IeHHSI.

IIpyHIMI yCH/IEHHs CaMOro ¢/1adoro 3BeHa MO)XHO nepedopMy/IMpoBaTh Kak:
+TIPUHIIUIT PABHOTIPOUHOCTH 000POHBI,

TIPUHIIUI y/la7eHus ¢1aboro 3BeHa;

TIPUHITUI BBISIBJIEHUS TJIABHOTO 3BEHA, YXBATHUBIIIHMCh 32 KOTOPOE, MOYKHO BBITSIHYTb BCHO TIEITb.
ITomMTHKA 0€30MacHOCTH:

(buKCUpyeT npaBr/ia pa3rpaHUUYeHUs JOCTYIIa;

+oTpakaeT T0X0/] OpraHM3al[|H K 3all[UTe CBOUX MH(OPMAI[MOHHBIX aKTHBOB;

OTMCBIBAET CITOCOOBI 3al[UThl PYKOBOZCTBA OPraHU3al[|H.

Bbibepume Hecko/bKO NpasuibHbIX 6PUAHMO8 omeema

Ilpu aHa/sM3e CTOMMOCTH 3all[UTHBIX Mep C/le/lyeT YYUTHIBATh:

+pacxo/bl Ha 3aKyIKy 000py/j0BaHMUS;

+pacxofbl Ha 3aKYyIIKy IPOrpaMm;

+pacxo/bl Ha 00yueHHe TiepcoHaa;

YIIYLLIeHHYIO BBITOAY.

B uKC/1I0 0OCHOBHBIX IOHATHH POJIEBOT0 yIpaB/IeHHs JOCTYIIOM BXO/UT:

+00BLEeKT;

+CyOBeKT;

MeTO[,.

AyTeHTH()MKaAMsA Ha OCHOBe MapoJisi, MepeJaHHOr0 0 CeTH B 3amIM(POBAHHOM BH/e,
IJI0XA, MOTOMY UTO He 00ecreunBaeT 3alUThI OT:

repexBara;

+BOCIIPOU3BE/EHUS,;

+aTak Ha JOCTYIHOCTb.

B 410 yHMBEPCaIbHBIX CEPBHCOB 0€30MacHOCTH BXO/AT:

Cpe/iCTBa MOCTPOEHNs] BUPTYa/IbHbIX JIOKA/IbHbIX CeTel;

+35KpaHUpPOBaHMUE;

+IIPOTOKO/IMPOBaHNeE U ayiuT.

B 4YKC/10 OCHOBHBIX IPUHIIUIIOB APXUTEKTYPHO! 0€30IacHOCTH BXOJSAT:

+ycueHre caMmoro caboro 3BeHa;

yKperuieHre HauboJsiee BEpPOSTHOTO O0BEKTa aTaKy;

+3111e/IOHUPOBAaHHOCTH OOOPOHBI.

IIpoTokosupoBaHue U ayAUT MOI'YT MCII0/Ib30BaThCA JJ/If:

+TipeAynpexxaeHus Hapyenuu U b;

+o0Hapy)KeHUsl HapylleHu;

BOCCTaHOB/eHUs pexxuma U b.

B umC/10 3TANoB NMpoIecca NJIAHUPOBAHNA BOCCTAHOBUTE/IHHBIX Pa 00T BXOJAT:

+BbIsIBJIEHHE KPUTUYECKU BXKHBIX (DYHKLMI OpraHu3aliuy;

+orpe/iesieHue MepevyHs BO3MO)KHBIX aBapyi;

NIpOBe/leHre TeCTOBbIX aBapuil.

B unci0 HanpaB/1eHUH NOBCEJHEBHOM /lesiTe/IbHOCTH Ha NMPoLelyp HOM YPOBHE BXOJAT:

+CUTyallMOHHOEe YIIpAaB/IEHUE,

+KOH(UTypaLlMOHHOE yTIpaB/ieHUe;

OINTHMaJ/IbHOE yIIpaBJIeHHUe.

B 4nc/10 K71aCcCoB Mep NpoLeAypPHOro YPOBHSI BXOAAT:

+Tofiep>kaHrie paboTOCIIOCOOHOCTH;

nojiiep>kanue (pusnyeckou (popmsi;

+¢usnyeckas 3alura.

YnpaB/iieHue puCKaMH BK/IIOUYaeT B cedsi cyie/[yIolie BUABI iesiTe/IbHOCTH:

orpejie/ieHue OTBETCTBEHHbIX 3a aHa/IU3 PHUCKOB;

+0lleHKd PUCKOB;

+BBI0OP 3(h(HeKTUBHBIX 3aLUTHBIX CPEZCTB.
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B uK(C/10 3TAnNoOB ynpaB/ieHUsi pUCKaAMH BXOJAT:

+uleHTUPUKALIYS aKTUBOB;

JIMKBU/IAIUS TTACCUBOB;

+ BBIOOp OOBEKTOB OLIEHKH.

B paMKax MOJIMTHKHU 0€301MaCHOCTH HIWKHEr0 YPOBHSA OCYI€CTBJ/ISIOTCS:

CTpaTeruueckoe TIaHUPOBaHUE;

+TI0BCeIHEBHOE aZIMUHUCTPUPOBAHHE;

+oTC/neXXrBaHye C/1abbIX MeCT 3alllUThI.

B uKC/10 1e/1e#i MOIMTHKYU 0e30MacCHOCTH BEPXHETr0 YPOBHS BXO/SAT:

+pelrieHre chopMHUPOBaThH UK IEPECMOTPETb KOMIIEKCHYIO TTPOrpaMmy 6e30macHOCTH;

+obecrieueHre 6a3bl 7151 COOTIOIEHUS 3aKOHOB U TIPABUJT;

obecrieueHrie KOH(PUIEHIIMATBHOCTH TIOYTOBBIX COOOILIEHH.

B unci0 K1accoB TpedoBaHMUH JoBepuUsi 6e30nmacHOCTH «OOIUX KpUTepHeB» BXOST:

+pa3paboTka;

+olLleHKa MPoQuIs 3all[UThI;

cepTUdUKaLus.

Cpeu HIDKe NEPEeUYHC/IEHHBIX 0TMEThTe /Bé TPOSIHCKHE MPOrpaMMBbl:

ILOVE YOU;

+Back Orifice;

+Netbus.

YronoBHbil Kofekc P®D He nipegycMaTpuBaeT HaKa3aHMs 3a:

CO3/laHKe, UCIT0/Ib30BaHue U PacripoCTPaHeHHe BPeIOHOCHBIX MTPOTrpamMM;

+Be/leHHe TMUHOUW KOPPECIIOH/IeHITMY Ha MTPOU3BO/ICTBEHHON TeXHUUeCcKol 6a3e;

+HapyllleHe TIPaBuJI FKCIUTyaTalui UHHOPMaIIMOHHBIX CUCTEM.

CaMbIMH 0NTaCHBIMH HCTOYHMKAMH BHYTPEHHHX YIP0O3 AB/IAIOTCS:

+HEeKOMITeTeHTHbIe PYKOBOAUTEIH;

+00MKeHHbIE COTPY/IHUKH;

MOOOTIBITHBIE aZIMUHHACTPATOPBI.

B uyMci0 rpaHeil, mNO3BOJAKINMX CTPYKTYPHPOBAaTh CPeACTBA  /IOCTH)KeHHUS
HH(OpPMaAIHOHHOH 0€30IaCHOCTH, BXO/IAT:

+ MepbI 0becrieueHus 1{e/I0CTHOCTY;

a/IMUHUCTPATHUBHBIE MEpHI;

+ Mephbl obecrieueHus1 KOHGUAEHIIMATLHOCTH.

Tabuna 4 — Kputepun onieHKH ¢()OpMHUPOBAHHOCTH KOMITETeHIIUH

Kpurepuu oLieHrBaHUs

Kop v HauMeHOBaHUe MHAMKATOpa c(hOpMHUPOBAHHOCTU KOMITETEHLIUU
JOCTUKeHUS KOMIIeTeHLIUU (4acTy KOMITeTEHLIMM)

(4acTy KOMITeTEeHLINM ) COOTBETCTBYeT OLIeHKe «3auTeHO»

50-100% ot MakcuManbpHOTO basiia
N-1-yx.1 AHanusupyer 3azauy, BJ/Ia/leeT MaTepuasioM T0 TeMe, HO JOMyCKaeT
BbIZIefIsis ee 0a30BbIe COCTABJISIONIHE HETOUHOCTU TIpU (HOPMYIMPOBKE OCHOBHBIX
W]I-2- yx.; OCyIIleCTBISET TIOMCK U TIOHSTUM, B OCHOBHOM TIPaBUJILHO
KPUTMUECKHH aHanu3 uHbopMaLuy, aHAJTM3UPYeT 3a/lauy, BbIJesisAs ee 0a30Bble

COCTaBJISIIOIIME; JOCTAaTOYHO 3(DPEKTUBHO

HeoOX0IUMOH /1J1s1 pellleHus TTIOCTaB/IeHHON 9
OCYIIeCTBJIsIeT MOUCK ¥ KPUTUUECKUI aHa/n3

3ajatu UH(OPMALMH, HeoOXOAUMON /I pelleHus

W[I-3- y.1 TInaHnpyeT BO3MOXKHbIe TIOCTAaB/IEHHOM  3a/jaul; TIIAHUPYeT
BApHUAHTBI pEIlIeHN: 3a/ld4H, OLieHMBad UX BO3MOJKHbIe BapWaHThl peIlleHus 3a/audy,
JIOCTOUHCTBA U HEIOCTaTKK OLIeHMBass MX [OCTOMHCTBA M He[OCTATKH,;
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N-4- yx., Onipegensier U OLleHWBaeT JIOCTaTOYHO MOJIHO OrpejesisieT U OLleHUBaeT
MOC/Ie/ICTBUSI BO3MOXKHBIX PellleHUM 3aJjauu HOC/IEACTBUA BOSMOXHBIX PEIIeHNN 3a/ia4y,

V/T-1-1xoc.s PaspaGarbiBaer onpefie/iieT MCTOYHMKM WH(GOpPMaLMA Ha
OCHOBEe IIOCTaBJICHHBIX Lie/Iell I pelleHus

5KOHOMUYECKHUX 3a/la4; He BIIOJIHE YBEPEHHO
oripefiesisieT MeToAbl cOopa, 00pabOTKM

MEpOTIPUSITHUS TI0 BO3/IeCTBUIO HAa PUCK B
paspe3se OT/jelbHbIX BU/IOB

W ]1-2-pkoc-s [IpoBoauT vuadopMarM,  Crocobbl W BHA  ee
5KOHOMHMYECKYFO OLIeHKY MepPOTPHUSATHIA 110 TIpe/CTAB/IEHHSI;
BO3/IeHCTBHIO Ha PUCK paspabaTbiBaer MepOTpHATHS 1o

BO3/IEMCTBHIO Ha PUCK B pa3pe3e OTZAe/bHBIX
BUZIOB, MOYKET JOIyCKaTh HETOUHOCTH TIPU
MpOBe/leHN  YKOHOMUUECKYI0  OLIeHKY
MepOTIPUSITUI TI0 BO3/1eliCTBUIO Ha PUCK, UTO
He OKa3bIBaeT CYILeCTBEHHOTO BJIMSHUS Ha
oO0IIHi yYPOBEHb cchopMHUPOBAaHHOCTH
KOMIIeTeHI1H.

—_

16.
17.
18.
19.
20.

Mopayasb 3. «HopMaTHBHO-IPABOBBIEe acleKThI HH(OPMALHOHHOH 0e30MaCHOCTH M 3allUThI
uHpopManu»

1. Boripocsl /11 yCTHOr0 ompoca:

OxapakTepu3yiiTe IIpaBOBbIE ACMEKThI 3alUThl UHPOPMaLUU

HopMaTtuBHO-TIpaBOBble  IOKYMEHTHI TIPEATIPUATHS, Kacaroluecsi BOIMPOCOB UWH(POPMAI[MOHHOM
0e30MacHOCTH.

Ha3oBuTe OCHOBHble HampaBJeHWs Ppa3BUTHS 3aKOHOJATe/JIbCTBA B 007acTH  obecrieueHus
vH(MOpMallMOHHOW  0e30MacHOCTH, — OmpejerieHHble  Me)KBeJOMCTBeHHOH Komwuccueir  CoBera
be3onacHoctu P® no uHbopMariioHHOH 6e30macHOCTH?

Uro Takoe KoHbUeHIMaIbHast UHPOpMaLus?

Yro Takoe TiepCOHa/IbHbIe JaHHbIe?

B kakux ciryyasix BO3MOYXKHO MCITO/Ib30BaTh ITePCOHA/TbHBIE JaHHbIe 6e3 coryiacus obsaziaTesis?
OxapakTtepu3yiiTe 6HOMeTpHUUeCKHe JaHHbIe KaK MepCOHa/IbHbIE JIaHHBIE.

Yro Takoe npodeccroHanbHas TaiiHa?

Yro Takoe KOMMepuecKas TaiiHa?

. UTo Takoe pexxuM KOMMepUYeCKOU TaluHbI?

. UTo Takoe rocyzapCTBeHHasi TaiiHa?

. OnuimTe MpaBOBOM PeKUM FOCYZapCTBEHHOU TalHBbI.

. ©3-63.

. Kakue ry1aBHBIE TOCy/IapCTBEHHBIE OpPraHbl B 00s1acTi obecreueHuss MHGOPMAIIMOHHOM 6e30macHOCTH?
. Kakue rocyapcTBeHHble OpraHbl 3aHUMAlOTCs CepTU(PUKaLeld U JTULIeH3MPOBaHWeM CPe/ICTB 3allUThl

vHbopmauuu?

Kakuie ocHOBHbIE MeX/IyHapO/iHble CTaHAapThl B 06/1acTH MH(OpMaLoHHOM 6e30macHOCTH?
Pacckakute B ueM cyTh "opanxeBoit kHuru'" (ISO 15408).

Kak cBs13aHbl MeXXlyHapOHble CTaHAapThl U cTaHapTel PD?

Kakue ocHOBHBIe cTaH/apThl P® B 06/1acTH MHPOPMAIIMOHHOM 6€30T1aCHOCTH CYIL[eCTBYIOT?
OxapakTtepusyiite craigapt 'OCT P NCO/M3K 27002-2012.

KomvmnbiorepHoe TectupoBanue (TCKk)
Bbibepume 00uH npasuibHbIll 6apuaHm omeema
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IIpegmet npaBoBoro obecneyeHusi UHGOPMaLMOHHO 6€30MaCHOCTH Mpe/CTaB/IsAeT
co0oii:

+COBOKYITHOCTb OOI1[eCTBEHHBIX OTHOIIIEHHH, Ha KOTOPbIe HalpaB/ieHO MPaBOBOe BO3/eHCTBUe
B LIe/IIX HeAOMYIIEeHUs, BBIIBJEHUS U TIPeceUeHusi TPOSIBJIEHUH yrpo3 00beKTaM Hal[MOHA/IbHBIX
HMHTepecoB B MH(MOPMaI[MOHHOU cdepe, a TaK’ke MUHUMM3aLlui HeraTUBHBIX MOC/IeICTBUIN TIPOSIB/IEHUST
3TUX yrpo3;

COBOKYITHOCTb OOIL[eCTBEHHBIX OTHOILIEHHM, Ha KOTOpble HarpaB/ieHO MPaBOBOE BO3ZelCTBHe
TOJBKO B I[eJIIX HEJOMNYIeHUss TPOSIBJIeHUH yrpo3 00beKTaM HallMOHa/IbHBIX WHTEPEeCOB B
MH(OpMaLIMOHHOM cdepe;

HeT BEepPHOr'0 OTBeTa.

IIpaBoBoe o0ecnieueHue 0e3onacHocTH HH(popmanuu B popme cBejeHHH 00pa3yerTcs:

+COBOKYITHOCTBKO HOPM U UHCTUTYTOB, PEry/UPYIOLIUX OTHOLIEHUS MO MOBOAY TOJIbKO
o0BeKTa - CBeJIeHHH, 00/1aZiaTesieM KOTOPBIX SIB/ISIeTCsI CyOBEeKT TpaBa;

COBOKYMHOCTbI) HOPM U UHCTUTYTOB, PEryJMPYIOIIUX OTHOLLEHHS 110 TTOBOAY CJ/Ie[[YIOLIUX
00BEKTOB: CBefieHusI, 06/1a/iaTesieM KOTOPBIX SIBJIIETCS CYOBEKT IpaBa; CBOOOa MBIC/IH;
CyOBbeKTHBHAsi 3HAUMMOCTh HAlIMOHAIbHBIX KYJIbTYPHBIX 1[eHHOCTEH;

COBOKYITHOCTBIO HOPM U UHCTUTYTOB, PEryIUPYIOLUX OTHOILIEHUS T10 TTOBOAY TOTBKO 00beKTa
- cB00O/Ja MBIC/TH.

IIpaBoBoe o0ecnieueHue 0e3onacHocTH MHpopmaluu B popMe COOOIIEHHMI ONPeAe/IAeTCs:

COBOKYMHOCTbIO HOPM U UHCTUTYTOB, PEryJMPYIOIIUX OTHOLLEHHS 110 TTIOBOAY CJIe[[YIOLIUX
00BeKTOB: cBefleHus], 00/1ajaTesieM KOTOPBIX SIB/IsIeTCs CyObeKT TpaBa;

cB00O/1a MBIC/TH; CYyOBEKTHBHAs 3HAUMMOCTh HAl[MOHA/IbHBIX KY/IbTYPHBIX LIEHHOCTEH;

+COBOKYITHOCTBIO TIPABOBBIX HOPM M MHCTUTYTOB, PEryJTUPYIOIIUX OTHOIIEHHUS, 00beKTaMU
KOTOPBIX SIBJIIFOTCS COOOIIeHMs], TIepe/iaBaeMble 110 KaHa/laM CBsI3H, ZJaHHbIe, HaKarTHBaeMble 1
obpabaTtbiBaeMble B MHGOPMALIMOHHBIX CHCTeMaX, aBTOMAaTH3UPOBAaHHBIX CUCTeMax yIIpaB/IeHus, a
TaK)Ke IOKYMeHTbI KaK BXO/sIlHe, TaK U He BXOJsIIue B MH(OOPMalLMOHHbIe CUCTEMBI;

COBOKYITHOCTBIO TTPAaBOBBIX HOPM M UHCTUTYTOB, PETY/IUPYIOIIUX OTHOIIEHUS, 00beKTaMU
KOTOPBIX SIBJIIFOTCSI CPEJICTBA CBSI3U, aBTOMATU3alMK 00paboTKy MH(OpMaIuu, HHGOPMAaLMOHHO-
Te/leKOMMYHUKAL[MOHHbIE CUCTEMBI U CPe/ICTBa MacCOBOM MHGOpMaLny;

COBOKYITHOCTBIO TIPABOBBIX HOPM M UHCTUTYTOB.

CojepkaHHe U CTPYKTYpPa 3aKOHO/|aTe/IbCTBa B 00/1acTH HH(OPMALHOHHOM
0e30macHOCTH BK/IKOYAeT:

+Konctutynus Poccuiickoli ®@esepaiiyu - HopMaTuBHO-TIpaBoBbIe akThl (YKa3bl) [Ipe3ujeHTa
Poccutickoii @egepaiyu - [TogzakoHHbie akThl [IpaBuTenscTBa Poccuiickoit denepaiiuu -
®enepanbHbIe 3aKOHBI - KofeKchr;

Kouncturynus Poccuiickoit @efepaniuu - HopmaTtrBHO-TipaBoBbIe akThl (YKa3bl) [Ipe3useHTa
Poccuiickon denepanyuy;

[TopzakonHbie akThbl [IpaBuTenscTBa Poccutickoii @epepaiimy — @efepasbHble 3aKOHbI -
Kopekcer;

HeT BEepPHOr0 OTBeTa.

3akoHoaTe1bCcTBO Poccuiickoii @egepanuu 00 nadopmanum, nHGpoOpMaIHOHHBIX
TEXHOJIOTUSAX U 0 3alyTe HH(popManuM COCTOUT H3:

+®enepanbHOro 3akoHa «O6 nHbopmalyy, HHHOPMAITMOHHBIX TEXHOJIOTHSIX U O 3allUTe
vHbOpMaLUK» U IPYTUX (elepaabHbIX 3aKOHOB, PET'Y/IMPYIOIIMX OTHOIIEHHUS B 00/1aCTH
WCI10/1b30BaHusl MH(GOpMaLny;

denepasibHOTO 3aK0Ha «O TIepPCOHAIBHBIX JaHHBIX» U IPYTUX (he/iepasbHbIX 3aKOHOB,
PeryMpyoIuX OTHOIIEHHS B 00/1aCTH KCIT0/Tb30BaHUsT MH(MOPMalLIWY;

®esrepasibHOrO 3aK0Ha «O KOMMEpPUEeCKOi TaliHe» U APYTryX (e/iepaJbHbIX 3aKOHOB,
PeryMpyoIUX OTHOIIEHHS B 00/1aCTH UCIT0/Ib30BaHUs MH(MOPMAIIUH;

denepanbHOro 3akoHa «O roCcyJapCTBeHHOM TaiiHe» U APYTrux (pejiepaibHbIX 3aKOHOB,
PEryIMpyIUX OTHOIIEHUS B 00/1aCTH UCIT0/Ib30BaHUs MH(GOPMALIUH.

IIpeaMeTOoM NMPaBOBOro peryJTHpoBaHus B 00/1actu nHpopmaiun, nHGOPMaIMOHHBIX

TEeXHO0J/IOTUH M 3aIUThI MH(OPMaIUM AABJISIFOTCA:
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OTHOILIeHHs], BO3HUKAIOLL[MEe TOIbKO ITPU OCYIL[eCTB/IEHUH I1paBa Ha MOMUCK, MOy4YeHue,
repejiauy, NpOM3BO/CTBO U pacrpocTpaHeHre MH(GOpMaL1y;

OTHOLLIEHNS, BO3HUKAIOLL[Me TOJIbKO NP MPUMeHeHUH HH(GOPMAaLIMOHHBIX TeXHOIOTUM;

OTHOLLIEHUs], BO3HUKAIOLL[1e TOJILKO MPU 00ecrieueHr  3aluThl UH()OpMaIiu;

+OTHOILIeHHs], BO3HUKAIOLL[Me TIPY OCYILeCTB/IEHUM MpaBa Ha IOMCK, TI0JlyueHue, repejayvy,
MPOM3BO/ICTBO U PAaClpoCcTpaHeHue WH(OPMaLMY; TIPU NPUMeHeHUH MH(OPMaL[OHHbIX TeXHOJIOTH;
nipy obecrieueHNH 3alUThl HH(OPMALIWH.

JIoKyMeHTHpPOBaHHOU HH(opMaLeld Ha3bIBAIOT:

+UH(OpMaLIo, 3aMKCUPOBAHHYIO HAa MaTepUabHOM HOCUTeJe ITyTeM [JOKYMeHTUPOBaHus, C
PeKBH3UTaMH, TT03BOJISIIOLLMU OTpe/ie/TUTh TaKyt MH(POPMALMIO UK B YCTaHOBJ/IEHHBIX
3aKOHoZarebCcTBOM Poccuirickont defepaniy cnydasx ee MaTepUaibHbINM HOCUTEb;

rvH(opMalio, 3ahMKCUPOBaHHYIO Ha MaTeprualibHOM HOCUTeJIe TTyTeM

JOKyMeHTUPOBaHWsI, 0e3 peKBHU3UTOB,;

HeT BEePHOr'0 OTBeTa.

K o6mepocTynHo#i nH(popManu 0THOCATCA:

o0111er3BeCTHbIE CBeJileHUs U MHast MH(pOpMaLys, JOCTYI K KOTOPOil He orpaHHueH rocsie
JOCTHKeHUS OTpeie/IeHHOIO BO3pacTa;

+o0111en3BecTHbIE CBeJleHUsI Y MHast MHOopMaLvs, JOCTYI K KOTOPOi He OrpaHUYeH;

HeT BEepPHOr'0 OTBeTa.

Pa3nuuaroT cieayroigue BU/ibl HH(POPMALMOHHbBIX CUCTEM:

+ToCyZapCTBeHHbIe MH(POPMAaLMOHHbIE CUCTEMbI, MyHULUIAIbHbIe HH(OPMAaLIMOHHbIe
CUCTeMbl, UHble UH(POPMAaIL[MOHHbIE CUCTEMBI;

rocyZiapCcTBeHHble HH(OpPMAaLMOHHbIE CHCTEMBI;

MYyHULIUMa/IbHbIe MH(OPMaLMOHHbIE CUCTEMBI;

HeT BEePHOr'0 OTBeTa.

ITpaBoBoii pe)kuM HH(OPMAIMOHHBIX TEXHO/IOTH BK/IHOUAET:

MOPSIZIOK PeryMpOoBaHus UCII0J/Ib30BaHUs MH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CeTel;

repeyeHb 00/1aCTel rocy[lapCTBEHHOTO Pery/IMpoBaHus B chepe IpUMeHeHUst
MH(GOPMAaLIMOHHBIX TEXHOJIOTUA;

TpeOOBaHUs K rOCy/IapCTBeHHBIM HH(POPMALIMOHHBIM CHCTEMaM;

+BepHbI BCe BapUAHTHI.

3amura uHdopMaIU1 NpeCcTaB/IsAeT c000i NPUHATHE NPABOBBIX, OPraHU3alMOHHBIX U
TeXHUYeCKHX Mep, HanpaB/IeHHbIX:

+Ha obecrieueHue 3aIUTHI MH(GOPMAIMX OT HEPABOMEPHOTO JIOCTYTIA, YHUUTOXKEHMSI,
MoauduUIpoBaHus, 6JIOKMPOBaHKSI, KOTIMPOBaHUS, TIPeJ0CTaB/IeHHs], PACTIPOCTPAaHeHHs], a TaKXKe OT
HMHBIX HellpaBOMEpHBIX [/IeCTBUM B OTHOIIIEHUM TaKoW MH(GOpMaLny;

cobsroieHre KOHQU/IeHLMaIbHOCTU MHPOPMAaLIMK OrpaHUUeHHOT'0 10CTYTIa;

peasi3aluio fpaBa Ha JOCTyN K UH(popMaluy;

BepHBI BCe BapHaHTHI.

Pa3jenneHue nuH(opMaLyi Ha KaTeropul CBOOOJHOI0 M OTPAHUYEHHOT0 JOCTYIA, IPUYeM
uH(popmanuy OrpaHUYeHHOr0 /J0CTyNa No/pa3fe/Al0TCcA Ha:

OTHeCeHHbIe K rOCy/JapCTBeHHOU TalHe;

+ OTHeCeHHbIe K C/Ty)KeOHOU TaliHe (MH(pOPMaLUH [/t CTy>KeOHOT0 TI0/Ib30BaHUs),
TepCoHasIbHbIe JJaHHbIe (M ApYyrue BU/bl TakH);

OTHeCeHHbIe K MH(POPMaLMK 0 TIPOTHO3aX MOT0fbl;

BCe BepPHbI OTBETHI.

Kak Ha3bIBaeTcs 3aK0H, pery/IMpyoIMii AeiTe/IbHOCTb rOCYyapCTBeHHOU TallHbI Ha
TeppuTopuu P®?

«O KoMMepuecKou TaliHe»;

+«0 rocysapCTBeHHOW TalHe»;

«O cnyxebHOI TaiiHe»;

«O BpaueOHOM TaiiHe».

K undopmanuu orpaHH4eHHOr0 JOCTYIa OTHOCATCS:

roCyZlapCTBeHHas TalHa;
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KOHGUeHIMaIbHast HH(OopMaLys;

repcoHasbHble 1aHHBIE;

+BCe OTBEThI BEPHBI

OnekTpoHHass 1nudpoBas MNOANNCH B 3JeKTPOHHOM [OKyMeHTe paBHO3Ha4yHa
COOCTBEeHHOPYYHOW TMOJMHUCH B /JOKyYMeHTe Ha OyMa)kKHOM HOCHTe/leé TpPH OJHOBPEMEHHOM
CO0/TIOICHNH CJTe/IyIOLUX YC/TOBHIL:

cepTu(dUKaT K/toua TOANUCH, OTHOCSIIUNCS K 3TOW 3/7eKTPOHHOW LIM(PPOBOM TOATHCH, He
yTpaTui cuay (JelcTByeT) Ha MOMEHT IIPOBEPKM W/IM Ha MOMEHT MOJIUCAHUSI 37eKTPOHHOTO
JIOKyMeHTa MpU Ha/IMUWK [0Ka3aTe/bCTB, ONpee/IsolMX MOMEHT TOANUCAHMS;

MO/TBepXK/leHa MO/JIMHHOCTb 3/IEKTPOHHOU LIM(POBOM MOATKCH B 3/IEKTPOHHOM JIOKYMEHTE;

3/IeKTpOHHast LIU¢PpoBasi MOAMUCH UCTIOIb3YeTCsl B COOTBETCTBUHU CO CBeZIeHUSIMU, YKa3aHHBIMU
B cepTU(UKaTe K/Iroua MoJITUCH.

+BepHbI BCe BapUaHTHI.

IlepeyeHb BH/J0B [JeATeJTbHOCTH B oOjacTu 3ammThl HHGOpMALMH, HAa KOTOpbIe
BbIJJAIOTCA JIULeH31H, onpejesieH IlocranoBienuem IlpaBurenscrBa PO - “O nuieH3MpoBaHUMN
OT/le/IbHBIX BHAOB AeATenbHOCTH” 0T 24.12.94 Nel418 Kk HUM, B UYacCTHOCTH, OTHOCHTCHA
pa3padoTKa, MPOU3BO/ACTBO, pea/in3anus ¥ CEPBUCHOE 00C/Ty)KUBaHHe:

1MdpoBanbHBIX CPE/ICTB;

3al[UIIeHHbIX CUCTeM Te/IeKOMMYHUKALIWI;

MPOrpaMMHBIX CPeJICTB;

Crela/bHbIX TeEXHUYECKUX CPe/ICTB 3alliuThl HH(OPMALIUU;

MO/IFOTOBKA U TIeperoiroToBKa Ka/ipoB;

+BCe BePHbI BapUAHTHI.

CKOJIbKO BBIJIe/ISIOTCA OCHOBHBIX COCTaBJ/ISIIOIUX HAllHOHATbHBIX HHTEPeCoB
Poccuniickoii @eepanuu B uHGopManoHHOMI cdepe?

2

3

+4

5

6

CepTuduKaum nojiexar:

+cpezicTBa Kpuntorpaduueckoi 3aiuTbl THGOpMaIuy;

Cpe/iCTBa BbISIB/IEHUSsI 3aK/1a/IHbIX YCTPOMCTB U MPOTPaMMHBIX 3aK/aJ|0K;

3allUIIieHHbIe TeEXHUYeCKre cpe/icTBa 00paboTKu uHMopMariuuy;

3all[UIIleHHble HTHPOPMAaIIMOHHBIE CUCTeMbI U KOMIIEKCHI TeJIeKOMMYHHUKALIUM;

BCe BbIllIeTlepeurcieHHble CPe/ICTBaA.

B pykoBogsiieM JoKyMeHTe I'0CTeXKOMHCCHH CHCTEMBI, B KOTOPBIX padoTaeT oAuH
M0J/Ib30BaTe/Ib, JONYLIeHHbIH KO Bcel o0padaTpiBaemMoii mHpopManuy, pa3MelieHHO#M Ha
HOCHTEJISAX OJHOr0 YPOBHS KOH()MAeHLIUA/TbHOCTH — OTHOCATCS K Ipynie:

+I1epBoy;

BTOPOM;

TpeTheu;

YeTBepTON;

MATOMN.

B pykoBogsiieM JoKyMeHTe ['0CTeXKOMHCCHH CHCTEMBI, B KOTOPBIX pa00TaeT HeCKO0JIbKO
1oJ/ib30BaTe/ied, KOTopbie HMEI0T OANHAKOBHIe MpaBa /0CTyMNa Ko Bceil uHdopmaium,
o0pabaThIBaeMoi W/HW/IH XPAaHUMOHM HA HOCUTEJISIX Pa3/IMYHOr0 YPOBHA KOH(H/IEHI[HA/TBHOCTH —
OTHOCATCS K TpyIime:

NepBOy;

+BTODOW;

TpeTbel;

YeTBePTOW;

TISATOM.
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B pykoBojsimeM AoKyMeHTe ['0CTeXKOMHCCHH MHOI'0II0/Ib30BaTe/IbCKHe CHCTEeMBI, B
KOTOPBIX O/{HOBPEeMEHHO 00padaThIiBaeTcs /WK XPaHUTCA MH(OPMAIUs pa3HbIX YPOBHeH
KOH(}HAEHIIHATbHOCTH, IPHYeM pa3/IHYHbIe M0/Ib30BaTe/Ii HMEI0T pa3/InyHbIe MpaBa Ha AOCTYN
K MH(opMaIuM — 0OTHOCATCA K Irpynme:

TIepBOY;

BTODOW;

+TpeTbely;

YeTBEPTOU;

TMIATOM.

Cpeau HIKenepeuuc/1eHHBIX BbI/ie/IUTe [VIaBHYI0 IPUYHHY CyleCTBOBaHUS
MHOT'0UYHC/IEeHHBIX YyIpo3 HH(OPMAaI[HOHHOW 0e301acHOCTH:
+TIpOCYeThI MPY a/IMUHUCTPUPOBAHUM UH(POPMALIMOHHBIX CUCTEM

HeoOXO0MMOCTh TTOCTOSTHHON MOAU(UKALIMK HHPOPMAIIMOHHBIX CUCTEM

CJI0XKHOCTb COBPEMEHHBIX MH(OPMAL[MOHHBIX CUCTEM

YronoBubii kKopekc P® He mpegycmaTpuBaeT HaKa3aHMs 3a:

CO3/laHHe, UCTI0Ib30BaHUe U PaclpoCTpaHeHUe BPeJOHOCHBIX MMPOrpaMM

+BeJjeHre JIMUHOW KOPPeCIIOHZEeHLMU Ha TIPOU3BO/ICTBEHHOW TEXHUUeCKOM Oase

HapylleHue rpaBu 3KcrvtyaTauuu 3BM, cucremsl OBM unm ux cetu

ITop onpepesieHNe CPpeACTB 3alUTHI HH(pOpPMaluy, AaHHOe B 3aKoHe "O
rocyAapCcTBeHHOMU TaiiHe", O/ANAal0T:

+Cpe/iCTBa BbISIBJIEHUS 3/I0YMBILLLJIEHHON aKTHBHOCTH

cpezcTBa obecrieyeHUs 0TKa30yCTOMUMBOCTH

cpeacTBa KOHTPOJIs 3¢ (eKTUBHOCTH 3allUThl UHPOPMAaLUU

B uKc/10 11e/1e#i MOTMTHKYU 0e30MacHOCTH BePXHEro YPOBHSI BXO/ST:

pelieHre C(OPMHUPOBATH WK N€PECMOTPETh KOMIIEKCHYFO POrpaMMy 0e30TacHOCTH

+obecrieueHre 0a3bl 11 COOJTIOIEHIST 3aKOHOB M TTPABHIT

obecrieueHre KOH(MHUIEHIMATEHOCTH TTIOYTOBBIX COOOLeHNH

B uKcs10 11e/1e#i MporpaMMbl 0€30MacHOCTH BePXHEro YyPOBHS BXOJAT:

yTipaBJjieHHe PUCKaMU

orpeziesieHUe OTBETCTBEHHBIX 32 MUH(OPMAaIL[MOHHbIE CePBUCHI

+ornpe/iesieHHe Mep HaKa3aHWs 3a HApPYILIeHUs TIOJTUTHKU 0e30T1acHOCTH

B pamMkax nporpaMmbI 0€30MaCHOCTH HIDKHEr0 YPOBHSI OCyLIeCTB/IAIOTCS:

CTpaTeruueckoe IyjlaHUpOBaHUe

MOBCe/IHeBHOE a/[MUHHCTPUPOBaHUE

+OTC/Ie)KUBaHME CTa0bIX MECT 3all[UThI

ITouTHKa 6€30MacHOCTH CTPOUTCSH Ha OCHOBeE:

o6mux npegcTapieHui 06 C opraHu3saiyu

M3y4eHUs MOIUTHK PO/ICTBEHHBIX OpraHU3aluii

+aHa/rM3a pUCKOB

B uKc/10 1e/1e#i MO/TMTHKHU 0e301MacHOCTH BEPXHEro YPOBHSI BXO/IST:

¢bopMynMpoBKa a/MUHHACTPAaTUBHBIX pPelleHUi 10 BaKHeHIIIMM acrieKTaM peasn3alun

TporpaMMbl 6e301acHOCTH

BbIOOp MeTO/I0B ayTeHTU(HKALMU T0J/Ib30BaTesei

+obecrieueHre 0a3bl 1t COOJTIO/IEHMST 3aKOHOB M TTPABHIT

JeiicTBre 3akoHa "" O /iMIjeH3MPOBaHUM OT/Ae/IbHBIX BU/IOB JeATeIbHOCTH
pacrpocTpaHsieTcs Ha:

JIesiTe/TbHOCTB T10 UCI0/Tb30BaHMIO IM(POBaIbHBIX (KpUMNTOrpaduueckrx) CpefiCcTB

JlesiTe/IbHOCTh 110 PeK/IaMHPOBaHUIO LM POBAIbHBIX (KpUMITOrpaduiyeckux) CpeficTB

+/1eATeIbHOCTD TI0 PACMPOCTPAHEHUIO MIKM(POBaIbHBIX (KPUMITOrpapuuecKux) cpe/iCTB

ITog onpepeneHue cpeAcTB 3aluThl HHGoOpManuy, faHHoe B 3akoHe """ O
roCcyAapCcTBeHHOM TaiiHe", IO/ al0T:

+CpeJiCTBA BbISIB/IEHHSI 3/I0YMbIILIJIEHHON aKTUBHOCTH

cpezcTBa obecrieueHHst 0TKa30yCTOMUMBOCTH

cpefcTBa KOHTPOJIs 3¢ (eKTUBHOCTH 3allUThl UH(POPMAaLUU

20



JencrBre 3akoHa "" O /MIjeH3MPOBaHUM OT/Ae/IbHBIX BU/IOB JeATeIbHOCTH

PACIIPOCTPAHAETCH Ha:

He

JlesiTeIbHOCTh 110 TeXHUUYeCKOM 3alijuTe KOH(PUAeHI[MaabHON UH(popMaliuu
+o0pa30oBaTe/IbHYIO /IeATebHOCTb B 00/1aCTH 3al[UThl HH(MOPMALIUN
TipeiocTaB/IeHHe yCIyT B 06sacTy mmdpoBanust HHGOpMaLu

ITop onpepesieHye CPeACTB 3alUThl HH(OpMaLHu, JaHHOe B 3akoHe "O

roCyJapCTBeHHOM TaiHe" ", IOANA/AIOT:

+Cpe/iCTBa BBISIBJIEHUS 3/I0YMBIIIJIEHHON aKTHBHOCTH

cpezcTBa oOecrieueHust 0TKa30yCTOMUMBOCTH

cpezcTBa KOHTPO/IsT 3¢ (eKTUBHOCTH 3all[UThl UHPOpMaLUU

Yto nmpeacraB/iseT codoi JJokTprHa nH(popMaIHOHHOH 0e3omacHocTH PD?
HOPMAaTHBHO-TIPABOBOM aKT, YCTaHAB/IMBAIOL[MI OTBETCTBEHHOCTh 3a MPABOHAPYIIIeHUs B

cdhepe nHpopMaIMOHHOM 6€30T1aCHOCTH;

benepanbHBIN 3aKOH, PEryIMPYIOIIUM IMPaBOOTHOLIEHHS B 00/1acTh HHGOPMAI[OHHOMH

6e301macHOCTH;

1jesieBast IporpamMma pasBUTHSI CUCTeMbl HH(OPMaLMoHHOM 6e30macHocT PO,
npe/icTaB/IstoNast COO0i ToC/IeJ0BaTe/IbHOCT CTajUi U 3TarloB;

+COBOKYITHOCTb O(MLIMa/TbHBIX B3IJIS0B Ha LI/, 3a/lauy, MPUHLIMIIBI 1 OCHOBHBIE
HarpaBJ/ieHus1 obecrnieueHrs: HHGOPMAaLMOHHOM Ge3omacHocTH Poccuiickoit @enepanyu.

Kakue 13 nepeuncIeHHBIX HIDKe YITPO3 OTHOCSATCA K K/Iaccy npejHaMepeHHbIX?

+3apakeHHe KOMIIbIOTepa BUPyCaMu;

(ur3nueckoe paspyllieHre CUCTeMbI B pe3yJbTaTe Mo’Kapa;

OTKJ/TFOUeHHe WX BbIBOJ U3 CTPOSI TIO/ICUCTeM obecrieueHUs1 PyHKIIMOHUPOBAHHS
BBIUMC/IUTE/bHBIX CUCTEM (3/1eKTPONUTAHKS, OX/IaKAEHUS] U BEHTU/ISILIUM, TMHUM CBSI3U U T.I1.);

MIPOEKTUPOBAHNE apXUTEKTYPhl CUCTEMbI, TEXHOJIOTMHA 00pabOTKU aHHBIX, pa3paboTKa
TIPUKJIaZHBIX TIPOTPAMM, C BO3MOKHOCTSIMH, TIPE/CTaB/ISFOIIMMUI OMacHOCTb ik pab0TOCIIOCOOHOCTH

cucTeMbl ¥ 6€301acHOCTH UH(POPMALUH;

YyTeHHe 0CTaTOUHOM UH(OPMAaLIUU U3 ONepPaTHBHOM MaMSATU 1 C BHELLIHHX 3allOMHAHAOLUX

YCTPOWCTB;

BCKpbITHE ITHM(POB KPUTITO3AIUTEI UH(POPMaLIUU

ITpaBoBoe o6ecnneuenne I o3Hauaer:

3ammry uHTepecoB (HU3NUeCKUX U FOPUANUYECKUX JTUL;
3aluTy UHTEPEeCOB roCyJapcTBa v 00I1IeCTBa;

+ Bce BhbIIIeNIEpPEUYNCIEHHOE.

Tab6auna 5 — Kpurepuu oneHKU ¢(h)OpMHPOBAHHOCTH KOMIIeTeHI[HI

Koj 1 HauMeHOBaHVe MHAMKATOPA JOCTHXXeHUSs
KOMITeTeHIUU
(4acTy KOMMeTeHLUK)

Kpurepuu olieHMBaHus1 COOPMUPOBAHHOCTU
KOMIIeTEeHIIMM (YaCTH KOMITeTeHI[MH)

COOTBETCTBYET OL[EHKE «3aUTEHO»
50-100% ot MakcumasbHOro basnia

N[-1-yx.1 AHanusupyet 3ajauy,
BbIZIeJIsIst ee Da30BbIe COCTABJISIOIIIE

N-2- yx.1 OcyliecTBiseT MoMCK U
KPUTHWUECKHUI aHamu3 UHGOpMaIiuu,
Heo0X0IMMOH /1/1s1 pellleHus TTIOCTaBIeHHON
3a/1a4M

N[-3- yx.1 [InanupyeTt Bo3MOXHBIE
BapUaHTHI pellieHus 3a/lauk, OLieHUBast UX
JIOCTOMHCTBA U HEIOCTaTKU

N-4- yx.1 OmipegensieT U OLleHUBAeT

BJIaZieeT MaTepyasioM 10 TeMe, HO /I0MyCKaeT
HETOYHOCTU TIpU (OPMYUPOBKE OCHOBHBIX
TIOHSATHUH, B OCHOBHOM  TPaBWIbHO
aHa/IM3MpYyeT 3ajauy, BbiJesiss ee Oa30Bble
COCTaBJISIIOIIE; JOCTAaTOUYHO 3(DPEKTUBHO
OCYILL[eCTBJIsIeT TIOUCK U KPUTHUECKUI aHa/N3
uHbopMalui, HeoOXOAUMOU [Jisi pelleHust
TOCTaB/IEHHON  3ajjauy; TJIaHUpYyeT
BO3MOXXHble BapuaHTbl pellleHusi 3aJauu,
OLleHMBasi MX J[OCTOMHCTBA W HEAOCTATKU;
JI0CTaTOYHO TOJIHO OTpeZiesisieT U OLleHUBaeT
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TI0C/Ie/ICTBUSI BO3MOKHBIX PEIlIeHNH 3a/jaui | MOC/eCTBUSI BO3MOXKHBIX DEIleHHH 3aziauy,
VIJ1-1-1koc.s Pa3pabaTbiBaer orpeZiesiieT MCTOYHMKM WH(OpMaru Ha
OCHOBE TIOCTaBJIEHHBIX Iie/iedl [ peleHus
9KOHOMHMUECKHX 3a/lay; He BIIOJIHE YBEPEHHO

paspe3se OT/Ie/IbHBIX BH/IOB
oripefiesisieT MeTOAbl cOopa, 006pabOTKH

nn-2- [IpoBoaut
H-2-nkoc-s 11pOBOA, uHdopmaluK, Cnocobbl W BUI ~ ee
5KOHOMHUECKYIO OL[eHKY MEepOTPUSTHIA 110 Ne/ICTABTeHHS;
b

MEPOIIpUsATHUA 110 BOB,E[EI\/’ICTBI/I}O Ha pUCK B

BO3/IEMCTBUIO HAa PUCK pa3pabatbiBaeT MepOoIpUATHA 1o
BO3/IeMCTBUIO Ha PUCK B pa3pe3e OT/e/bHbIX
BH/IOB, MOXXeT [JOIyCKaTb HETOUYHOCTU IIpU
IIpOBeeHUHN 5KOHOMHUECKYIO OLIEHKY
MEepONpUSITUM 10 BO3J€HWCTBUIO HA PUCK, UTO
He OKa3sbIBaeT CYIeCTBeHHOI'0 B/IUSIHUA Ha
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oO0IIHi yYPOBEHb cchOpMHUPOBAHHOCTH
KOMITeTeHLIUH.
Mopayns 4. «OpeaHu3ayus cucmembl 3awjumbl uHpopmayuu 6 UHGPOPMAYUOHHBIX

cucmemaxr».

1. Boripocsl /111 yCTHOrO omnpoca:
Kakue opraHusaliOHHO-aJMUHUCTpPaTUBHbIE Mepbl Bbl 3HaeTe?

Ha3zoBuTe cocTapsisitolie OpraHM3alOHHOTO 0becrieueHNsI KOMITBIOTepHON 06e30TMacHOCTH.
UTO BXOAWUT B COCTaB OPraHU3alMOHHO-TEXHUYECKUX Mep?

[TepeuricvTe OpraHU3al[MOHHO-9KOHOMUYeCKHe Mephbl 3all[uThl HH(GOpMALHH.

Kakue KauecTBa MpOBEPSIFOTCS Y JIUI] ITPH TIprieMe Ha paboTy?

Yro BK/ItOUYaeT KOHPUeHLIMaIbHOe [1e/I0TPOU3BO/CTBO?

/151 uero NpUMeHsIOT Me)XCeTeBble SKPaHbI?

Kak knaccuuiivpyrotcs TexHUuecKre cpeJiCTBa MPOTUBOIeHCTBUS?

Kakue noipasaenenus B cy>k0e 6e30macHOCTH?

. Kakue uH(opmaijoHHble yrpo3sl SB/SIOTCS M1aTOM 3a UCM0/Ib30BaHus VIHTepHeTa?
. HazoBute MepsI 1o 3aiute uHGOpPMaLMy B UHTEpHeTe.

. 17151 4ero UCI0JIb3yOTCS MeXXCeTeBble SKpaHbl-OpaHAMay3pbl?

. Uto ucnons3yeTcs AJ1s1 3aL{UThl 37IeKTPOHHOM MOYTHI?

. MeTo/1uKy 0OHapy>KeHUs1 BUPYCOB 1 BH/IbI aHTUBUPYCHOT'O MPOrPaMMHOI0 00ecrieueHusl.
. UTO MOXXHO UCII0/1b30BaTh /1 3al{UThl OT BUPYCOB?

. Kakue Brbl 3HaeTe aHTUBHPYCHBIE TIPOrPaMMBI?

. Ha3oBHTe OCHOBHBIE HCTOUHVKY NTPOHMKHOBEHHSI BUDYCOB.

. Kakue ocobeHHOCTH KOMMaHHHM HEOOXOJMIMO YUUTBIBATh ITPU Pa3paboTKe CHCTEeMBbI 3aIlUThI?

. UTo Heo6X0AMMO 3allUIlaTh B KOPIIOPaTUBHOMN CeTH?

. Ha3oBHTe OCHOBHBIE 3Tanbl TOCTPOEHHUSI CUCTEMBI 3allJUThI.

. Kak knmaccuduippytor Mepbl obecrieueHusi 6e30MacHOCTH IO CrIocob6aM OCyIIeCTB/IeHH s ?

. B yeM oT/Muusi «BCTPOEHHOM» 3alL[UThI OT «H00aBIeHHON»?

. UTo pmenaeTcst Ha 3Tare CONMPOBOXKIEHUSI CUCTEMbI?

. Ha3oBuTe KpuTepry oNTUManbHOIO COOTHOLLEHUS B aHa/IM3€e Pa3/IMYHbIX BAPUAaHTOB MOCTPOEHUS

CHUCTEMBI 3allUTHI.
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25. [laiiTe XapaKTepUCTHKY I/laHa o0ecrieyeHusi HerlpepbIBHOM paboThl ¥ BocctaHoB/ieHUss (OHPB).

KomvmnbrorepHoe TectupoBanue (TCk)

Bbibepume o0uH npasuibHbIll 6apuaHm omeema
"TPOAHCKUIN KOHb" ABJ/ISIETCA Pa3sHOBU/JHOCTHI) MOJe/M BO3JeMCTBHSA NPOrPaMMHBIX
3aK/1aJ0K
+HCKaKEeHUE
repexsar
HabJ/roieHre U KOMITPOMeTaLUst
ybopka mycopa
" Yno/iHoMOUYeHHBbIe cepBepbl" ObI/IM CO3JaHbI /I/Isl PelIeHus] MPo0/1eMbI
+umuTaluu IP-agpecos
MO/J|eIKYU 3/IEKTPOHHOU MOANUCH
repexBara Tpaduka
HCA
" Yno/HOMOYeHHbIe cepBepbl” (UIBTPYIOT NaKeThl HA YPOBHE
+TIpU/IO)KeHUM
¢usnyeckom
KaHa/IbHOM
TPaHCIIOPTHOM
3 nepeuncsieHHoro crpykrypa OC ¢ TOUKH 3peHHUs1 aHa/In3a ee 0e30MacHOCTH BK/IIOYAeT
ypoBHu: 1) BHemHuM; 2) cereBod; 3) K/IMEHTCKHM; 4) cepBepHbIM; 5) CHUCTeMHBIM; 6)
NPUI0KeHU M
+1,2,5,6
1,2,3,4
3,4,5,6
1,3,5,6
ACL-cnMcoK acconumMpyeTcsi € KaK/bIM
+ 00beKTOM
MpOLIeCCOM
JIOMEHOM
THIIOM JIOCTYyTa
- 3TO Bb/ie/IeHHe M0/Ib30BaTe/ieM M afiMMHHMCTPaTopaM TO/IbKO TeX NMpasB
AOCTYIa, KOTOpPbIe UM HE00X0JUMBbI
+ [IpuHLMIT MUHKMMAa3alyy TTPUBUIIET U
[TpyHLMIT MaKCUMHU3aLMY TPUBUIIET M
[IpyHLMIT MHOTOYPOBHEBOM 3allUThI
[TpuHLMI nTpoCTOTHI U yripaBasieMocty VIC
- 3TO TapaHTHUsl COXPAHHOCTH JAHHHIMH NMPaBW/IbHLIX 3HaUYeHHU, KoTopasi
o0ecrieynBaeTcsl 3amperoM /Jisi HEaBTOPM30BAaHHBIX MOJIb30BarTe/iell KaKUM-IH00 oOpa3om
Moau¢uLpPoOBaTh, pa3pyliaTh UK CO3/AaBaTh JAHHbIE
+ LesocTHOCTD
HJocTynHoCTb
BoccraHasiviBaemMoCThb
[ eTepMUHMPOBaHHOCTD
- 9TO HeJJ0CTaTOK cucTeM IHU(POBaHUSA C OTKPBITBIM KIHY0M
+ OTHOCUTENBHO HU3Kast MPOM3BOIUTETbHOCTh
Ha ogHOM U TOM Xe K/toue OZJMHaKOBble 64-O0WTHBIe GJIOKM OTKPBLITOTO TEeKCTa TeperayT B
O/TMHAKOBBIe OJIOKHU MIM(POBAHHOTO TEKCTa
[Tpu Kcrionb30BaHUM MPOCTOU 3aMeHbl JIETKO TIPOM3BECTH MO/IMEHY OZHOTO HIM(POBAHHOTO
TeKCTa IPyTUM
Heo6x01MMOCTb pacnipoCcTpaHeHUsi CeKPeTHBIX K/rouei
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- 3TO npe/j0oCcTaB/IeHHe Jiera/IbHbIM No/Ib30BaTe/IeM
AucddepeHMPOBaHHBIX NIPaB A0CTyIA K pecypcaM CHUCTeMBbI

+ ABTOpU3aLIUA

Ayput

Wpentudukariys

YTentudukaiys

- 3TO CBOWCTBO, KOTOpPOe rapaHTHpYyeT, YTO0 HH(GOpMaLus He MOXeT ObITh

AOCTYIIHA WJ/TA PACKPBITa /IS HEABTOPHU30BaHHbBIX ITMYHOCTEH, 00'beKTOB WM MPOLIeCCOB

+KoHbugeH1ManbHOCTD

JocToBepHOCTh

LlesiocTHOCTB

eTepMUHMPOBAHHOCTh

- 9TO TPOSIHCKHE NMPOrpaMMbI

+ YacTe mporpamMmbl C W3BECTHBIMHU [10/1b30BaTei0 (QYHKLUSIMH, CIIOCOOHAsi BBITIONHSTH
JeCTBYS C LIeIbI0  TIPUUMHEHUs oTpe/ie/IeHHOTO yiriepba

[TporpaMMbI-BUpPYChI, KOTOPbIE PaclipOCTPAHSIOTCS CAMOCTOSATETbHO

TexcToBbIe (haiisibl, pacripocTpaHsieMble 10 CeTU

Bce nporpamMmel, coziepkariyie olmoKu
- 9TO MO/IMTUKA WH(POPMALIMOHHOM 0€30MaCHOCTH

+COBOKYMHOCTh 3aKOHOB, TIPAaBWUJI, OMpe/e/SIOIUX YIIpaB/ieHYecKre U MPOeKTHbIe pelleHust
B 00/1aCTH  3aIUThI MHGOPMALUK

VToroBebiii JOKYMEHT aHa/lr3a PUCKOB

[Tpodusb 3aIUThI

CranzapT 6e301MacHOCTH
- 3TO TPHUCBOEHHE Cy0beKTaM M 00BbeKTaM /0CTyna YHUKA/JIbHOIO
HoOMepa, mu@pa, Ko/jja 1 T.II. C I[e/IbI0 MoJIyueHHs A0CTyNa K HH(opManuu

+Unentudukaiys

AytenTrduKanys

ABTOpU3anus

Aypur

- 9TO MpoOBepKa MO//IMHHOCTH M0/1b30BaTe/s MO0 NpeJbABIeHHOMY UM
uieHTU(PUKATOPYy

+ AyTreHTU(VKaLYA

Aypur

ABTOpu3anus

N penTrdukaiys
- 3TO mNpoBepKa MNOAJMHHOCTH Cy0BbeKTa MO0 NpeJbsSBJIeHHOMY HM
HeHTU(UKATOPy AJA TPHUHATHUA PpellleHUsi 0 MNpejoCTaB/JIeHHMH eMy /ocTyna K pecypcam
CUCTEeMBbI

+ AyreHTudUKaLYS

ABTOpu3anus

Aypur

N pentudukanys

- IleJIb IIpOorpecca BHepeHUs1 U TeCTUPOBAaHUsl CPe/JCTB 3allThI
+ I'apaHTHpOBATh MPaBUIBHOCTb peaan3aliii CpPeZCTB 3allUThI

BbISIBUTH HapylLumuTess

OnpesieUTh yPOBEHb PaCX0/I0B Ha CUCTEMY 3allIUThI

Br160p Mep ¥ Cpe/iCTB 3al[UThI

U T.I. C [{eJIbI0 MOJIyYeHHs A0CTyna K uHpopMarun

+ Upentudukarys

AyTteHTH(UKaLMs

Aropusanus

Ayput
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- 9TO CTelleHb 3alMIeHHOCTH HH(OPMAI[UHM 0T HEraTUBHOI'0 BO3/leICTBHA Ha Heé
C TOYKHM 3peHHMsl HapyumleHusi eé (u3nueckoli M JIOTHYeCKON I|eJIOCTHOCTH WM
HEeCAaHKI{MOHMPOBAHHOI'0 MCII0/1b30BaHUSA
+ be3onacHocTh MH(poOpMaLu
Ys3BUMoCTb UH(pOpMaLU
HapgexxHocts nHbOpMaruum
3aluileHHOCTh UH(OpMaLUU
SIBJISIETCS JOCTOMHCTBOM MaTPUYHBIX Mo/esied 6e30macHOCTH
+ JIerkocCThb MpeJCcTaBIeHHs IIMPOKOTO CIIeKTPa MpaBusI obecrieyeHus: 6€30MacHOCTH
KoHTposnb 3a moTokamu UH(OpMaLu
PaciuivpeHHbId ayauT
I'mbKOCTh yIipaB/ieHuUs
ynpasJisier perucrpapuei B cucreMe Windows 2000
+ Ipoueaypa winlogon
[Mpoueaypa lsass
msgina.dll
logon.dll
Ha3bIBaeTCsl MeTO/| yNpaB/eHUsl JOCTYNOM, MPH KOTOPOM KaX/J0My OOBEKTY
CHCTeMbI IPUCBANBaAeTCS MeTKAa KPUTUYHOCTH, ONpe/ie/ISoIas eHHOCTh HH(popMarun
+ MaHgaTHbIM
V36upaTebHbIM
N penTrduLipyemMbiM
[TpuBUIErMPOBaHHBIM
PeXUM THPOKHPOBAHHWS [JAaHHBIX Y/yyllaeT padoune XapaKTePUCTHKH
CHCTEMBI
+ ACHHXDPOHHBIN
VIMny ibCHBIN
ToHOBBII
CHHXPOHHBIN
co3fiaeTcs i peanu3anyu Texnosoruu RAID
+ [lceBmoapaiiBep
Komrunsitop
WHurepniperarop
CrnelyanbHbIA MPOLeCC
ypoBenb OC cBsi3aH C JAOCTYNIOM K HH(OPMaLMOHHBIM pecypcaM BHYTPH
OopraHu3anyu
+ CeTeBoi
Brewnnit
[TpunoxxeHuu
CucTreMHbIN
SIB/ISIETCSI He/[OCTaTKOM MHOTOYPOBHEBBIX MO/ie/ieii 06e30macHOCTH
+ HeB03MO>KHOCTh yueTa UHIUBUAYa/TbHBIX 0COOEHHOCTelH CyObeKTa
OTcyTcTBUE KOHTPOJISI 3a TOTOKaMU MH(pOpPMaLuu
CNO>XXHOCTD TIpe/ICTaB/IeHUs IIIMPOKOT0 CITeKTPa MpaBu/ obecrieueHus: 6e30macHOCTH
OTcyTCcTBUe MOHOTO ayjuTa
3aHUMaeTcs1 of0ecreyeHHeM CKPBITHOCTH HHpopManuu B HHGOPMALMOHHBIX
MaccuBax
+ CreraHorpacdus
Kpuntorpadus
Kpunronorus
Kpunroananus
Ha3bIBaeTCsl 3aMUCh OMpe/e/IeHHbIX COOBITHII B )KypHa/I 0e30MacHOCTH cepBepa
+ Ayautom
Yuerom
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Tpadrkom
MOHUTOPHUHTOM
Ha3bIBaeTCs MoJIydyeHHe ¥ aHa/ M3 HH(OpMaLiii 0 COCTOSHUU PecypCcoB CHCTeMbI C
MOMOIIBI0 ClIeliHa/IbHBIX CPe/JCTB KOHTPOJIA
+ MOHUTOPHUHIOM
Aynutom
AJIMUHUCTPHUPOBaHUEM
Ymnpags/sieHueM pecypcamu
Ha3bIBaeTCcs NnpucoeauHsIeMoe K  TeKCTy  ero Kpunrorpaguueckoe
npeo0pa3oBaHHe, KOTOpOe TMO03BOJIAeT TMPH TMOJyYeHHH TeKCTa JAPYrdM M0/ib30BaTesieM
NMPOBEPUTH aBTOPCTBO H MO/JIMHHOCTH COO0IeHUsI
+ DJIeKTPOHHOM MO/ITHCHIO
WpenTudukaTopom
Knrouom
Tudpom
Ha3bIBaeTCs MPOLeCC ompeje/ieHUs1 PUCKA, NMPHUMEHEeHUsl CPeACTB 3allMThbl [JIA
COKpaIlleHUA PUCKA C I0C/IeAYIIIHMM OIpeAe/IeHHeM IPHeM/IeMOCTH 0CTaTOYHOr0 pUCKa
+ YrmpaBieHveM PUCKOM
MuHuMM3aLel pucka
OnTumM3aLuei cpe/iCTB 3alUThI
MOHUTOPHHIOM CPeJCTB 3allUThI
Ha3bIBaeTCsl CHCTeMa, MO3BOJIAIOIAs Pa3/ie/IuTh CeTh Ha /iBe WK 0osiee yacTeil 1
peain30BaTh HA0Op NMPaBUJI, ONIPeAE/SIIIMX YCI0BUS MPOX0XK/|€HHUsI TAKeTOB M3 0JHOH YaCTH B
APYryHo
+ bpaHgmayspom
Bpaysepom
PunbTpOM
Mapiipytusatopom
Ha3bIBAeTCSI  COBOKYNMHOCTH  CBOWCTB, O0yCJIOBJIMBAWIIUX  IPHUIOJHOCTH
UH(OPMAIUH Y/I0B/IeTBOPSTH ONpe/ie/IeHHbIe MOTPeOHOCTH B COOTBETCTBHH C ee Ha3HAUeHHeM
+ KauecTBOM MH(OpMaLuu
AKTyanbHOCTbIO HH(OpPMaLMK
JocTyrmHOCThIO
LlenocTHOCTBIO
Ha3bIBalTCA NpejHaMepeHHbIe /ieheKThbl, BHeCeHHbIe B NIPOrpaMMHbIe Cpe/CTBa
AJIA1 LieJ/IeHaNnpaB/IeHHOT0 CKPBITOro Bo3/eicTBus Ha VIC
+ [IporpaMMHBIMU 3aK/1aIKaMy
Bupycamu
BHyTpunporpaMMHbBIMH BUpYyCaMU
KoMmbroTepHbIMHA UepBsMU
o0ecreynBaeTCs 3alMTa UCIO/THSAEMbIX (aiioB
+ Obs13aTe/IbHBIM KOHTPOJIEM TIOTIBLITKH 3aITycKa
JonoyHATeTbHBIM XOCTOM
CrieLia/IbHbIM PEXXUMOM 3arycKa
Kpunrorpadueii
o0ecieunBaercsi 3ammTa OT ()OPMATHPOBAHMA HKECTKOr0 JUCKA CO CTOPOHBI
1oJib30BaTesien
+ AnnapaTHbIM MO/JyJieM, YCTaHaB/IMBaeMbIM Ha CUCTEMHYO LIUHY [TK
ArnmnapaTHbIM MO/Zly/leM, YCTaHaB/IMBaeMbIM Ha KOHTPOJIIep
Crieria/IbHBIM IMPOTPaMMHBIM 00ecTieueHueM
CucTeMHBIM TIPOTPaMMHBIM 0becrieueHreM
omnpe/ie/ifeTcs Kak NnpeAoTBpallieHHe BO3MOXXHOCTH O0TKa3a OJHMM M3 YYaCTHHKOB
KOMMYHHUKAIUM oT aKkTa yyacTHs B nepejaue AaHHbBIX
+ [IpruacTHOCTB
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KoHutposs focTymna
LenoctHoCTB
AyTeHTUpUKALUA

ypoBedb OC ompepesnsieT B3aMMO/JelCTBHe C I/I00a/IbHBIMH pecypcaMH ApPYyrux
opraHu3anuu

+ BHerHuMiA
CeteBoi
[TpunoyxeHui
CucteMHbIN
SIBJISIeTCSA afiIMUHHCTPATOPOM 0a3bl JAHHBIX
+ JIro6oii Tosb30BaTeb, co3aBuImii b/1
CucTeMHbIM aMUHHACTPATOP
Crapiuuii o/1b30BaTe b IPYIIIbI
ApmuHucTpaTop cepBepa 6a3 JaHHBIX
SIB/ISIETCSI He/[0CTaTKOM MaTPUYHBIX Mo/ie/ieii 6e30macHOCTH
+ OTCyTCTBME KOHTPOJIS 32 TIOTOKaMX MHGOpMaLuu
Co>KHOCTb TIPeZICTaB/IeHHsI IIMPOKOT0 CIIeKTpa MpaBusl obecriedeHusi 6e301acHOCTH
HeB03MOXXHOCTb yueTa WHAWBUYaTbHBIX 0COOeHHOCTel CyObeKTa
OTcyTCcTBUe MOJIHOTO ayJuTa
SIBJISIETCA HEeJJOCTaTKOM MOJe/JIM MOJIMTHUKH 0e30macHOCTH HAa OCHOBe aHa/lu3a

yrpo3 cucreme

+ V3HauasibHOe [onylleHrue BCKPbIBAeMOCTH CUCTEMBI
CTaTUYHOCTh
C/10>KHBIM MeXaHW3M peaTu3aliuu
Heo6x01UMOCTb I0MOMHUTE/ILHOTO 00yUeHUs TIepCcoHaa
SIB/ISIETCA  Cofiep)kaHMeM TlapaMeTpa yrpo3sl 0e3omacHoctd uHG$opManun

"KOH(U/IeHI[HA/TBHOCTD "

+ HecaHKIJMOHMPOBaHHOE TO/IyYeHue
HecankijponupoBaHHasi MoAubUKaLIs
Hckaxxenue
YHuuTOXEHHe
SIBJIAIOTCS JAOCTOMHCTBAMU MNPOrPpaMMHONM pea/M3aliid KPHUITOrpaduuecKoro

3dKPbITHUA JdHHBIX

+ TIpakKTHUYHOCTB ¥ THOKOCTH

Bricokasi Mpou3BOAUTETLHOCTD U MPOCTOTA
Bbe3onacHocTh 1 3(hheKTUBHOCTD
KoppeKTHOCTh U (PYHKIIMOHA/IEHOCTh

HA3bIBAETCA KOHEYHOE€ MHO)XE€CTBO MUCII0/Ib3YyEMbIX /I KOAUPOBAHUA I/IH(i)OpMaI.II/II/l

3HAKOB

+ AndaButom
Muppom
Knrouom
Konmom

Ha3bIBdeTCA Kombnrypauml U3 HEeCKO/IBKHX KOMIIBIOTEPOB, BbBINIO/THAIOIINX 06]].(66
NnpujaoxeHue

+ Knacrepom
Cetbto
Cepsepom
CyrniepcepBepom

Ha3bIBaeTCsi HOPMATHUBHBIH [JAOKYMEHT, perjaMeHTHPYIOIUH BCe acCHeKThI
0e30macHOCTH MPOJYKTa HH()OPMAI[HOHHBIX TEXHO/IOTUH

+ Ipodunem 3ailyThI
CucTemMoi 3aL{UThbI
CranzapToM 6e3011acHOCTH
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[Tpodwunem 6e3omacHoCTH
Ha3bIBaeTcsl MPOLecC UMUTALIUM XaKepoM /IPY)KeCTBeHHOr0 ajipeca
+ "Cny¢unrom"”
"Kp3kom"
IIpoHUKHOBeHKEM
Bsnomom
Ha3bIBAeTCsl CIUCOK 00bEKTOB, K KOTOPHIM MOJKET OBITh MOJ/Iy4YeH JO0CTYII, BMeCTe C
JOMEHOM 3allfUThI 00beKTa
+ IlepeuHem BO3MOXXHOCTeH
HdomeHoMm
CrrcKoM yripaBiieHus OCTYTIOM
CrickoM B/ajie/blieB
Ha3bIBaeTCs y/jauyHas KpUIroaraka
+ B3somom
IIpoHUKHOBeHKEM
BckpeiTem
PackpreiTrieM mmdpa
Ha3bIBaeTCsi OKOHEUHOe YCTPOMCTBO KaHaJjla CBA3H, Yepe3 KOTOpOe MpoIecC MOXKeT
nepejaBaTh WU N0/Iy4YaTh AaHHbIE
+ CokeToM
TepmuHanom
XocTtoM
[TopTom
o0ecrneynBaeTCsl 3aljUTa OT MPOrPaMMHBIX 3aK/Iafi0K
+ AmnrapatHbIM MOJYJ/IeM, yCTaHaB/IMBaeMbIM Ha cucTeMHYto mMHy 1K
ArninapaTHbIM MOJyJieM, YCTaHaB/IWBaeMbIM Ha KOHTPOJIIEp
CrieljaIbHBIM MPOrpPaMMHBIM 06ecrieueHrueM
CuCTeMHBIM TIPOTPaMMHBIM 0becrieueHrEM
o0beUHSIET MaTeMaTHYeCKHe MeTOoAbl HapylleHuss KOH(PHAEHIHATbHOCTH U
ayTeHTUYHOCTH HH(OpMaLuu 0e3 3HaHUSA KJTIYei
+ KpurnroaHanus
Kpurnronorus
Creranorpagus
Kpurnrorpadus
COCTaBJISIeT OCHOBY MO/JIMTHKH 0€30MacHOCTH
+ Cnioco6 ympaB/ieHUst ZOCTYIIOM
Bri0op KaHasoB CBs3U
Ynpas/ieHre PUCKOM
[TporpammHoe obecrieueHue
SIBJISIETCA JOCTOMHCTBOM MOJE/M TO/IMTUKH 0e30MmacHOCTM Ha OCHOBE aHa/M3a
yrpo3 cucreme
+ UucnoBasi BepOATHOCTHAsI OL|eHKa Ha/le)KHOCTH
[TpocToii MexaHU3M peanu3aLu
JMHaMUYHOCTb
Brbicokas cTeneHb Hafle)KHOCTH
SIBJISIETCS JOCTOMHCTBOM MO/e/T KOHEeYHBIX COCTOSTHUM MOJTUTHKH 0e30MacHOCTH
+ BbIcOKad cTeneHb Ha/leXKHOCTH
IIpocroTa peanusauuun
[HeieBusHa
Y 106CTBO 3KCIITyaTaliuu
sIB/IsieTCAl HauOo/iee HAfie)KHBIM MeXaHM3MOM /UIsl 3alUThl  CO/epP)KaHUA
COOOIIeHHH
+ Kpunrorpadus
CrieLiasibHbIM anmapaTHbIA MOJYJ/Tb
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Crieria/ibHBIN PEXKUM Mepejaur Coo0ITieH st
[loronmHUTeNbHBIA XOCT
SIBJISIETCA HAYKOM, U3ydarolneil MaTeMaTHUYeCcKHe MeToJbl 3aluThl WHGoOpMauu
NnmyTeM ee mpeodpa3oBaHus
+ Kpurnronorus
Kpurnrorpadus
CreraHorpacdus
Kpurniroananus
SIB/IAAETCSI He/[0CTAaTKOM /JUCKPETHBIX Moje/iel MOTMTUKH 0e30MacHOCTH A
+ CTaTuuHOCTh
CNo>XHBIM MeXaHK3M peanu3alyu
V3HauanbHOe fonylieHre BCKPbIBaeMOCTH CUCTEMBI
Heo6x0auMOCTh [JOTIOJTHUTETBHOTO 00yUeHust mepcoHaa
SIBJISIETCSA HeJOCTaTKOM MO/ie/Ti KOHeYHBIX COCTOSTHUM MOJTUTHKHU 0e30MmacHOCTH
+ CJ10)XKHOCTb peanu3aliviu
Hu3kas crerneHb Hafle)KHOCTU
CTaTUYHOCTH
V3MeHeHVe TUHWH CBS3U
SIBJISIETCS MEePBBIM TaNoM pPa3padoTKu cucTembl 3ammThl IC
+ AHasnu3 NMoTeHLMaNIbHO BO3MOXKHBIX YTp03 UHGOpMaLuu
N3yueHrie nHGOPMAI[MOHHBIX TIOTOKOB
CraHapTH3alus MporpaMMHOT0 obecrieueHust
O11eHKa BO3MO’KHBIX TIOTE€Ph
SIBJISIETCS CeTeBOM C/Ty)k00#, mpefHAa3HAUEHHOMW /I/If LIEHTPA/IM30BAaHHOTO PelIeHUs
3ajiay ayTeHTU(UKALMU U aBTOPU3AL[UH B KPYNHBIX CEeTAX
+ Kerberos
SendMail
Net Logon
Network DDE
SIBJIIIOTCSL  IOCTOMHCTBAMH  anmapaTHOM peanu3anuud Kpunrorpaduueckoro
3aKPBITUSA AAHHBIX
+ BbICOKasi Mpou3BOAUTENBHOCTh U MPOCTOTA
[TpakTUYHOCTh U THOKOCTh
[ocTynmHOCTh U KOHPUIeHI[MaTbHOCTh
LlesocTHOCTB ¥ 6€30TIaCHOCTB
____PeXUM THPAOXMPOBAHUs rapaHTHPYET MOTHYI0 COIIAaCOBAaHHOCTH 0a3 JaHHBIX
+ CHHXDPOHHBIN
ACUHXDOHHBIN
VIMnyibCHBIN
ToHOBBIN
_____XapaKTepu3yeT COOTBETCTBHE CPe/ICTB 0€30MacHOCTH pellaeMbIM 3afayam
+ O b eKTUBHOCTh
KoppekTHOCTB
YHudukaiys
A1eKBaTHOCTD
____ SIBJISI€TCS JOCTOMHCTBOM /JUCKPETHBIX MO/Ie/Ieil MO/TUTHKHU 0e301macHOCTH
+ TIpocToii MexaHu3M peayr3aluu
JvHaMUYHOCTb
Bricokasi cTerneHb HaJie)KHOCTH
YucsioBasi BepOSITHOCTHAsI OLIeHKA HaZIe>KHOCTU
____siBJseTCA 3ajiaueidl aHa/M3a MOJAE/NHM MOJUTHKUA 0e30macHOCTH Ha OCHOBe aHaIu3a
yrpo3 cucreme
+ MUHUMM3AI[Us BePOSITHOCTH TIPEO/IOIeHUs CHUCTeMBI 3all[UThI
MakcrMu3aliyisi BpeMeHH B3/ioMa
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Makcumusanys pecypca Jj1st B3rioMa
Makcumu3zanys 3aTpar s B3jioMa
AOCTpaKTHOe ONMHMCaHHEe CHCTeMBbI, 0e3 CBSI3H C ee peasid3aljuel, /[aeT MOjAe/Ib MOJTUTHKHU
0e3omacHoCcTH
+ benna-Jlallagysa
JlenaBepa
C nOJIHBIM ITepeKpbITHEM
Ha ocHoBe ananusa yrpos
AavuaucrpatuBHble JerictBus B CYB]] 103B0/1A10T BBINO/IHATH IPUBU/IETHU
+ 6e3omacHOCTH
JocTyna
YTeHUs
TUPaXUPOBAHUS
AaMuHHCTpaTOp cepBepa 6a3 JaHHBIX UMeeT UMs
+ ingres
root
sysadm
admin
ApMuHMCTpPaTOp 3aHUMAaeTCcs perucrpanuen noab3oBareneii CYB/]
+ cepBepa 6a3 JJaHHBIX
CeTeBOU
0a3bl JaHHBIX
CHCTeMHBIN
BurtoBbie NPOTOKO/IBI epefaYu JaHHBIX pea/u3ylTCsA Ha YPOBHe
MO/ie/T1 B3aUMO/IeMCTBUA OTKPBITHIX CHCTEM
+ du3rnueckom
KaHa/IbHOM
TPaHCIIOPTHOM
CeTeBOM
Bpanamay3pbl BTOPOro NMOKO/IEHHs MPeACTaB/IsI/IN CO00#
+ "YIIO/THOMOYeHHbIe cepBephl”
"HeTIPUCTYIIHbIE CepBephI”
MapLIpYTH3aTOphI C (pUIbTpaLel NakeToB
XOCTHI C (hUIbTpaLyeli MakeToB
BpanMay3psl HepBoro NoKoJIeH!s NpeACTaBJ/Is/IN CO00MH
+ MapLIPyTU3aTopkI C (hUIbTpaLreli MakeToB
XOCTBI C (pUIbTpaleli MakeToB
"YII0/THOMOYeHHbIe cepBeps!”
"HeIpuUCTyIIHble cepBephl”
BpanMay3phbl TpeTbero noKo/JIeHUs1 HCIOIb3YI0T AJisi PUIbTpanuu
+ creliajibHble MHOTOYDOBHEBbIe METO/Ibl aHaI3a COCTOSIHUS [1aKeTOB
MeTO/Ibl aHa/I3a KOHTPOJIbHOUM HH(OpMaLUU
MeTO/Ibl 3/IEKTPOHHOW MOAIHCH
o0bruii aHamu3 Tpaduka
B03MOXXHOCTh TIO/TyYeHHsI He00XOAMMBIX TMO/Ib30BaTe/Jl0) AAHHBIX WM CEPBHCOB 3a
pa3yMHoe BpeMsi XapaKTepu3yeT CBOWCTBO
+ IOCTYIIHOCTb
[leTepPMUPOBAHHOCTh
1|e/IOCTHOCTh
BOCCTaHAaBJ/IMBaeMOCTb
BoccTraHoB/1eHMe JaHHBIX AB/IAETCS AOMO/THUTE/IbHOM (PyHKI[UEeH YC/Iyry 3alUThl
+ 1|eJIOCTHOCTh
KOHTPO/Ib [JOCTYyTa
MPUYACTHOCTh
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ayTeHTU(UKALUS
I'0TOBHOCTH YCTPONMCTBA K MCIO/Ib30BaHUI0 BCAKUM pa3, Korja B 3TOM BO3HHKAaeT
He00X0JUMOCTh, XapaKTepPHU3yeT CBOWCTBO
+ ZIOCTYITHOCTb
L1eJIOCTHOCTD
BOCCTaHaB/IMBaeMOCThb
JeTepMUHYPOBaHHOCTD
JlBa K/I104a UCIO0/Ib3YKTCA B KPUIITOCUCTEMaXx
+ C OTKPBITHIM K/IFOUOM
C 3aKPbITHIM K/TFOUOM
CUMMETPHUYHBIX
JBOMHOTO 1M(GpOBaHUs
JelicTBUe NPOrpaMMHBIX 3aK/Ia[i0K OCHOBbIBAaeTCs HAa MHULIMUPOBAaHUM W1 NOJaB/IeHUN
CHrHaJ/Ia 0 BOSHUKHOBEHHH OIIM00YHBIX CUTyalMil B KOMIIbIOTEPe B paMKaxX MOJe/H
+ UCKakKeHHe
repexBaT
KOMITpOMeTaLusl
HabmoeHne
Heckpunrop 3ammThl B Windows 2000 cojep>KUT CMCOK
+ Mosib30Batesiell v rPyIIIl, UMEIOLUX AOCTYI K 00beKTy
00BEKTOB, IOCTYITHBIX TI0/Ib30BaTe/II0 U TPYIITe
TIPUBUWJIET UM, Ha3HAUEHHBIX M0/Ib30BaTe/t0
00BEKTOB, He IOCTYITHBIX T0/Ib30BaTeIsIM
JmHa ucxoaHoro kioua B 'OCT 28147-89 (ouTt)
+ 256
64
128
56
JlIMHA HCXOHOTO KiToYa y anroputMma mmdpoanusa DES (our)
+ 56
256
64
128
Jina pemeHusi mpo6/ieMbl MPaBWIBHOCTH BbIOOpPa M HA/I@XHOCTH (PYyHKIIHOHHPOBAHUSA
CcpeAcTB 3a1uThI B "EBponeiickux Kputepusix'" BBOJUTCA MOHATHE
+ aZIleKBaTHOCTH CPe/ICTB 3all[UThI
ONTUMMU3ALIUU CPEJICTB 3allUThI
HaJIe)KHOCTH 3allUThl UH(OPMaLUU
YHU(PUKALMKU CPe/ICTB 3alL{HThI
Jins co3ganus 6a3pl AAHHBIX M0/130BaTe/Ib JO/DKEH MOJTYyYUTh MPUBU/IETHIO OT
+ a]IMUHMCTpaTOpa cepBepa 6a3 JaHHbIX
CTapllero noJjib30Baresisi CBOer IPYIIIbI
CUCTEMHOI0 aZIMUHUCTpAaTopa
CeTeBOro a/MMHUCTpaTOpa
JloMeHbl Oe3omacHOCTH coryiacHo "OpaHXeBoW KHHMTIe'" HCIO/IB3YTCA B CHCTeMax
KJjacca
+ B3
B2
C2
C3
EuHCTBeHHbIN K/II0U UCN0/Ib3yeTCs B KPUNITOCHCTeMax
+ CUMMEeTPUYHBIX
aCMMMETPHUYHbIX
C OTKPBITBIM KJIFOUOM
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C 3aKPBITBIM K/TFOUOM
Ecim cpeacTBa 3amTbl  MOryT ObITh NpPeoj0/ieHbl TOJBKO TIOCyAapCTBEHHOU
crencty)x00#, To corsiacHo "EBponeiickum KputepusiM' 0e30MacHOCTb CUMTAETCS
+ BBICOKOM
6a3oBoit
CTaHZapTHOM
CBEPXBBICOKOU
Ec/m cpeCcTBO 3aIUTHI CMIOCOOHO MPOTHBOCTOATH KOPIOPAaTHBHOMY 3/10YMbIL/IEHHUKY,
TO corsiacHo "EBponeiickuMm Kputepusam'" 0e30MacHOCTb CUUTAETCH
+ cpesiHei
CTaH/lapTHOM
6a3oBoii
BBICOKOM
Ec/m cpeAcTBO 3alUThI CMOCOOHO NMPOTHBOCTOATH OTAEJIbHBIM aTrakaM, TO COIJIaCHO
"EBpomneicKuM KputepusaM' 0e30MacHOCTh CUUTAETCSA
+ 6a3oBoi
cpeiHen
HU3KOU
CTaH/lapTHOM
3ammra uHopmalum, onpejensionieil KOHQUrypauul CUCTeMbl, AB/SAeTCSI 0CHOBHOM
3a/jaued CpeCTB 3alUThI
+ BcTpoeHHbIX B OC
YPOBHSI TTPU/IO’KEHUM
CeTeBOr0 YPOBHS
CHCTEeMHOT'0 YPOBHS
3ampTa ¢ NpUMEHeHHEeM MeTOK 0e30macHoCTH coryiacHo '"OpamkeBoll KHure"
HCI0JIb3yeTCs B CHCTeMax Kjacca
+B1
C1
B2
C2
Npentndukaropsl 6e3onacHoctu B Windows 2000 mpeacTaB/isiloT co6oit
+ JIBOMYHOE YMCJIO, COCTOSIIIIee M3 3aroyioBKa M JJIMHHOTO C/Ty4YallHOrO KOMITOHEeHTa
CTPOKY CUMBOJIOB, COZIep>Kall[yt0 UMsI M0/Ib30BaTeJIsl U MapoJib
YMCJI0, BBIUKC/ISIEMOE C TIOMOLLBIO X31I-(YHKLIAN
KOHCTaHTY, Orpe/ie/IeHHY0 aJJMUHUCTPATOPOM [I/Isl KaXK/JOT0 M0/Ib30BaTe/ st
N3 nepeunc/ieHHOro ayTeHTH(HKauMsa HCHO/Ab3yeTcsli Ha YypoBHAX: 1) cereBom; 2)
TPAHCHOPTHOM; 3) ceaHCOBOM; 4) KaHA/IbHOM; 5) MpHUK/IajHOM; 6) pr3nueckom
+1,2,5

V3 nepeuncieHHOro 0a30BbIMM  yCjIyramMm s o0ecrieyeHusi 0e30mMacHOCTH
KOMIBIOTEPHBIX CHCTEM M ceTell fABAAIOTCA: 1) ayreHTH(uKainusa; 2) ujeHTUGUKanus; 3)
11eJIOCTHOCTh; 4) KOHTPOJ/Ib A0CTYNA; 5) KOHTPO/Ib Tpaduka; 6) npuyacTHOCTH

+1,3,4,6
1,2,3,4
2,5,6
13,5

3 nepeunc/ieHHOr0 B aBTOMaTH3UPOBAHHBIX CHCTeMax MCI0/Ib3yeTCs ayTeHTH(UKanuA
no: 1) TepmuHany; 2) mnapomo; 3) npeamery; 4) ¢(U3HO/IOrHYECKUM MpPU3HAKaM; »5)
nepudepuiiHbIM yCTpOIiCTBaM

+2,3,4
1,2,3
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3,4,5
1,2,4
M3 nmnepeunc/ieHHOT0 B 00A3aHHOCTH COTPYAHHUKOB Tpynnbl WHG(POPMaMOHHOU
0e3omacHoCcTH BX0JAT: 1) ynmpaB/jieHHe JOCTYIOM MO/Ib30BaTe/Iell K AQHHBIM; 2) pacciejoBaHHe
NMPUYHUH HApPyILIeHUs 3alMThl; 3) HCIpPaB/IeHHE OIIMO0OK B MPOrpaMMHOM O0ecreueHHH; 5)
ycTpaHeHue ie()eKTOB annapaTHOM YacTH
+1,2
3,4
1,2,3,4
1,3,4
M3 mnepeuyuc/ieHHOT0 /A ayTeHTH(QUKAIUU 10 JIMYHON TMOANHCH TepPMHHA/IbHBIX
NnoJib30BaTe/iell HMCIO/Ib3YKTCSA MeToAbl: 1) BH3ya/lbHOe CKaHUpOBaHHe; 2) (parmMeHTapHoe
CKaHupoBaHHMe; 3) HCC/Ie/J0OBaHHe [JUHAMUUYECKHX XapaKTePUCTHK [BWKeHHA Ppyku; 4)
HCC/IefioBaHNe TPAeKTOPHUH /IBIDKeHUS PYKH
+1,3
1,2
3,4
2,4
M3 nepeyuc/jieHHOTo /Jii ayTeHTHU(PUKALUH MO OTMeYaTKaM Ma/ibI[eB TepPMHHATbHbBIX
MoJIb30BaTe/ied HCMO/Ib3YKTCA MeToAbl: 1) cpaBHeHHe OTJe/IbHBIX C/IyYailHO BbIOpAHHBIX
(parmMeHTOB; 2) CpaBHeHHe XapaKTepPHBIX JeTajieili B rpaduueckoM mnpejcTaB/ieHNH; 3)
HeIrnocpe/CTBeHHOe CPAaBHeHHe U300pakeHuii; 4) cpaBHeHHe XapaKTepPHbIX JieTa/ieldl B M(poBOM
BU/IE
4

w

b

b

N~
A WN

b

V3 nepeunc/iieHHOro /s ayTeHTH(uKanuu mno ¢usHosornueckuM npU3HAKaM
TePMHHA/IBHBIX M0/Ib30BaTe/ied Handosiee MPUEMJ/IEMBIMH CUUTAIOTCA: 1) 0THeYaTKH majblieB;
2) ¢popma Kuctu; 3) ¢popma ry6; 4) popma yurHoi pakoBHHBI; 5) roJ10c; 6) TUUHas MOJMHCH

+1,2,5,6
1,2,3
4,5, 6
1,4,5

N3 mnepeurc/ieHHOro /jisi pasrpaHUYeHHus AocTyna K ¢aily NpPUMeHSIOTcS ¢Jiary,

paspemiamoigue: 1) KonupoBaHue; 2) ureHue; 3) 3anuch; 4) BbINIOJTHEHNE; 5) yAa/IeHue
+2,3,4
1,2,3
3,4,5
1,2,5

N3 nepeuncsnenHoro ana CYBJ/l BaxHbl TakKue acneKTbl HWH(OPMaLOHHOU
0e30macHOCTH, KakK 1) CBOeBpPeMEHHOCTb; 2) I[€JIOCTHOCTh; 3) AOCTYNHOCTh; 4)
KOH(H/IeHI[Ua/TbHOCTh; 5) MHOr0I/1IaT()OpPMEHHOCTh

+2,3,4

1,2,3
3,4,5
2,4

VI3 nmnepeunc/ieHHOro JOCTyn K O00BEeKTYy B MHOTOYPOBHEBOM MOJEIH MOXKET
paccMaTpuBarhcs Kak: 1) ureHue; 2) yganeHue; 3) KonupoBaHue; 4) i3MeHeHHe

+1,4
3,4

b

1,3
2,4

33



/3 nmepeunc/IeHHOr0 3alljTa NMPOLeAYP U NPOrpamMM OCYILIeCTB/ISIeTCS1 Ha YPOBHAX: 1)
annaparyphbl; 2) mporpaMMHoOro obecrneueHus; 3) AaHHbIX; 4) KaHa/AbHOM; 5) ceaHcoBOM; 6)
MPUKJ/IaJHOM

+1,2,3
4,5,6
1,3,5
2,4,6

M3 mepeurc/IeHHOT0 KOHTPOJb /JOCTyla HMCHO0/b3yeTcsd Ha ypoBHsX: 1) cereBom; 2)

TPAHCHOPTHOM; 3) ceaHCOBOM; 4) KaHA/ILHOM; 5) NPUKJ/IaJHOM; 6) du3nueckom
+1,2,5
1,2,3
4,5, 6
1,3,5
V3 mepeunc/IeHHOr0 MeTKa 0€30MacHOCTH COCTOMT M3 TAaKHUX KOMIIOHEHTOB, Kak 1)
YPOBeHb CEKPEeTHOCTH; 2) KaTeropus; 3) MHOXXeCTBO poJieii; 4) kiou mudpa; 5) 061actu
+1,2,5
1,2,3
3,4,5
1,3,5

/3 nepeunc/IeHHOT0 MeTOAAMH 3aIUTHI MOTOKAa COOOIeHUH SIBJAAITCA: 1) HymMepanus
Co00IIIeHMIi; 2) 0TMeTKa BpeMeHH; 3) UCI0/Ib30BaHue CIyYaiiHbIX uncen; 4) Hymepanus 0/J10KOB
COO00IIeHHIT; 5) KOMHPOBAaHUE MOTOKA COOOIIeHUI

+1,2,3
3,4,5
1,3,5
2,4

/I3 mnepeunc/IeHHOr0 Ha CeTeBOM YPOBHe peKOMeHJyeTcsi TNpuMeHeHue yciayr: 1)
ujeHTUGUKaNuY; 2) KOH(HUAeHIUA/ILHOCTH; 3) KOHTPoA Tpaduka; 4) KOHTPOJis JOCTyna; 5)
11eJIOCTHOCTH; 6) ayTeHTHUDUKALUH

+2,4,5,6
1,2,3
4,5, 6
2,4,6

M3 nepeuync/ieHHOT0 Ha TPAHCIOPTHOM YPOBHe peKOMeHJyeTcs NMpuMeHeHue yoiyr: 1)
ujeHTUGUKaNUY; 2) KOH(HUAEHIUA/ILHOCTH; 3) KOHTPoA Tpaduka; 4) KOHTPO/sA JOCTyna; 5)
11eJIOCTHOCTH; 6) ayTeHTU(UKAIUN

+2,4,5,6
2,4,6
1,2,3
4,5, 6

I3 mepeunc/IeHHOT0 00BeKTaMH /i/Ii MOHUTOPA 00paleHul AIBIAATCA: 1) TepMHHAIBI;
2) nporpammsbl; 3) daiinbl; 4) 3aganusi; 5) nopTel; 6) yerpoiicrBa

+2,3,4,6
, 4

b b

b

N
AW N
o Ul W

b

M3 nmnepeunc/ieHHOr0 TMO/JCUCTeMa YNpaB/ieHUusi KpunrorpapuuecKuMd KJ/IHOUaMHU
CTPYKTYpPHO cocTouT u3: 1) meHTpa pacmpeje/ieHHs Kioueil; 2) mMporpaMMHO-anmapaTHbIX
cpeAcCTB; 3) MOACKCTEeMbI reHepaluM Kiawdei; 4) mojcucTeMbl 3alMThI K/IKYel

+1,2
3,4

bl

b

1,3
2,4
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3 nepeuncieHHoro mosib3oBatenu CYB/] pa3ouBarwTcs Ha Kareropuu: 1) cMCTeMHBIN
aJMHHUCTPATOP; 2) CeTeBOM aJMHHHUCTPATOpP; 3) aJMHMHUCTPATOpP cepBepa 0a3 AaHHBIX; 4)
aAMHUHHCTPATOP 0a3bl AAHHBIX; 5) KOHEUHbIe M0/Ib30BaTe/H; 6) rPyNIoBkIe M0/IH30BaTe/ TN

+3,4,5
1,3,6
1,2,5
4,5,6

N3 nepeuncienHoro npuBwiernd B CYBJl moryr mepeaaBaThcsi: 1) cy0bekTam; 2)

rpymnam; 3) possimM; 4) o6bekTam; 5) mporeccam
+1,2,3
3,4,5
1,3,5
2,4,5

N3 nepeunciednoro npuswiernu CYB/] nojgpa3jensoTrcs Ha Kareropuu: 1) urenus; 2)

0e3omacHocty; 3) focryna; 4) THpaXUPOBAHUA
+2,3
1,2
3,4
1,4

/3 nepeunc/iIeHHOro MPUBWIErHsiMU 0€30MacHOCTH ABAAIOTCA: 1) security; operator; 2)
create trace; 3) createdb; 4) operator; 5) trace

+1,3,4,5
1,2,3,5
2,4,5
1,2,4

M3 mnepeunc/ieHHOro cucreMa OpaHpMay’pa Moxer ObITh: 1) pemuropom; 2)
mapmpytusaropom; 3) I1IK; 4) xocrom; 5) pecuBepom

+2,3,4
1,2,3
3,4,5
1,4,5

/3 mepeunc/IeHHOT0 CHCTeMa 3alUThI 3JIEKTPOHHOH MOUYTHI A0/DKHA: 1) ofecmeunBaTh
BCe yUIyrd 0Oe3omacHocTH; 2) ofecnmeunBaTh ayAuT; 3) MOAJep)XHBaTh PabOTy TOJBKO C
muner3uoHHsiM I10; 4) moapep)kuBaTh padoOTy C MOUYTOBBIMH K/IMEeHTaMHu; 5) ObITh KpoOCC-
miaTgopMeHHOM

+1,4,5
2,3,4
1,2,3
1,3,5

M3 mnepeunc/IeHHOT0 COCTAB/JAAKIUMMH HWH(POPMALMOHHOW 0a3bl /Il  MOHHUTOPA
oOpaieHuii ABAAOTCA: 1) BUABI AocTyna; 2) mporpammsbl; 3) ¢aiiibl; 4) 3afaHus; 5) NOpThI; 6)
¢opma gonmycka

+1,6
2,3
4,5
2,4
I3 nepeunc/1eHHOr0 Cy0'beKTaMH /I/Isi MOHUTOPA o0paleHnii ABIAITCA: 1) TepMHUHA/IBI;
2) mporpammbl; 3) daiinbl; 4) 3agaHusi; 5) NopThl; 6) ycrpoiicrBa
+1,2,5
)2,
) s
3

b

N B~ =
ur o W

b
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VI3 nepeunc/IeHHOT0 TUNIAMHU YCIyr ayTeHTH(UKauu ABaAwTcA: 1) upentudukanus; 2)
AOCTOBEPHOCTb TPOUCXO0XK/AEHHUA [aHHBIX; 3) /OCTOBEPHOCTh O0BEKTOB KOMMYHHKaLHU; 4)
NPUYaCTHOCTD;

+2,3
1,4
1,2
3,4

N3 mnepeuncieHHoro nudpoBasi MOJMHCH HCIOJIb3yeTcA Jjis obecrnedyeHus ycoayr: 1)

ayTeHTH(HMKaLUU; 2) 11e/IOCTHOCTH; 3) KOHTPOJIA A0CTyNa; 4) KOHTposiA TpaduKa
+1,2
3,4
1,3
2,4

M3 nepeuyunc/ieHHOT0 3/IeKTPOHHAsi MOYTAa COCTOMT HU3: 1) 3/1eKTPOHHOro Kiawua; 2)
PacCIMPeHHOr0 COAep)XKaHusl NMHCbMa; 3) KPaTKOro cojep)xaHus nmucbMa; 4) Tela mMUCbMa; D)
NpUKpen/ieHHbIX (hail/ioB

+3,4,5
1,2,3
1,4,5
2,3,4

N3 nepeunc/ieHHoro a7po 0e3onmacHoctu OC BhIje/seT TUNBI Mo/ iHOMouni: 1) sapa; 2)

nepudepuHbIX yCTPOICTB; 3) noacucTeM; 4) nojib3oBaresiei
+1,3
2,3
1,2
3,4

N3 nepeunc/ieHHOro, ¢ TOUKU 3peHMs mnosib3oBarenss CYB/l, oCHOBHbIMH CpejACTBaMH
Nnojjiep>kaHus LeJIOCTHOCTH [JaHHBIX SAB/AAWTCA: 1) HoOpMaTuBbl; 2) orpaHuueHusi; 3)
CcTaHjapThl; 4) npaBuia

+2,4
1,2
3,4
1,3

N3 nepeunc/ieHHOro: 1) aJMIMHUCTPATOPHI; 2) noib3oBaTenu; 3) 3ajaHus; 4) TepMHHAJIbI;
5) mporpammbl; 6) daiibl - Mojeb MOMUTHKU Oe3omacHoct Apjent-50 paccMarpuBaer
cleiyIolIye rpynibl 0€30MacHOCTH

+2,3,4,6
1,2,3,4
3,4,5,6
1,2,5,6

N3 mnepeuncieHHoro: 1) aHanmM3 NOTEHIUAJTbHOrO 3J/I0yMBIIJIEHHUKA; 2) OIleHKa
BO3MOJKHBIX 3aTpaT; 3) ol[eHKa BO3MOKHBIX M0TepPb; 4) aHa/IM3 MOTeHHA/IbHBIX YIPo3 - MPoLecc
aHa/IM3a PUCKOB NPH pa3padoTKe cucreMbl 3amuThi VIC BK/IIOYaeT

+3,4
1,2
1,3
2,4

N3 nepeuncieHHoro: 1) 3aHWKeHHe YDPOBHA CEKPeTHOCTH; 2) 3aBblllIeHHEe YPOBHA
ceKpeTHOCTH; 3) 3amuch Bolenyw; 4) JIMIIHAA 3alucbh; 5) YyjAajleHHasa 3amucb; 6)
NMPUBH/IETUPOBaHHbBIE CY0beKThI - TpodieMamu Mojenu besia-JlIallapyna sBasoTcs

+2,3,56
, 4

b b

2,3
5,6
3,4

b

-

1
4
2,
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3 nepeuncienHoro: 1) uaenrudukanus u ayreHTU(UKaLMA; 2) perucrpanys u ydet; 3)
HeNnpepbIBHOCTh 3alUThI; 4) MOMTHKA 0e30macHOCTH - corjiacHo "OpaHxeBoW KHure"
Tpe0OBaHUSIMH B 00/71aCTH ayjUTa SB/ISIOTCS

+1,2
3,4
1,3
2,4

M3 nepeurc/IeHHBIX THUNOB: 1) mepexBaTYMKH; 2) UMHUTATOpbl; 3) HaOmwjgarenu; 4)

(unbTPHI; 5) 3aMeCcTUTE/IH - BCe K/IaBUATyPHbIe IIMHOHBI Ie/IITCA Ha
+2,4,5
1,2,3,5
2,3,4
1,3,4

M3 nepeunc/ieHHbIX TpeOoBaHMii: 1) pe3epBHOe KonmMpoBaHMe; 2) ayTeHTH(HUKaLus; 3)
He00X0JUMOCTD 3aNMCH BCEX /BIDKeHHH 3alUIaeMbIX /JaHHBIX; 4) HAKOIUIeHHe CTaTHUCTHKU -
npu pa3padoTKe NPOTOKO/IMPOBAHUS B CHCTeMe 3alUThl YUUTHIBAIOTCS

+3,4
1,2
2,3
1,4

VI3 nmepeunc/ieHHbIX yYpOBHel 0Oe3omacHoctu: 1) 0a3oBblii; 2) HU3KMM; 3) cpegHuii; 4)

CTaH/AAPTHBIN; 5) BHICOKHUI - B "EBponeicKux Kpurepusax" onpeje/ieHbl
+1,3,5
1,2,5
2,3,4
2,3,5

Kak mnpejoTBpalleHe HeaBTOPM30BaHHOI0 HCI0/J1b30BaHUs PeCypCcoB ompeje/eHa

ycoIyra 3aluThl
+ KOHTPOJIb [JOCTYTIA
1|e/IOCTHOCTh
ayTeHTU(UKALUS
MIPUYaCTHOCTh

MapmpyTu3angua M ynpaB/ieHHe — NOTOKaMH  JAaHHBIX  pealM3ylTcs  Ha
YPOBHe MO/ie/Il B3aUMO/IelCTBHSI OTKPBITBIX CHCTeM

+ CceTeBoM

TPaHCIIOPTHOM

(r3ruecKkom

KaHa/IbHOM

Mojenn mNOJMMTHKH 0€30MacHOCTH Ha OCHOBe aHa/M3a yYrpo3 CHCTeMe HCC/IeAYIoT
BepPOATHOCTD NPe0/0/IeHUsA CHCTeMBbI 3a1lUThI

+ 3a orpefie/ieHHOe BpeMsi

(bYKCHpOBaHHBIM PeCypCcoOM

OrpaHUUeHHOW KOMITeTeHLeN 3/10yMbILLI/IeHHUKA

(bMKCHpPOBaHHBIMU 3aTpaTaMH

Ha ypoBHe OC mnpoucXoauT ompejesieHHe AONYCTUMBIX /JIs1 I0J1b30BaTesis
pecypcosB OC

+ CUCTEMHOM

CeTeBOM

BHEIIIHEM

TIPU/IO’KEHU N

Ha  MHoromosib3oBaTe/libCKMe CUCTeMbl € UH(poOpManHell  OJHOr0  YPOBHA
KOH(U/IeHIIHA/TBHOCTH COr/IacHO "OpaHKeBoil KHUTre" pPacCUUTaH KJIacc

+C1

B1
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C2
B2
Hapexxnocts C3U onpepensercs
+ caMbIM €/1a0bIM 3BeHOM
CaMbIM CH/IbHBIM 3BEHOM
yCpeZHeHHbIM T0Ka3aTesieM
KOIMYECTBOM OTPa’KeHHbBIX aTak
HaumMeHee 3aTpaTHbId KPUNITOAHAIN3 /1A Kpunroaaropurma DES
+ repebop 10 BceMy K/TFOU€BOMY TIPOCTPAHCTBY
riepe6op 110 BLIDOPOYHOMY K/TFOUEBOMY ITPOCTPAHCTBY
pasyiokKeHHe Yuc/ia Ha MPOCTble MHOXKUTEeIN
pas3/ioKeHue Unciia Ha C/I0>KHbIE MHOXKUTET!
HaumeHee 3aTpaTHbIM KPUNITOAHA/IN3 A1 KpunToaaropurma RSA
+ pasyioKeHHe YucC/ia Ha MPOCTble MHOXKUTETN
pas/ioykKeHHe YMC/la Ha C/I0’KHbIe MHOXKUTETN
riepe6op 110 BLIDOPOYHOMY K/TFOUEBOMY ITPOCTPAHCTBY
riepeGop 10 BCeMy K/TFOUeBOMY MPOCTPAHCTBY
ObecnieueHne B3aUMO/IeHCTBUA yAa/IeHHBIX MpoLeccoB peanu3syercs Ha
YPOBHe MO/ie/I1 B3aUMO/IeliCTBUS OTKPBITHIX CHCTeM
+ TpaHCIIOPTHOM
KaHa/IbHOM
CeTeBOM
CeaHCOBOM
O0ecrnieyeHre 1e/JOCTHOCTH HUH(GOPMALMH B YCIOBUSIX C/Iy4alHOr0 BO3/eHCTBUA
u3y4vaercs
+ Teopuell MOMeX0yCTOMUMBOTO KOAUPOBaHUS
KPHWIITOAHA/TM30M
creraHorpaguei
KPUIITOJIOTHEeN
O6b1uHo B CYB/] npuMeHsieTcs1 ynpaB/ieHUE JOCTYIIOM
+ IPOM3BO/IBHOE
JleK/apypyemMoe
a/IMUHUCTpPATUBHOE
riepapxuueckoe
OnepanuonHas cucrema Windows 2000 oTinuaeT Ka)kAoro noib30Baresis 0T JPyrux mno
+ ugeHTU(GUKATOPY Oe301MacHOCTH
Mapkepy Z0oCTyma
JeCKPUMTOPY 3allUThl
MapKepy 6e30macHOCTU
OneparuonHas cucrema Windows NT cooTrBercTBYeT ypoBHI0 OpaH)KeBoH KHUIHU:
+C2
C3
C5
C4
OpraHu3anMoHHbIe TPeOOBaHHUS K CHCTEMe 3allUThI
+ a/IMMHUCTPATUBHbIE U MPOLie/[ypHbIe
anraparypHble U pu3nueckKue
aZIMUHUCTpATUBHbIE U arrapaTypHbie
yripaB/ieHUecKre U WeHTHU(UKaL[MOHHbIe
OCHOBHOI/ 11e/TbI0 CHCTeMbI OpaHMay3pa AB/IAETCS yInpaBJieHHe JOCTYIOM
+ K 3allMillaeMol ceTu
BHYTPM 3all[UI|aeMOU CeTH
K apX1BaM
K CeKpeTHOU nHdopMaLvu
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OCHOBHBIM TI0/I0)KeHHeM MO/e/Ii CHCTeéMbl 0e30MacCHOCTH C TMOJ/IHBIM MepeKpPbITHeM
SIB/IAAETCS Ha/IMYHMe Ha Ka)X/0M MyTH MPOHUKHOBEHHUS B CUCTEMY
+ XOTst ObI OJHOTO CpefiCTBa He30MacHOCTH
BCEX CpeJICTB 6e30MacHOCTH
naposist
ayaura

Tabnuna 6 — Kpurepun oneHKH ¢(h)OpMHUPOBAHHOCTH KOMITETeHIUH

Kputepuu oLieHMBaHUsA

Kop v HauMeHOBaHUe VHAMKATOpa c(hOpMHUPOBAHHOCTU KOMITeTEHLIUU
JOCTW>KeHUS KOMIIeTeHLIUU (4acTu KOMITeTEeHLINM)
(4acTu KOMITeTEHLIUN ) COOTBETCTBYeT OLIeHKe «3aUTeHO»
50-100% ot MakcuManbpHOTrOo 6asia
N-1-yx; AHanu3upyeT 3ajjauy, BJIaZieeT MaTepyasioM I10 TeMe, HO /I0MyCKaeT
BbIZIeJIsIst ee Da30BbIe COCTABJISIOIIUE HETOYHOCTH NpH (HOPMYIUPOBKE OCHOBHBIX

TIOHATUH, B OCHOBHOM  IIPaBWJIBHO
aHa/M3upyeT 3ajjauy, Bbljesnisisi ee Oa30Bble
COCTaBJISIFOLLME; [TOCTAaTOYHO S(PQPEeKTUBHO
OCYLL[eCTB/IsIeT MTOUCK U KPUTUYECKU aHau3

NO-2- yx.1 OcyliecTBiseT MOMCK U
KPUTHYECKUM aHa/ln3 UHPOpMaLuy,
HeoOX0IMMOH /1/1s1 pellleHus TTIOCTaBIeHHON

3aiaquu UH(pOpMaIK, HeO0OXOAUMON I pelleHHs

N[-3- yk.1 [l1aHupyeT BO3MOXKHbBIE TMOCTaBIeHHON  3ajlauy; TTaHUPYeT
BapHAHThI PeIleHHs 3a/jauH, OL[eHUBast UX BO3MOJKHBIE BAapMaHTBI peIIeHHs 3aJauM,
JIOCTOMHCTBA U HeJJOCTaTKU OLeHHBddA HMX OJOCTOMHCTBA M HEOOCTATKH,

JIOCTaTOYHO TOJIHO OTpeZiesisieT U OLleHUBaeT
TOC/Ie/ICTBUSI BO3MOJKHBIX pelleHul 3a/jaui,
orpeZiesisieT MCTOUYHUKA WHGOpPMALMU Ha
OCHOBe TIOCTaBJIEHHBIX Lieieil /Jisi pelleHust

N-4- yx.1 OnipenesnsieT U OLleHUBaeT
MOC/Ie/ICTBUSI BO3MOXKHBIX PellleHUM 3aJjauun
W I-1-pgoc.5 Pa3pabatbiBaeT

MepOIpHSATHS 110 BO3/EHCTBUIO HA PUCK B SKOHOMMYECKMX 3a/lau; He BIIOJIHE YBePEeHHO
pa3pese OT/lelTbHbIX BHIOB oripefiesisieT MeToAbl cOopa, o06paboTku
W 1-2-11koc.5 ITpoBOAUT uHbopMaly,  Crocobbl W BHA  ee

9KOHOMHYECKYIO OLIEHKY MepPOTIPUSATUM 10 IIpe/ICTaB/IeHNA,
pa3pabatbiBaeT MEpONPHUSATHS 1o

BO3/IEUCTBUIO Ha PUCK 9
BO3/IeHICTBUIO Ha PUCK B pa3pe3e OT/e/bHbIX

BU/IOB, MOXXET [OIyCKaTh HETOUHOCTH TIpH
TIpOBeIeHU U 5KOHOMUYECKYIO OLIeHKY
MepONpUSITUM 10 BO3JeHCTBUIO Ha PUCK, UTO
He OKa3bIBaeT CYI[eCTBEHHOTO BJIMSHUS Ha
b[0i11%17 YPOBEHb c(hopMHUPOBaHHOCTH
KOMIIeTeHI1H.

1. OINNIPEJEJ/IEHUE PE3YJ/IbTATA
IMPOMEXYTOUYHOM ATTECTAIIVIN
dopma NpoMeXXyTOUHOM aTTeCcTalyu 0 JUCLUTI/IMHE 3K3AMEH.

OLEHOUYHBLIE MATEPUAJIBI 1 CPEJCTBA [JIA ITPOBEPKU
CP®OPMUPOBAHHOCTU KOMITETEHLIN
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YK-1. CnocoGeH OCylmeCTB/AATh TOHUCK, KPUTHYECKMH aHAa/IM3 M CHHTe3
uHdopmalum, IPpUMeHATh CUCTEMHbIN MOJXO0/, /I/Ifl pellieHNsl MOCTaB/IeHHbIX 3a/ja4

Bbibepume o0uH npaeu/ibHbIU 8apuaHm omeema:

1. Boripochb! cepTU(UKAIUM U JTHIEH3UPOBAHUA CPeJCTB obecrieueHrsi HHPOPMAILHOHHOU
0e3omacHoctu B Poccuu paccmarpuBaer:

+®dezepanbHast Cay>K0a 1Mo TeEXHUUECKOMY U SKCTIOPTHOMY KOHTPOJItO 1ipu [1pe3ugente PO

denepanbHas cnyxba 6e3omacHocTy Poccuiickont @epnepariyin

Cny>x0a BHellHel pa3Beiku Poccutickoit @epepaiiuu

2. 3amura uH(popMaLHU — 3TO0 ...

KOMIT/IeKC MepOTpHATHH, HallpaB/IeHHbIX Ha obecrieueHre WHGOPMALMOHHON 0e301TacHOCTH

COBOKYTTHOCTb METOZOB, CPEe/ICTB U Mep, HarpaB/ieHHbIX Ha obecriedeHre MH(OPMALIMOHHOMN
Ge3omacHOCTU O0O0ILeCTBa, TOCyJapCTBa W JIMYHOCTM BO BCeX OOMAaCTSIX UX >KU3HEHHO Ba)KHBIX
VHTEepecoB

KOMIIJIEKC MEPOTIPUSTHH, TIPOBOJUMBIX COOCTBEHHUKOM MH(OPMALMH, TI0 OTPaXKJeHUI0 CBOUX
1paB Ha B/aJleHWe U pacrnopsbkeHue HHGOpMaleid, CO3/jaHUI0 YC/IOBUM, OTrpaHWYMBAIOLUX ee
pacrpocTpaHeHWe W HWCK/IIOUAIOIINX WA CYIL[eCTBEHHO 3aTPYJHSIOMIUX HeCaHKLMOHUPOBaHHbIN,
He3aKOHHBIH JJOCTYI K 3aceKpeueHHOM HH($OpMaLY U ee HOCUTEJISIM

+BCe orpe/iesieHrst KOPPeKTHbI

/atime pazeepHymbiii omeem Ha eonpoc.

1. B ubeM BeJjeHHMH HAXOAATCA BONPOCHI cepTUPUKALUM U JIMI[EH3UPOBAHUA CPEACTB
o0ecnieuenusi uHGopMaLOHHOM Oe3omacHocTH B Poccun? paccMaTrpuBaer:

ITpaBU/IbHBIN OTBET:

Borpockl cepTudUKaLMA U JIMIEH3UPOBAHUS CpeACTB obecrieueHrss HWH(POPMAIJMOHHOM
6e3omacHoctu B Poccum paccmatpuBaer PesepanbHas C/ly>k0a MO TEXHUYECKOMY U SKCIIOPTHOMY
KOHTposmo npu [Ipe3uzente PD.

2. IToHATHE MO/TUTUKH 0€30MaCHOCTH.

IIpaBU/IBHBINA OTBET:

[MTosmmTriKa 6€30MaCHOCTH 3TO COBOKYITHOCTD JOKYMEHTHPOBAHHBIX YTIPaBIeHUeCKUX pellleHNH,
HarpaB/IeHHBIX Ha 3alUTy WH(GOpPMAaLMK U aCCOLIMMPOBaHHBIX C Hell peCcypCoB.

3. Hapywenuss wuH(popManHoHHOW 0e30MaCcHOCTH, 3a KOTOPbIe He MNpejyCMOTPeHa

yro/I0BHasi 0TBeTCTBEHHOCTb.
IIpaBU/IBHBINA OTBET:

YronoBHeli kKogsekc P® He mpesycMaTpuBaeT HakKa3aHMsi 3a t+Be/leHHe JIMUHOU
KODPECIIOH/IEHIIMM Ha TIPOU3BO/ICTBEHHOW TexXHWUecKod 0ase; +HapyllleHWe TpaBW/I JKCILTyaTaldu
HMH(OPMALIMOHHBIX CUCTEM.

4. ITonATHE JOKyMEeHTHUPOBaHHOU UH(opMarum.

IIpaBU/IbHBIA OTBET:

JoKyMeHTHpOBaHHOW HWH(OpMalLMeld Ha3bIBalOT HH(OpPMALMI0, 3a(UKCUPOBAHHYK Ha
MarepuajbHOM HOCUTeJIe TyTeM JOKYMEeHTUPOBaHWS, C PeKBU3UTAMHM, MO3BOJIIOLIUMU ONpeenThb
TaKyro MH(OPMaLMIO UM B YCTAaHOB/IEHHBIX 3aKOHOaTeslbcTBOM Poccuiickort Peziepariuu ciiydasx ee
MarepuaabHbI HOCHUTE/Tb.

5. CojepkaHue M CTPYKTypa 3aKOHO/JaTe/lbCTBa B o0sacTd WHGOPMA{HOHHOU
0e3omacHoCcTH

IIpaBU/IbLHBIN OTBET:

CopepkaHve W CTPYKTypa 3aKOHO/aTe/lbCTBa B 00siacTv MHGOpPMALMOHHOW 0e30racHOCTH
BKJIIOUaeT C/ie/lyrolie HOpMaTUBHO-TIpaBoBble akThl: KoHcTuTynmsa Poccniickon ®efepany, YKasbl
[TpesugenTta Poccutickoii @enepaiiyu, [log3akoHHbie akThl [IpaButenscTtBa Poccuiickoit denepaiyu,
®ejepanbHble 3aKOHBI, Kogekchl.
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6. IlpegmMer mpaBoBOro peryMpoBaHusA B o0yactu wHpopmanuy, HHGOPMAIMOHHBIX
TeXHO0J/IOTHH M 3aIUThI HH(pOpMaIuH.
IlpaBU/ILHBIN OTBeET:

[TpegMeToM MPaBOBOTO peryavpoBaHus B 001acTi HHGpOpMaryy, HHHOPMALMOHHBIX TeXHOJIOTHI
Y 3alUThl UH(POPMALUM SIBJISIOTCS OTHOLLUEHUS], BO3HUKAIOIIMe TIPU OCYLIEeCTB/IEHUM MpaBa Ha TMOUCK,
rojlyyeHue, Tiepejjauy, T[IPOM3BOACTBO U  paclpocTpaHeHWe MHQOpMaLuy; TpU T[PUMeHeHUU
HMH(OPMAaILIMOHHBIX TEXHOJIOTHH; MpX obecrieueHnH 3alfuThl HHG OpMaLvH.

7. Yc10BuUS AeHCTBUTE/TIHbHOCTH 3/1eKTPOHHOM 1{U¢POBOii MO CH.

IIpaBU/ILHBIN OTBeET:

OnekTpoHHasi 1[UGPOBasi MOAMUCH B 37IEKTPDOHHOM /IOKyMEHTe paBHO3HauHa COOCTBEHHOPYUHOU
MOJNUCA B [OKyMeHTe Ha OyMa)KHOM HOCHTe/ie TIPU OJHOBPDEMEHHOM COOJIIO[IeHUU CJIeAYIOIIUX
yCJIOBUI: cepTU(UKAT Ktoua MOAMUCU, OTHOCSIUNCS K 3TOW 3/IeKTPOHHOM 1LKM(pOBOM MOAMMUCH, He
yTpaTWI CUy ([JeiCTByeT) HA MOMEHT MPOBEPKU WM Ha MOMEHT TO/TMCaHUs 1IeKTPOHHOTO JOKyMeHTa
MpU HaJMUMKM [J0Ka3aTelbCTB, OIpeesIOlMX MOMEHT TMOAMNMCAHUS; TIOJTBEp)K/eHa TMOAJTUHHOCTD
3/IeKTPOHHON LM(POBOM TOANMUCU B 3/€KTPOHHOM JOKYMeHTe; 3/eKTPOHHasi I1[udpoBas TMOAMUCH
WCTI0/Ib3YeTCsl B COOTBETCTBUM CO CBe/IeHHsIMHU, YKa3aHHBIMU B cepTU(UKaTe K/Itoua MO/ITHCH.

8. IlepeueHp BH/I0OB [IeATEJILHOCTH B 00/1acTH 3ammMThl HHGpOPManuM, Ha KOTOpbIe
Heo0xo uMa JTHLeH3HsI.

IIpaBu/IbHBINA OTBET:

K Buzgam gestenbHOCTH B 0067acTH 3alliMThl WH(POPMALMK, Ha KOTODbIe BBIJAIOTCS JIMLEH3WH,
onpenened IlocraHoBnennem IlpaButensctBa P® — “O /MLeH3UPOBaHWU OT[Ee/bHBIX BHUJOB
nesitelbHOCTH” OT 24.12.94 Ne1418, B 4aCTHOCTH, OTHOCHUTCS pa3paboTKa, ITPOM3BO/ICTBO, Pealn3alis U
CepBUCHOE 00CTy)KMBaHHe: IHM(POBA/bHBIX CPEJCTB; 3allMIIEHHBIX CHCTEM TeJI€KOMMYHUKAIIHA;
MPOrpaMMHBIX CPEeJCTB; CIelyanbHbIX TEeXHUUYECKUX CpeJCTB 3allUTbl WH(OpMALUM; TOATOTOBKA U
repernoAroToBkKa KajipoB.

ITkoc-5 CrnocobeH pa3pabaTbIBaTh MepONPHUATHS MO BO3/efiCTBHI0 Ha PHUCK B pa3spese
OT/[e/TbHBIX BU/IOB U NMMPOBOUTH UX 3KOHOM

Bbibepume o0uH npaeu/ibHbIll éapuaHm omeema:
2. Ceptudukaium nojjiexar:
+CcpefcTBa KpUNTOrpauueckou 3alyThl MH(OpMaLiy;
CpeJiCTBa BbISIB/IEHUS 3aK/Ia[JHbIX YCTPONCTB U MPOTrPAMMHBIX 3aK/a/l0K;
3alyIIeHHbIe TeXHUUeCKue cpeicTBa 00paboTku nHpopmalyy;
3aluilleHHble MH(OPMAaLMOHHbIe CUCTEMbI U KOMILIEKChI TeJIeKOMMYHUKALIWM;
3. UYto mpeacraB/isieT codoii JJokTpruHa HH(popManoHHo 0e3onmacHocTH PD?
HopMaTuBHO-11paBOBO# aKT, yCTaHaBIMBAIOIUI OTBETCTBEHHOCTD 3a ITPABOHAPYIIEHMUS B
cdepe nHOpMaIMOHHOM 6€30T1aCHOCTH;
tbenepanbHBIN 3aKOH, PETY/IMPYIOLIUIA TTPaBOOTHOIIeHUs B 00/1acTH MH(HOPMaLIMOHHOMN
0e30IMacHOCTH;
1]esieBasi IporpaMMa pa3BUTHS CUCTeMbl HH(OPMaI[MoHHOW Oe30macHOCTU PO,
TIpe/ICTaB/IsroIasi COOO TToC/Ie0BaTeTbHOCTh CTA[UI U 3TaIloB,;
+COBOKYITHOCTb O(pUILIMa/bHBIX B3IJISZOB Ha L{e/d, 3a/laui, TMPUHLIUIIBI U OCHOBHBIE
HarpaB/ieHus1 obecrieueHrst THPOPMaLMOHHOM Oe3oracHocTH Poccuiickont Pepeparyu.

/latime pazeepHymbiili omeem Ha eonpoc.
1. TITonaTHe UAeHTH(PUKALIUM.

IIpaBU/IbHBIN OTBET:

UpeATrndukanys 3TO TPUCBOeHWe CyOBeKTaM W O0BeKTaM [OCTyNa yHUKaJIbHOTO HOMeEpa,
mMdpa, KoAa v T.I. C LeJIbI0 MOTy4YeHusl J0CTyma K UH(pOpMaLvu.
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2. ITonsaTue 6e3onacHocTy nHGopManuu
IlpaBU/IbHBINA OTBET:

Be3onacHocTh WH(OpPMaLMM 3TO CTeleHb 3alUIIeHHOCTH WH(GOpMalMd OT HeraTMBHOIO
BO3/Ie/ICTBUSI HA Heé C TOUKW 3peHUs] HapylleHUs eé (U3MYeCcKOll U JIOTMUecKoW LIeJIOCTHOCTU WU
HeCaHKLIMOHUPOBaHHOTO MCI0/Ib30BaHUS.

3. IToHsATHE 3/IGKTPOHHOU MONMCHU
IIpaBU/IBbHBIA OTBeET:

O/eKTPOHHOW TOJMMCHI0 Ha3bIBaeTCsl INPUCOeJUHseMOe K TEeKCTy ero KpHuMTorpaduueckoe
nipeobpa3oBaHre, KOTOpOe I03BOJISIeT TMPH TOJlydeHUd TeKCTa APYTMM I10/ib30BaTesieM IPOBEPUTh
aBTOPCTBO U TIOJ/TMHHOCTb COOOIIeHHSI.

4. YrpaB/eHHeM PUCKOM 3T0 —

IIpaBU/ILHBIN OTBeET:

YnpaBrieHrueM PUCKOM Ha3bIBaeTCsl MPOLIECC OrpejesieHUs] pUcKa, IPUMeHeHHsI CPEe/ICTB 3alliUThI
JI71s1 COKpallleHHsl PUCKa C MOC/IeYIOLMM OTpe/ie/ieHueM NpreMIeMOCTH OCTaTOYHOTIO PUCKaA.

5. [ToHsiITHEe MPOrPaMMHOM 3aK/1a/JKH

IIpaBU/IbHBIA OTBeET:

[IporpaMMHBIMM  3aK/aJjKaMd HasbIBalOTCSl IpeAHaMepeHHble JedeKTbl, BHECEHHble B
NporpaMMHble CpeJCTBa [i/isl Lie/leHanpaB/AeHHOr0 CKPBITOTO BO3JeMCTBHS Ha WH(OpMaLOHHbIe
cUCTeMbl. 3alUTa OT TMPOrpaMMHBIX 3aK/aZ0K obecrieurBaeTcsl  ammapaTHBIM  MOZAYJIEM,
yCTaHaB/IMBaeMbIM Ha cucTeMHY0 MHY T1K.

6. Knaccudukarnus cpejcTB 3alUThl HH(OPMAaIUH.
IIpaBU/ILHBIN OTBeET:

CorylacHo "EBponelcKuM KpuTepusM' 6e3011aCHOCTb MOXKET CUMTAThCS BBICOKOM, CpeJHeH M
0a3zoBoii. BbicoKass MokeT OBbITb TIpeoJjosieHa TOJIBKO TOCYZapCTBEHHOW CrelCTyK0oi, cpeaHsis
crioco6Ha TIPOTUBOCTOSITH KOPIIOPAaTUBHOMY 3/I0YMBIIIJIEHHHKY, 0a30Basi CcriocoOHa TMPOTHBOCTOSThH
OTJie/IbHbIM aTaKaMm.

7. IloHsiTe ayTeHTU(PUKALIUU.
IIpaBU/ILHBIN OTBeET:

AyTteHTH(UKalUsT 3TO TIpOBepKa MOJJIUHHOCTU T10/Ib30BaTe/sl IO TMpeAbsSBIEHHOMY WM
uaeHTUGUKaTOpy. AyTeHTU(UKALMS UCTHOMb3yeTCs Ha YPOBHSIX CeTeBOM, TPAHCIOPTHOM U
TPUK/IATHOM YPOBHSIX.

8. ITonsTHe u Knaccudukanus Opangmayspa.
IIpaBU/ILHBIN OTBeET:

BpaHaMay3poM Ha3bIBaeTCs CUCTeMa, TI03BOJISIOIIAs Pa3/ie/IuTh CeTh Ha /IBe Wiu Oosiee yacTeid
Y peasiM30BaTh HAbOp TpaBW/I, OTpeeNsolUX YCIO0BUSI TIPOXOKEHHUsI MaKeTOB U3 OJHOM yacTh B
Ipyryto. BbpaHgmayspbl MepBOro TMOKOJEeHWs TPeCTaB/IsIM MaplipyTU3aTopbl C ¢uabTpaluei
rakeToB, OpaHZMay3pbl BTOPOrO TOKOJIEHHSI TIPe/CTaB/sUIA 00O 'YIOJTHOMOUEHHbIe CepBepbl',
OpaHIMay3pbl TPEThEro IMOKOJIEHHsI WCIIO/B3YIOT /s (DM/IbTPAL[UK CrieldasbHble MHOTOYPOBHEBBIE
MeTO/Ibl aHa/IM3a COCTOSIHUS [1aKeTOB.
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Tab/mua 7 — Kpurepun oneHkH cpopMHPOBAaHHOCTH KOMITeTeHI[UH

Koj 1 HaumeHOBaHWe UHAMKATOPa
JTIOCTHKEHUSI KOMITeTeHIIUH
(4acTy KOMITeTeHI[N)

Kpurepuu orieHuBaHUA
c(hOpMHPOBAHHOCTH KOMIT€TEHIIUN
(4acTy KOMITETEHIIUN)

COOTBETCTBYET OL[€HKE «3auTeHO»
50-100% oT MakCcuMaIbHOTrO Oasiia

N-1-yx 1 AHanusupyet 3azauy,
BbIZIe/Isis ee Oa30BbIe COCTABJISAIONIHE

N-2- yx.1 Ocy1ecTB/iseT IMOUCK U
KPUTHUYECKUM aHa/ln3 UHPOpMaLuy,
HeoOXOZMMOH /1S pellieHus TT0CTaBIeHHOM
3a/1auun

N-3- yk.1 IInanupyeTt Bo3MOKHbIE
BAapUAaHTHI PellleHUs 3a/lauu, OLleHUBast UX
[IOCTOMHCTBA Y HeJJOCTaTKH

N-4- yx. Onpenensier ¥ OLieHUBaeT
MOC/Ie/ICTBUSL BO3MOXXHBIX DellleHUH 3a/jauu

W I-1-pgoc5 Pa3pabatbiBaet
MepONpUSITUS TI0 BO3JeHCTBUIO HAa PUCK B
paspe3se OT/JebHbIX BU/IOB

I/IVZ[-2-HKOC-5 HPOBOAHT
5KOHOMUYECKYIO OLIEHKY MepPOIPHUSATUN 10
BO3/IeHICTBHIO Ha PUCK

BJIa/leeT MaTepuasioM 10 TeMe, HO JIOMyCKaeT
HETOYHOCTH TIpU (POPMY/TMPOBKE OCHOBHBIX
TIOHSITUM, B OCHOBHOM  TIPaBUIBHO
aHa/IM3UpyeT 3ajauy, BblJesisisi ee Oa30Bble
COCTaBJISIOLIME; AO0CTaTOYHO 3(DPeKTUBHO
OCYIIIeCTBJ/IsSIeT TIOUCK U KPUTHUUECKUN aHaU3
uHbOpMaIK, HeoOXOAUMOM /ISl peleHust
TOCTaB/IEHHOW  3a/lauy; TJIaHUPYeT
BO3MOJKHbIE BapUaHThI peIIeHHs 3a/jauy,
OlleHMBasi MX JOCTOMHCTBA W He/IOCTaTKU;
JI0OCTaTOYHO T0JIHO OTpefiesisieT U OLieHWBaeT
TIOC/Ie/ICTBUSI BO3MOXKHBIX DellleHWH 3aJaud,
orpefiesissieT MCTOUYHWUKA WHGOpPMALMU Ha
OCHOBe TIOCTaBJIEHHBIX 1ie/ielt /il pellleHus
KOHOMHUECKHUX 3a/lay; He BITOJIHE YBEPEHHO

orpeziesiieT MeToAbl cOopa, o0OpaboTKu
uHbopMaruy, Ccrocobbl U BUA  ee
TIpe/ICTaB/IeHUS;

pa3pabaThiBaeT MEepOTIPUSITHS 1o

BO3/IEMICTBUIO HAa PUCK B pa3pe3e OT/e/IbHbIX
BU/IOB, MOXXET [OIMYyCKaTb HETOUHOCTH TIpU
TIpOBe/leHU U 5KOHOMUYECKYHO OLIeHKY
MepOTpUATUM MO0 BO3JeHCTBUIO Ha PUCK, UTO
He OKa3bIBaeT CYILeCTBEHHOTO BJIMSHUS Ha
b[0i11%17 YPOBEHb c(hopMUPOBaHHOCTHU
KOMIeTeHIUH.

Jlomno/IHUTe/IbHbIe KOHTPO/IbHbIE UCTIBITAHUSA
JUTsL CTyIeHTOB, HabpaBiux MmeHee 50 6a/ioB (B cooTBeTCTBUM C [TonoxkeHuem «O MOy/TbHO-
PEUTHUHIOBOM cucTeMe»), (OPMMDPYIOTCS W3 UMC/Ia OL[eHOYHBIX CpPeJCTB IO TeMaM, KOTOpbie He
OCBOEHbI CTY/IEHTOM.
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