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Pe3y.]'[I>TaTI>I OCBOCHUSA TUCHUIIJIUHBI «KOMI[LIOTepHLIe ceTH»

[TTIICC3 (CIIO) o cnenuaibHOCTH:

09.02.07 Ua¢opManmOHHBIE CHCTEMbI M IPOrPaMMHUPOBaHHUE

Koapl
KOMITeTeHI M Komnerenuuu PesyabTaTr ocBOCHHA
no ®IrocC
O01mme KOMIETEeHIINHU
Hcnonp3oBath 3Harth popmar opopmIIeHUS PEe3yIbTATOB MMOUCKA
COBpEMEHHBIE nH(pOpMaLUY, TOPSAOK IPUMEHEHHSI COBPEMEHHBIX
CpeAcTBa TIIOMCKA, | CPENICTB M YCTPONUCTB MH(OpMATH3AIMHY, KaK TIPUMEHSTh
aHanM3a U | IporpaMMHOeE o0ecriedeHre B MpogecCHOHATBHON
MHTEpIIpETANH NesITeIbHOCTH, B TOM YHUCIIE C UCIIOIb30BaHUEM LIU(PPOBBIX
uHpopManuy, U | CPEICTB.
UHQOPMAIMOHHBIE | YMeTh OQOPMIISTh pPE3yJbTaThl TOMCKA, TMPUMEHSIThH
OK 02 TCXHOJIOTUHA AU | cpeacTBa MH(POPMALMOHHBIX TEXHOJOTHH JUIS peleHHs
BBIIIOJIHEHMS 33134 | nmpodecCHOHATBHBIX 3a7a4; TUIAHUPOBATh MPOIIECC MMOUCKA;
IUTPO(beCCHOHaHBHO CTPYKTYPHUPOBATh MOJyyaeMyto UH(OpMAIHIO; OPOPMIIATH
1 ICATCIIEHOCTH pe3yabTaThl  MOMCKa  MH(OpMAIMHM,  IOJH30BAThCS
COBPEMEHHBIMHU CPEACTBAMU IMOMCKA MH()OPMATH3AIHH.
Bnaners HaBbikamu OQoOpMIIEHHSI Pe3yJbTAaTOB MOMCKA
uH(pOpMalY; HaBbIKaMH TUIAHUPOBAHUS MPOLIECCca TTOUCKA
U CTPYKTYpPUPOBAHHUS MOJIYYEHHON HHPOpMAITIH.
IIpodeccnonaibHbIEe KOMIIETEHIIUU
OcyuiecTBiATh 3HATh OCHOBHBIE IOHSTHS KOMIIBIOTEPHBIX CETEH: THIIBI,
MHCTAILISIHIO, TOMNOJIOTUH, METOJABl JOCTyNa K Ccpele Iepenauu;
HACTDOIiKY y | TPOTOKOIBL: OCHOBHBIE MIOHSATHS, TIPUHIIATIBI
B3aUMOJIEICTBUS, paznuuus U 0COOEHHOCTH
obemyxuBaHue PacIpOCTPaHEHHBIX TPOTOKOJIOB, YCTAHOBKA MIPOTOKOJIOB B
IIK 4.1 IpOTrpaMMHOTO ONEPalMOHHBIX CUCTEMAX.
obecrnieueHus YMmerb OpraHU30BBIBATH u KOH(UTYPHPOBATh
KOMITBIOTEPHBIX KOMIIBIOTEPHBIE CETH; YCTaHaBIMBaTh M HACTPauBaTh
IapaMeTpsl IPOTOKOJIOB.
CUCTEM
Bnagers, HaBblKaMu oOpraHM3alMl M KOH(UTrypanuu
KOMIIBIOTEPHBIX CETEH; HABBIKAMU YCTAaHOBKHM M HACTPOMKHU
[1apaMeTPOB NIPOTOKOJIOB
ObecnieunBaTh 3HaTh ajpecalio B CETAX, OPraHU3alUI0 MEXKCETEBOTO
3alIUTy BO3/ICUCTBUA.
MIPOrPaMMHOTO YMeTb ynpaBiATh AUCKaMH U (DalJIOBBIMU CHCTEMamH,
obecrieyeHus HacTpauBaTh CETEBBIE IapameTphl, YIPaBISATh
MK 4.4 KOMIIBIOTEPHBIX pas3zeneHneM pecypcoB B JIOKAJIbHOU CETH; OOHAPYKHUBATh
CUCTEM U YCTPaHATh OIIMOKY MPH Nepeade TaHHbIX.
IPOrpaMMHBIMU Bnanerr, HaBblkaMM B3aUMOJEHCTBUSL C  KOJUIETaMH,
CPEACTBaMH. PYKOBOJICTBOM, KIMEHTaMH B Xo0J€ MNpOo(hecCHOHATIbHON

NeSTeTbHOCTH, OCHOBHBIMH METOJAMH U CpEACTBaMH
3¢ (HeKTUBHOTO aHanu3a (bYHKITMOHUPOBAHHUS
MIPOrpaMMHOTO 00ecTIeueHuUs




IHIacnopr
¢oHaa OLIEHOYHBIX CPEACTB

Tab6muna 1

HanmMeHOBaHHUe OLCHOYHBIX CPEICTB

KonTpoaupyemsie KonTpoaupyemsie JIpyrue oueHOYHbIE
AUAAKTHYECKHE KoMmeTenuuu (nam | TecThl, cpeacTBa
eIMHHIBI HX YACTH) KO0./1-BO
3alaHMil BHI KO0JI-BO
3alaHui

Tema 1. OOmue cBeneHus
0 KOMITLIOTEPHOM CETH OK 02 20 Ompoc 6

[IK 4.1

Tema 2. AnnapatHble
KOMIIOHEHTHI 1K 4.1 20 Onpoc 6
KOMIIbIOTEPHBIX CETEH.

Tema 3. Ilepenaua
JIAHHBIX 10 CETH. K 4.1 20 Ompoc 10

Tema 4. CeteBble

[IK 4.4 20 Ompoc 10
APXUTEKTYPhI
OK 02
Temsr 1-4 TIK 4.1 CobOeceoBanue 55
[IK 4.4
Bcero: 80 87




MeTtoauka npoBegeHHs KOHTPOJISI 110 IPOBepKe 0a30BbIX 3HAHUI MO TUCHUITIHHE
«KomnbloTepHbIe ceTH»

Tema 1 O6mue cBeleHUs1 0 KOMIILIOTEPHOM CeTH
Kontpomupyemsie komnereniuu (3uanus, ymenus) OK 02; 11K 4.1

Bomnpocsl 11t yCTHOTO onpoca
1. TToHsiTHE KOMITBIOTEPHOM CETH.
2. Knaccugukaius KOMIBIOTEPHBIX ceTei
3. Kinaccudukanms ceteit mo ypoBHIO aIMUHUCTPATHBHOM MOICPIKKH.
4. Knaccudukanusi 1 ©X METOJIBI IOCTYIIA K CpeJie Tiepeaun JaHHbBIX.
5. IlousTue ceTeBOM MOIEIH.
6. @yukuuu ypoBaeit mogenu OSI. Moxnens TCP/IP.

Kpurtepun onenkn:

OneHka «OTJIMYHO» BBICTaBIAETCS OOydaroLUleMycsl, KOTOPbII INPOYHO YCBOMI
IPOTPaMMHBINM MaTepuan B HOJHOM 00beMe, HCUEPIBIBAIONIE, TPAMOTHO U JIOTUYECKH CTPOHHO €ro
u3jaraer, 4eTko (OPMYJIMPYET OCHOBHBIE IOHATHSA, NPUBOJUT COOTBETCTBYIOLIME IPUMEPHI,
YBEPEHHO BJIAJIEET MATEPUAIIOM.

OneHka «Xopomo» BBICTaBIAETCS  OOy4YalOLIEMyCsi, KOTOpPBIH TBEPAO  YCBOMI
IpOTpaMMHBIA MaTepuall, TPAMOTHO M IO CYIIECTBY H3JIaraeT ero 0e3 CYIIECTBEHHBIX OIINOOK,
IPaBUIbHO MPHUMEHSET TEOPETUYECKHUE IIOJIOKEHUSI IIPU PELIEHWH KOHKPETHBIX 3ajad, ¢
HEOOJIBIIIMMU TIOTPEIIHOCTSMHU TPUBOIUT (POPMYITUPOBKU OIpPENENCHU, M0 XOIy H3JI0KECHUs
J0ITycKaeT HeOoIbIIre Mpo0esibl, He HCKaXKaroIue COAEeP/KaHUs OTBETA.

OneHka «yI0BJIeTBOPHUTEIbHO» BBICTABISICTCA OO0YYaIOLIEMYCsl, KOTOPBI HE COBCEM
TBEPJO BJIAJEeT NPOrPaMMHBIM MAaTEpUAIOM, 3HAET OCHOBHBIE TEOPETHUYECKUE IOJOKEHHS
H3yqaeM0171 TCMbI, TIpHU OTBCTAX MOOMYCKACT MAJIOCYIICCTBCHHBLIC ITOTPCIIHOCTH, HCKAKCHUSA
JOTMYECKOW MOCIEeNOBATENbHOCTH IPU H3JIOKEHUHM MaTepuala, HETOYHYI0 apryMEeHTAllHIo
TCOPCTUICCKHUX HOHO)KCHHﬁ, HCIIBITBIBACT 3aTPYAHCHUSA IPHU OTBCTC HA JOIMMOJIHUTCIIbHBIC BOIIPOCHI.

Onenka «Hey/10BJ1eTBOPUTEIbHO» BBICTABISETCA 00Yy4aOLIEMyCsl, UMEIOILEMY CEPbE3HbIE
npoOesbl B 3HAHUM y4eOHOro MaTepHana, JOIMyCKaroleMy NPUHIUIHAIbHBIC OIINOKU MPH OTBETE
Ha BOIIPOCHI.

TecToBBIE 3a7aHUA
Buibepume 00un npasunvusiii apuanm omeema u Haxcmume KHonky «/aneey
[enouka, KOTOPYIO MpPeACTABJIsIET JTaHHAS CXeMa CoeIMHEHUsI KOMITbIOTEPOB, HA3LIBAETCS:

+ KOJIBLIO.

3Be3/a

[IMHA

Kabeab, ckopocTh nepegaun JaHHbIX KOTOpoOro 10 10 Mout/c, Ha3bIBaeTcs:
OIITOBOJIOKHO

+ BUTas mapa.

KOaKCHaJIbHBIN



IIporoxkoa mapmpyrusanuu (IP) odecnieunBaer:

yIpaBlieHUE anmapaTypoil epeadu JaHHBIX U KaHAJIOB CBSI3U

COXpaHEHHE MEXaHUYECKUX, (DYHKIMOHAIBHBIX TApaMeTPOB (PU3MUECKOM CBS3H B KOMITBIOTEPHOM
CeTH

MHTEPIPETAIMIO JAHHBIX U MOATOTOBKY UX JIJISl OJIb30BaTEIbCKOTO YPOBHS

+ nocTaBKy MH(OPMALIUK OT KOMITBIOTEPA - OTIIPABUTEINS K KOMITBIOTEPY MOIYyYaTelio.
TpancnopTHslii nporokoJ (TCP) odecneunBaer:

npueM, reperady ¥ BblJauy OJJHOTO CeaHCa CBSI3U

+ pazouenue ¢aitnoB Ha [P-nakeTsl B iporiecce nepenavyn u cOOpKy ¢aitioB B mpoliecce
MOJTYyYEHUSI.

JOCTYII TTOJTK30BaTENs K IepepaboTaHHON HHGOPMAITHHI

J0CTaBKy HH(OPMAILIUU OT KOMIBIOTEPA-OTIPABUTENS K KOMITBIOTEPY MOTYYaTEIto

OaHuM U3 NPU3HAKOB KJIacCu(PUKANUN KOMIIBIOTEPHOH CeTH SIBJISIETCS:

YPOBEHb HCIOJIb30BaHUS

+ reorpaduueckas TIOMIAIb.

HabOp MPOTOKOJIOB

Kommuiexke annapaTHbIX M NIPOrPpaMMHBIX CPE/ICTB, PeaJu3yI0INX 00MeH, HA3bIBaeTCs:
uHpopmanus mexay 1K

KOMITbIOTEpHAS JINHUS

+ KOMIIBIOTEpHAs CETh.

KOMITbIOTEPU3UPOBAHHAS CETh

Kondurypanus (romosorus) JIOKaJbHOH CeTH, B KOTOPOi Bce padoyne CTAHIIUM COeIMHEHBI ¢
cepBepoM ((aiiji-cepBepoM), HA3bIBAETCS:

+ 3BE3HOM.

KOJIBIIEBOM

IIUHHOU

JPEBOBHIHOMN

CoOBOKYNHOCTH KOMIIBIOTEPOB, COEIMHEHHBIX KAHAJIAMHU 00MeHAa HH(POpMALMH U
HAXOASIIUXCSH B Mpeaesiax 0AHOro (MM HeCKOJIbKNX) MOMeIIeHNH, 31aHNH, HA3bIBAETCH:
rI100aTbHOM KOMITBIOTEPHOM CETHIO

+ JIOKaJIbHOM KOMIIBIOTEPHOM CETHIO.

MH(POPMALIMOHHOMN CUCTEMOH € TUIIEPCBA3SIMU

AJIEKTPOHHOU MOYTON

Henb3s ncnosib30BaTh Kak uMs (aiiia:

+ TeKCTOBBINA TOKyMeHT.doc

TEKCTOBBIH ToKyMeHT.doc.txt.

TEKCTOBBIA TOKyMeHT.doc.

Henb3s ncnosib30BaTh Kak uMs (aiiia:

TEKCTOBBIA TOKyMeHT.doc.txt.

+ TEeKCTOBBIN JOKyMeHT * .doc.

TEKCTOBBINA TOKyMeHT.doc.

Tomosorus, uMewIAas camMmblii 00/1b1I0H pa3Mep ceTH (10 20 KM), HA3BIBAETCH:

3Be3za

[IHA

+ KOJIBIIO.

I'100anbHBIE KOMIIBIOTEPHBIE CETH KAK CPEACTBO KOMMYHUKAIIUHN MOSIBUJIUCH, KOTA:
MOSIBUJIMCH KOMITBIOTEPHI

co3pena o0IIecTBeHHas MOTPEOHOCTh OOIICHUS MEXKTY JIFOIbMHU, TIPOKUBAIOIIIMMH Ha Pa3HBIX
TOUYKAX IIaHETHI

COBEPIINJIACH HAYYHO-TEXHUYECKasi PEBOJIIOIUS

+ co3pesna o0IIeCTBEHHAs MOTPEOHOCTh OOLICHHS MEXAY JIIOAbMHU, TPOKUBAIOLUIUMH B Pa3HBIX
TOYKAX MJIAHETHI, U MOSIBUJIMCh COOTBETCTBYIOIINE TEXHUYECKHE BO3MOKHOCTH (CUCTEMBI U CETU
KOMIIBIOTEPHON KOMMYHHUKAIIIH).



YcTpoiicTBO, 0CHOBHBIM 3JIEMEHTOM (PM3MUYECKON TOMOJIOTUM CeTH ABJsIeTCH “3Be31a”,
Ha3bIBaeTCs:

KoakcuanbHbiil KaOelb

[leHTpasIbHBIN KOHLIEHTPATOP

+ CeTeBoil KOMMYTATOp

MapuipyTtuzartop

Kondurypanus (romosorus) JIOKaJbHOH KOMILIOTEPHOM CeTH, B KOTOPOM Bce padouue
CTAHIMH MOCJIeJ0BATEIbHO COeIMHEHBI APYT € IPYIroM, Ha3bIBaeTCs:

CETEBOM

+ KOJBLIEBOM.

IIMHHON

JIPEBOBHUIHOMN

JlokajibHbIe KOMIIBIOTEPHbIE CETH KAK CPEACTBO 001eHUs MCTIOIb3YIHOTCH 1JIS:
OpraHM3aIfy TOCTyINa K OOIIMM IS BCEX MOJIb30BaTeNlel yCTPOKWCTBaM BBOJIa - IPUHTEPAM,
rpadomoOCTPOUTENSIM B OOIIIMM HH(GOPMAIIMOHHBIM PeCypcaM MECTHOTO 3HAUCHUS

TOJIBKO JUISI OpTaHU3aI[MH JOCTYIa K OOIIUM JIJIsl BCEX MOJIb30BaTene nH)OPMAIIMOHHBIX
pecypcos

TOJIBKO JUTSI OCYIIIECTBIICHUs 0OMEHa JAaHHBIMHU MEXKIY HECKOJIBKUMU MOIh30BATEIIIMU

+ JUIsl OCYIIIECTBIICHNUS 0OMEHA JaHHBIMU MEKy HECKOJIbKUMU MOJb30BaTENIAMHU, AJI1 OpraHU3au1
JOCTyTa K OOIIMM TSl BCEX TOJIb30BaTeNIel yCTPOCTBaM BhIBOIA (TIPUHTEPAM), a TAK¥Ke K 00ITIM
MH(OPMALIMOHHBIM pecypcaM MECTHOT'O 3HAYCHUS

Bvibepume Heckon1bK0 NpasuibHuIX 6apUAHmMos omeema u Haxcmume KHONKY «/lanee»
Texnosornu, odecrneynBaomme 0eCIpPoOBOIHYIO Nepeavy JaHHBIX, HA3bIBAKOTCH:
Ethernet

+Wi-Fi.

+Bluetooth.

USB

Fiber Channel

Twisted Pair

YcerpoiicTBa, HCNOJIB3YIOLIMECS 1JISI MAPIIPYTH3ALMH CeTEBOro TpauKa, Ha3bIBAKOTCS:
Mogaem

CereBoii KOMMYTaTOp

CereBas kapTa

+Mapmpytuszarop.

Konuentparop

+Touka noctyma Wi-Fi.

IIpoTOKO0JIBI, HCTIOJIB3YIOLIMECS IS TIepeIavn dJIeKTPOHHOM MOYThI, HA3bIBAIOTCH:
HTTP

FTP

+SMTP.

DNS

+POP3.

IMAP

HanexHble TOMOJOTHU ceTel, HCMOJIb3YIIIHNeCs IJIs OCTPOEHUS JIOKAJIbHBIX ceTeil,
Ha3bIBAIOTCH:

+3Be3na.

+KorbI10.

[InHbI

Touka-Touka

Cerka

JpeBoBuaHas



YcrpoiicTBa, HCMOJIB3YHOIIHECH I o0ecriedeHnsl 0€30MACHOCTH CeTH, Ha3bIBAKOTCH:
Mopnem

+MexcereBoii skpan (Firewall).

+AHTHUBUpYCHas Mporpamma.

CereBas kapTa

Konuenrparop

Touka nocryna Wi-Fi

MeToanka mpoBeICHHS] KOHTPOJIS

[TapameTpbl METOIMKH 3HayeHue napameTpa
[Ipenes JNIMTENBHOCTH BCEr0 KOHTPOJIS 10 MuHyT
ITocnenoBaTeTbHOCTH BEIOOpPA BOITPOCOB CnyyaiiHas
[IpennaraeMoe KOJIMYECTBO BOIPOCOB 10

Kpurtepun onenkn:

OueHka «OTJMYHO» BBICTABISIETCS 00ydaronieMycsi, KOTOPbIH MPaBUILHO BBHIMOIHUI 9-10
TECTOBBIX 3aJaHUM.

OueHka «XopouIo» BBICTABIACTCS OOyYarOMIEMyCs, KOTOPBIA: MPAaBUJIBLHO BBITTOJIHUI 7-8
TECTOBBIX 3aJaHUM.

OneHka «yI0BJIETBOPUTEIBLHO» BBICTABIAETCA O00ydYaromeMmycsi, KOTOpBIM MpPaBUIBLHO
BBITIOJIHWIT 5-6 TECTOBBIX 33JIaHUM.

OuneHka «HeyI10BJIETBOPUTEIbLHO» BHICTABIISETCS 00yUaronieMycsl, KOTOPBI MPaBUIbHO
BBITIOJIHWII ME€HEE 4 TECTOBBIX 3aJJaHUM.



Tema 2. AnnapaTHble KOMIIOHEHTBhI KOMIIBIOTEPHBIX CeTeH
KonTtponupyemsbie komnereHuu (3Hanus, ymenus) 11K 4.1

Bomnpocsl 11t yCTHOTO onpoca
1. Tumnb! kaGeneit 1 UX XapaKTEPUCTHKH.
2. Tumel ceTeit, TMHUM 1 KaHAJIOB CBS3H.
3. KomMyHHKaMOHHOE 000py10BaHHE ceTel
4. Pab6ora c ¢aiinamu u karamoramu B OC MS-DOS.
5. ®yHKIHUH U XapaKTEPUCTUKU CETEBBIX aJIalITEPOB
6. JlpaiiBepsl CETEBBIX a1allTEPOB

Kpurtepun onenkn:

OneHka «OTJIMYHO» BBICTaBIAETCS OOydaroLleMycsl, KOTOPbI INPOYHO  YCBOMI
IPOTPaMMHBINM MaTepualn B HOJHOM 00beMe, HCUEPIBIBAIONIE, TPAMOTHO U JIOTUYECKH CTPOHHO €ro
u3jaraer, 4eTko (OPMYJIHPYET OCHOBHBIE IOHATHSA, NPUBOJUT COOTBETCTBYIOLIME IPUMEPHI,
YBEPEHHO BJIAJICET MATEPUAIIOM.

OneHka «Xopomo» BBICTaBIAETCS  OOy4YaroLIEMyCsi, KOTOpPBIH TBEPAO  YCBOMI
IpOTPaMMHBIA MaTepuall, TPAMOTHO M IO CYIIECTBY H3JIaraeT ero 0e3 CYIIECTBEHHBIX OIINOOK,
IPaBUIbHO MPUMEHSAET TEOPETUYECKHUE IIOJIOKEHUSI IIPU PELIEHWH KOHKPETHBIX 3ajad, ¢
HEOOJIBIIIMMU TIOTPEIIHOCTSMHU TPUBOIUT (POPMYITUPOBKU OIpPENENeHU, M0 XOIy H3JI0KECHUS
JI0ITycKaeT HeOoIbIINe MPoOeIbl, HE HCKaXKatoIUe COAEP/KaHUsS OTBETA.

OneHka «yI0BJIeTBOPHTEIbHO» BBICTABISIETCA OO0YYaIOLIEMYCsl, KOTOPBI HE COBCEM
TBEPJO BJIAJEeT NPOrPpaMMHBIM MAaTEpUAIOM, 3HAET OCHOBHBIC TEOPETHUYECKHE IOJOKEHHS
H3y‘-IB.€MOfI TCMbI, TIpHU OTBCTAX MOOMYCKACT MAJIOCYIICCTBCHHBLIC ITOIPCIIHOCTH, HMCKAKCHUSA
JOTMYECKOW IOCIEeNI0BATENbHOCTH IIPU H3JIOKEHUHM MaTepuajia, HETOYHYI0 apryMEHTAllHIo
TCOPCTUICCKUX HOHO)KCHHﬁ, HCIIBITBIBACT 3aTPYAHCHUSA IPHU OTBCTC HA JOIMOJIHUTCIIbHBIC BOIIPOCHI.

Onenka «Hey/10BJ1eTBOPUTEIbHO» BBICTABISETCA 00Yy4aOLIEMYCsl, UMEIOILEMY CEPbE3HbIE
npoOenbl B 3HAaHUM y4eOHOro MaTepHana, JOIMyCKaroleMy NPUHIUIHAIbHBIC OIINOKU MPH OTBETE
Ha BOIIPOCHI.

TecToBBIC 3a7aHUA

Bovibepume 00un npasuibHulil 6apUAHmM OmMeema u Haxcmume KHONKY «/aneey

YcrpoiicTBO, HEOOX0AMMOE ISl MOAKJIIYEHUS MHOKECTBA YCTPOMCTB K CeTH, HA3LIBAETCS:
+ KommyTarop.

MapuipyTtuzartop

Mogaem

Cepsep

AnnmapaTtHblii KOMIIOHEHT, OTBe4alIMii 3a mnpeodpa3oBanne HUGPPOBBIX CHIHAIOB
aHAJIOTOBbIC H HA000POT, HA3BIBACTCH:

+ Mognewm.

KommyTtarop

MappyTtuzarop

CBut4

YerpoiicTBo, He00X0AMMOE IS OAKJIIOYEHHSI KOMIIbIOTePa K IPOBOAHOI CeTH, HA3bIBAeTCS:
Monem

Poytep

+ CereBas KaprTa.

KommyTarop

YcrpoiictBo, oTBeuaromiee 3a obecnedeHue mnpeodpazosanus IP-aapecoB B MAC-aapeca
HA000poT, sIBJIsIETCH:

KommyTtatop

+ Mapupyrtusarop.

DNS-cepBep



[Ipokcu-cepsep

YcrpoiicTBo, siBisIIONIEecs: HEHTPAJbLHBIM Y3JI0M B CeTH, 00eCeYMBAIOIIUM J0CTYIl K pecypcam
JJISL IPYTUX YCTPOICTB, HA3bIBAETCH:

Poytep

KommyTarop

+ Cepsep.

Mopgem

YcrpoiicTBO, HCHOJb3YIOLIEecs JJA YCTAHOBJEHUS 0€30MACHOI0 COeJUHEHHS] B CeTH,
Ha3bIBaeTcs:

+ daiipBo.

MapuipyTtuzartop

KommyTarop

Cepsep

AnnapaTHblii KOMIIOHEHT, NMPeIHA3HAYEHHbIN /151 MOAKJIIYeHNsI 0eCTPOBOAHBIX YCTPOMCTB K
CeTH, HA3bIBACTCH:

Poytep

Monem

CereBas xapTa

+ becnpoBOIHON TOYKOW JOCTYyTA.

CereBast kapTa — 3TO:

YerpoicTBO 117151 BBOJIa MH(GOpMAITUU

YcrpoiicTBo A1t paboTh ¢ rpaduKoit

+ YCTpoMCTBO U1 TOAKIIOUYEHUSI KOMITBIOTEPA K CETH.
VYeTpoicTBO J71s1 XpaHEHUsI TAHHBIX

Moaem — 310!

+ yCTpOMCTBO ISl IpUeMa U Mepeayu TaHHbIX O CETH.

Y CTpoicTBO 71 MeYaTH TOKYMEHTOB

YCTpoiCTBO It XpaHEHUs OOJBIINX 00HEMOB JAaHHBIX
YeTpoitcTBO 117151 pabOThI ¢ M300paKEHUSIMHA

Mapumpyrusarop — 3T1o0:

YeTpoicTBO 117151 pabOTHI € AIEKTPOHHON MTOYTON

+ YcrpoiicTBO aiist mpuema U nepeiad JaHHbIX.

Y CTpoicTBO 71 3alIUTHI KOMITBIOTEPA OT BUPYCOB

VYeTpoiicTBO 715 Iepeiauu AJIEKTPOHHBIX IOKYMEHTOB
KommyTaTtop — 310:

YcTpoicTBO ytst pabOThI ¢ TEKCTOBBIMU JJOKYMEHTAMU
YerpoicTBO 151 XpaHeHus nH(popManuu

+ YCTpoiCcTBO M1 MOAKIIOYEHUS MHOIOUUCIICHHBIX YCTPONCTB K CETH.
Y CTpoMCTBO 7151 CKAHUPOBAHUS U300paKEeHUH

Kao6ean Ethernet — 3To:

YcTpoicTBO 17151 BBOJIAa M BBIBOIa HH(OpMAITUH

YCTpOUCTBO [Tt XpaHEHUsT OOTBIINX JTaHHBIX

+ Y CTpOMCTBO 151 COEAMHEHUS] KOMITBIOTEPA C CETHIO.

YcrpoiicTBo 11t paboTh ¢ rpaduKoit

LAN - 3r0:

+ BoluncnurensHas ceTh, OrpaHMYeHHAs reorpaduueckoi 001acThIo.
['mobGanbHas KOMIbIOTEPHAs CETh

YcTpoicTBO it pabOThI ¢ XpaHEHUEM JTAHHBIX

Y CTpoiCTBO M1 eYaTH TOKYMEHTOB

WAN - 3r0:

BoruncnuTenbHas ceTh, OrpaHudYeHHas reorpaduueckoii 001acTeio
+ I'moGanpHasi KOMIIBIOTEPHAs CETh.

Y CTpoicTBO 1 MOJIKIIOYEHUSI KOMITBIOTEpA K CETH
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YcTpoiicTBO yist paboThI € NIEKTPOHHON MOYTON

Cepgep —3T0:

Y CTpolcTBO i1 XpaHEHHS JOKYMEHTOB

YCTpoicTBO 115 IeUaTH 300paskeHHU

+ KommbroTep, mpeIoCTaBISIONIAN pecypchl APYTHUM KOMITBIOTEPaM B CETH.
Kommbrotep amst paboThl ¢ TEKCTOBBIMH JJOKYMEHTAMHU

KabeabHasi kaHaam3amus — 3T0:

YcTpoicTBO 714 epeiaun 3ByKa

+ CucremMa AJi OpraHu3aIuy MPOBOIOB U Kabeleil B 3JaHMsIX.

VYCeTpoiCTBO 17151 XpaHEeHUsT OONBIINX JaHHBIX

VYeTpoicTBO 715 IeYaTH IOKYMEHTOB

Kabeab, ncnosab3yemplii 115 noakiawdeHus k cetu Ethernet, nasbiBaercs:
+ Buras nmapa.

KoakcuanbHbli Kabeib

BonokoHHO-0nITHYECKHI KaOeIb

USB-kabenb

Bbl6epume HECKOJIbKO npasulbHblX 6aApPUAHMOE6 Oomeena U Has)icmume KHONKy «,Z]aﬂee»

N3 HuKenepevyuCJEHHBIX YCTPOMCTB IS COCIMHEHUS HECKOJBKHX CeTeBbIX CEerMEeHTOB
HCIOJb3yeTcH?

Buneokapra

+Mapupyrusarop.

+KommyTtaTop.

Monem

CereBoii kabenb

KoMnoHeHTBI mnpeaHasHadeHHble Jsi o0ecredeHMsl COEJUHEHHMS] C HMHTEPHETOM H
npeodpa3oBaHusl CHTHAJIOB, HA3BIBAKTCH:

+Mopem.

Xab

KommyTarop

+PIX-daiipsou.

Cepsep

Ju1s1 yBeJIM4eHHs 1Mana30Ha CeTH, U3 MePeYruCJIeHHbIX KOMIIOHEHTOB HCIOJIb3YeTC s ?
+¥Ycunurens curHaia.

+Xab.

KommyTarop

Monem

CereBoll ananrep

Meroauka NpoBeACHUSI KOHTPOJLS

[TapameTpbl METOIMKH 3HayeHue napamerpa
[Ipenesn JNIMTENBHOCTH BCEr0 KOHTPOJIS 10 MuHyT
[TocnenoBaTenbHOCTh BEIOOPA BOIIPOCOB CnyyvaitHas
[IpennaraeMoe KOJU4e€CTBO BOIPOCOB 10

Kpurepumn oneHku:

OneHka «OTIMYHO» BBICTABISIETCS 00yYaromeMycs, KOTOPbIM MpaBUIBHO BBITOJHMI 9-10
TECTOBLIX 3aJJaHUM.

OneHka «XOpOoIIO» BBICTABIISETCS O0YYarOMIEMYCsl, KOTOPBI: NMPaBHJIBLHO BBIMOJIHUAN 7-8
TECTOBLIX 3aJJaHUM.
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OneHka «yI0BJIETBOPUTEIBLHO» BBICTABISACTCA OOYYArOMIEMYCsl, KOTOPBIA IMPaBUIBHO
BBIIOJIHUII 5-6 TECTOBLIX 3aJaHUMN.

OueHKa «HEYT0BJIETBOPUTEILHO» BBICTABIISACTCS 00yUYaIONIeMyCsl, KOTOPBI MPaBUIBHO
BBITTOJTHUII MEHee 4 TECTOBBIX 3aJlaHUH.

Tema 3. Ilepenaya JaHHBIX MO CeTH.
KonTtponupyemsie komneteHuu (3Hanus, ymenus) 11K 4.1

Bonpocel 11 ycTHOro onpoca
1.Yto Takoe cerb? Onumute, kKak padotatot paznuuabie TUIB ceTeil (LAN, WAN, WLAN).
2.00bACHUTE OCHOBHBIC JTambl IepeJaud JaHHBIX Mo cerd. Kakum oOpa3oM naHHBIE
peoOpasyroTcs B CUTHAJIBI U IEPEJAIOTCS TI0 CETH?
3.Yro Takoe NpOTOKOIBI Nepenaud JaHHbIX? IlpuBenuTe nmpuMepbl OCHOBHBIX MPOTOKOJIOB
(TCP/IP, HTTP, FTP) u onummute ux QyHKIUH.
4.Yro takoe IP-anpec? Kak oH paboraer u moueMy OH HEOOXOAMM Ui MEpeaddl JAaHHBIX 110
cetu?
5.00BscHUTE pa3HUIY MEXy IPOBOJHBIMU U OECTIpOBOAHBIMU ceTsMHU. Kakue npenmyiiecTBa
Y HETOCTATKH MMEET KaXKILIA TUII?
6.Kak paboraer Mapmpytusanusi JaHHBIX M0 cetu? Kakum oOpa3oM AaHHBIE MEpelarTcs OT
OJHOTO YCTPOMCTBA K Apyromy?
7.Yto Takoe cereBas Oe3omacHOCTh? OMMIIMTE OCHOBHBIE YTPO3bl OE30MACHOCTH B CETAX U
CIOCOOBI UX MPENOTBPALICHUS.
8.00mscHuTE, Kak padotaer DHCP. Kak on momoraer yctpoiictBam nonyuars [P-agpec?
9.0nummTe KOHLENIUIO 00JauHbIX BEIUMCICHUN U €€ BIUSHHUE Ha Tiepejady aHHBIX 10 CETH.
10.Kak Bnumsier unTepHeT Bemied (IoT) Ha pasBuTue cereBhix TexHonoruii? [IpuBeaute
PUMEPBHI.

Kpurepumn oneHku:

OneHka «OTJIHYHO» BBHICTABISIETCS OOydYalOmEMycs, KOTOPBI IMPOYHO YCBOWII
IIPOrpaMMHBIM MaTepuan B MOJIHOM 00beMe, UCUEPIIBIBAIOIIE, TPAMOTHO U JIOTHYECKH CTPOMHO €ro
u3jaraer, 4eTko (OPMYJIHPYET OCHOBHBIC IOHATHUSA, NPHUBOJUT COOTBETCTBYIOLIHE IPUMEPHI,
YBEPEHHO BJIAJICET MATEPUAIIOM.

OneHka «XOpoOWIIO» BHICTABIACTCA OOydYarOIMIeMyCsl, KOTOPBIH  TBEPIO  YCBOWII
IPOrpaMMHBIM MaTepHall, TpaMOTHO U IO CYIIECTBY H3JIaraeT ero 0e3 CyIIECTBEHHBIX OLIMOOK,
MMpaBUJIIbHO TIPHUMCHACT TCOPCTUUCCKUC TIOJIOKCHHUA TMPpU PCIICHHMUM KOHKPCTHBIX 3adad, C
HEOOJBIIUMU MOTPEIIHOCTSIMU TPUBOAUT (HOPMYIHPOBKU ONPEACNIEHUH, MO X0y H3JI0KECHUS
JOITyCKaeT HeOOobIIne MpoOebl, HE HCKaXKAOIINE COJIEP:KaHUs OTBETA.

OneHka «yI0BJEeTBOPHUTEJIbHO» BBICTABIAETCA OOy4alOUIEMyCs, KOTOPBIH HE COBCEM
TBCPAO BJIAACCT IMPOrpaMMHBIM MATCpHAJIOM, 3HACT OCHOBHBIC TCOPCTHUYCCKUC IIOJIOKCHUSA
U3y4aeMoON TeMbl, MpPH OTBETax JOMYCKaeT MaJlOCYIIECTBEHHbIE IOTPEUIHOCTH, HCKAXKEHUS
JIOTUYECKON IOCIEAOBATCIIbHOCTH IPU  M3JI0KEHHHM MaTepualla, HETOYHYH apryMEHTALUI0
TEOPETUUECKUX MOJIOKEHUH, UCTIBITHIBAET 3aTPYJHEHHS IPU OTBETE Ha JIOTIOJIHUTENbHBIE BOIIPOCHI.

OneHka «HeyA0BJIETBOPUTEIBLHO» BBHICTABISICTCS 00yUaIOIeMyCsl, UMEIOIIEMY CEpbe3HbIC
npo0esibl B 3HAaHUKM y4eOHOT0o MaTepHalia, JI0MyCKarolleMy MPUHLIUIINAIbHbIE OUIMOKU MpU OTBETE
Ha BOIIPOCHI.
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TecToBBIC 3a1aHUA
Buvibepume ooun npasunvhblil 6apuanm omeema u Hadxdcmume KHONKY «/laneey
IIpoTOKO0JI B KOHTEKCTE Mepeaayu JAHHBIX M0 CeTH — ITO:

+ Crneuudukarms popmaTa TaHHBIX.

dusnueckuii kabenb, COSAMHAIONNN yCTPOUCTBA
[Iporpamma, oTBeuaroias 3a OTIPaBKy U MOITYYEHHUE JaHHBIX
Y CTpoiCTBO, YIIPABIISIONIEE CETHIO

IIpoTokoJ1, McmoIb3yemMblii 1Jis1 epelavu BeO-CTPaAHUIl, HA3bIBACTCS:
FTP

+ HTTP.

SMTP

TCP

IP-agpec —3T0:

Nwms ycTpolicTBa B CE€TH

Pu3nuecKuil aipec CETEBON KapThl

+ VHUKaNbHBIN YUCIOBOM aJpec yCTPOHUCTBA B CETH.
[IporpamMMHoOe obecrieueHune, yrnpaBisollee CETho
MAC-aapec — 310

Jlormyeckuii agpec ycTporucTBa B CETH.

+ OuU3nyYeCcKuil afpec CETEBOU KapThl.

VYHUKaIbHBIA UACHTH(PUKATOP TOJIH30BATEIIS.

Haspanue ceru.

BecnipoBoaHyo nepegavy JaHHBIX 00eclieYnBaeT:
Ethernet

+ Wi-Fi.

USB

Bluetooth

TCP/IP —370:

®dusnuecKuil craHAapT CETEBOTo Kabes

[IpoTokos MapuIpyTU3aLKUK TAHHBIX

+ Habop npoTokoI10B, 00ecrieynBaloIInX Nepeaady JaHHBIX B UHTEPHETE.
[Tporpamma asnst cozgaHust BeO-caifToB

DNS - 3r0:

+ Cepgep, xpansmuit [P-anpeca Be6-caiiToB.

[IpoToKOa A5t OTHPABKU JIEKTPOHHOUN MOYTHI

[Tporpamma jyist o0OMeHa MrHOBEHHBIMHU COOOIICHUSIMA
YcrpoiicTBO, 00ecTIeYrBarOIIee JOCTYI K HHTEPHET
HapexHyo nepegavy JaHHBIX ¢ TapaHTHell J0CTABKH 00ecleYnBaeT:
UDP

+ TCP.

IP

HTTP
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VPN —3r10:

[Iporpamma juist IPOCMOTpPa BeO-CTpaHUI]

+TexHonorus st CO31aHNUs BUPTYAIbHON YaCTHOU CETH.
Crioco0 MOIKITIOYEHUS K HHTEPHETY Yepe3 CITyTHUK

Tun cereBoro kadens

Tomosorust ceTu —3710:

+ Crioco0 (pU3UYECKOTO COCTUHEHHS YCTPOMCTB B CETH.
Tun cereBoro 000pyIOBAHUS

[Iporokon A nepenauu JaHHBIX

[TporpamMma ajist ypaBIeHUS CETHIO

IIpoToko0J1, HCIOb3yeMBblil AJI51 OTIPABKHU 3JIEKTPOHHOM I0YThI, HA3bIBACTCSH:
HTTP

FTP

+ SMTP.
TCP

NAT -3To0:

TexHomorus U1 Co34aHus BUPTYAJIbHOM YaCTHOU CETU

+ Cnoco6 mpeobpaszoBanus [P-anpecos.

IIporokos A nepenauu JaHHBIX

Y CTpoiCTBO, YIIPABISIIOLIEE CETHIO

ITakeT JaHHLIX — 3TO:

dusnueckuii Hocutenb HHGOpMaIuu

+ Yactp unpopmanuu, nepeaaBaemasi 1o CeTH.

Tum cereBoro 060pynOBaHMs

IIporpaMMma a1t ynipaBia€eHHs CETHIO

IIpoTokoJ1, HcIoJIb3yeMblH 1JI epeaayn (panaoB, Ha3bIBACTCH:
HTTP

+ FTP.

SMTP

TCP

bpanamaysp — 3T0:

[Iporpamma 1uist yripaBiaeHuUs CETHIO

+ YcTpoiicTBO, 3alMILAIONIIEE CETh OT HECAHKIIMOHUPOBAHHOIO JOCTYIIA.
Tumn cereBoro xadens

[Tporpamma as1st IpocMOTpa BeO-CTPaHMUIL

Bbl6epume HECKOJIbKO npasulbHblX 6APUAHMOE6 Oomeena U Hax)icmume KHONKy «,Z]aﬂee»

K noxanbubiM ceTsiMm (LAN) oTHOcsITCA:
+ JloMaIlHss CEThb.

+ CeTtb ouca.

HNHurepuer

CeTh MOOUIIBLHOM CBSI3U

+ Cetb npeanpusTHs.

KopnoparuBHnas cetb
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Jyis mepenaym JaHHBIX M0 BOJIOKOHHO-ONTHYECKUM JIMHUSAM UCIOJIb3YHOTCH:
Ethernet

USB

+ Fiber Channel.

+ Twisted Pair.

+ Coaxial.

STP
s co3nanus BUPTyaJbHbIX YacTHBIX ceTeil (VPN) ucnoab3yrores

+ SSL/TLS.

+ [Psec.

+ SSH.

DHCP

NAT

ARP
Jais1 mepeaayu JaHHBIX B 0eCIIPOBOJAHBIX CETHAX UCIOJIB3YIOTCSH

TCP/IP
+ IEEE 802.1.
+ Bluetooth.
+ ZigBee.

Z-Wave

NFC
Jsis ynpaBJieHusi JOCTYNIOM K JIOKAJBHOI CeTH UCIOJIb3YHOTCS
+ RADIUS.
+ TACACS+.
+ LDAP.

DHCP

DNS
Meroanka npoBeAeHUs KOHTPOJIs
[TapameTpbl METOTMKH 3HayeHue napameTrpa
[Ipenen AIUTETLHOCTHA BCETO KOHTPOJIA 10 MUHYT
[TocnenoBaTenbHOCTh BEIOOPA BOIIPOCOB Cnyyvaitnas
[IpennaraeMoe KOJM4eCTBO BOIPOCOB 10

Kpurepumn oneHku:

OneHka «OTJIMYHO» BBICTABISIETCS 00yYaroImeMycs, KOTOPbIM MpaBUIBHO BBITOJHMI 9-10
TECTOBBIX 3aJJaHUM.

O1eHKa «XOPOII0» BBICTABISETCS O0YydaIONIEeMyCsl, KOTOPBII: NMPAaBHJILHO BBIMOJHUAT 7-8
TECTOBLIX 3aJJaHUM.

OneHka «yI0BJIETBOPUTEIBLHO» BBICTABIACTCA OOYYArOMIEMYCsl, KOTOPBIA IMPaBUIBHO
BBIIOJIHUII 5-6 TECTOBLIX 3aJaHUMN.

OueHKa «HEYT10BJIETBOPUTEILHO» BBICTABISACTCS 00yUYaIOIeMyCsl, KOTOPBI MTPaBUIBHO
BBITTOJTHUII MEHee 4 TECTOBBIX 3aJaHUMH.
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Tema 4. CeTeBble apXUTEKTYPBbI
KonTtpomupyemsbie komnereHIuu (3uanus, ymenus) [1K 4.4

Bomnpocsl 111 yCTHOTO onpoca
1.06BscHUTE KITI04YeBbIe pa3nuuus Mexy monenbio OSI u TCP/IP.
2.0mummte GyHkiuu cnenyromux nporokonos: HTTP, FTP, DNS, SMTP, POP3.
3.KakoBbI OCHOBHBIE THITBI CETEBBIX TOMOJOTHI U UX PEUMYIIECTBA U HEAOCTATKH?
4.00bscHUTE, KaK pabOTal0T MapIIPYTU3ALMsI U KOMMYTallKs [TAKETOB B CETH.
5.Yto takoe VPN u kak ona pabortaet?
6.Kakue cereBbie MPOTOKOIBI 00ECTICUNBAIOT O€30aCHOCTh TaHHBIX?
7.Kak paboTtaroT mpoTokosibl aapecanuu [Pv4 u IPv6?
8.00bscauTe KoHUenuio NAT u ee poiib B COBpEMEHHBIX CETSX.
9.UT0 Takoe 00JIauHbIC CETH M KaKUE MPEUMYIICCTBA OHH MPEeIaratoT?
10.YTo Takoe cereBas BUPTyalu3alus U KaKk OHA IPUMEHSAETCS?

Kpurtepun onenkn:

OneHka «OTJIMYHO» BBICTaBIAETCS OOydaroLleMycCsl, KOTOPbI INPOYHO  YCBOMI
IPOTPaMMHBIN MaTepuan B HOJHOM 00beMe, HCUEPIBIBAIONIE, TPAMOTHO U JIOTUYECKH CTPOHHO €ro
u3jaraer, 4eTko (OPMYJIMPYET OCHOBHBIE IOHATHSA, NPUBOJUT COOTBETCTBYIOLIME IPUMEPHI,
YBEPEHHO BJIAJICET MATEPUAIIOM.

OneHka «Xopomo» BBICTaBIAETCS  OOydYaloLIEMyCsi, KOTOpPBIH TBEPAO  YCBOMI
pOTPaMMHBIM MaTepuall, TPAMOTHO M IO CYIIECTBY H3JIaraeT ero 0e3 CYIIECTBEHHBIX OIINOOK,
IPaBUIbHO MPHUMEHSET TEOPETUYECKHUE IIOJIOKEHUSI IIPU PELIEHWH KOHKPETHBIX 3ajad, ¢
HEOOJIBIIIMMU TIOTPEIIHOCTSMHU TPUBOIUT (POPMYITUPOBKU OIpENENIeHU, MO XOIy H3JI0KECHUS
JI0ITycKaeT HeOoJIbIINe MPoOeIbl, HE HCKaXKaroIUe COAEPKaHUsS OTBETA.

OneHka «yI0BJIeTBOPUTEIbHO» BBICTABISICTCA OO0YYalOLIEMYCsl, KOTOPBI HE COBCEM
TBEPJO BJIAJEET NPOrPaMMHBIM MAaTEpUAIOM, 3HAET OCHOBHBIE TEOPETHUYECKHE IOJOKEHHS
H3yqaeM0171 TCMbI, TIpHU OTBCTAX MOOMYCKACT MAJIOCYIICCTBCHHBLIC ITOTPCIIHOCTH, MCKAKCHUSA
JOTMYECKOW MOCIEN0OBATENbHOCTH IPU H3JIOKEHUHM MaTepuala, HETOYHYI0 apryMEeHTallHIo
TCOPCTUICCKUX HOHO)I(CHHﬁ, HCIIBITBIBACT 3aTPYAHCHUSA IPHU OTBCTC HA JOIMMOJIHUTCIIbHBIC BOIIPOCHI.

Onenka «Hey/10BJI1eTBOPUTEIbHO» BBICTABISETCA 00Yy4aOLIEMYyCsl, UMEIOIEMY CEPbE3HbIE
npo6enbl B 3HAaHUK y4eOHOro MaTepHaia, JOIMyCKaroleMy NPUHIUIHAIbHBIC OIINOKU MPH OTBETE
Ha BOIIPOCHI.

TecToBBIE 3a7aHUA

Buvibepume 00un npasunvusiii apuanm omeema u Haxcmume KHonky «/aneey
11103 10 yMOJTYAHMIO HYKEH JJIf:

OTIPaBKHU BCEX MMAKETOB, B a/IpeCe UCTOUHUKA KOTOpOoro cTout IP 3Toii ke moacetn
+ OTIpPaBKH BCEX MAKETOB, KOTOPBIE HE YAAJIOCH MEPEIATh HAIPAMYIO y3JTy U ISl KOTOPBIX
HEU3BECTEH TOYHBIN MapIIPyT.

npeoOpa3zoBanms ToOMEeHHbIX UMEH B [P anpeca u Haobopot

Yposens Mmoaenu OS], oTBeyarommii 3a JJOrH4ecKyI0 aipecanuio, Ha3bIBAeTCs:
duznueckuit

+CeTeBoii.

TpancnopTHBIN

Bri0epuTe HeBepHOE YTBePKACHHE:

+ y OTHOT'O KOMIIBIOTEPA MOKET OBITh TOIbKO oauH MAC axapec.

Y OJTHOTO KOMITBIOTEPA, MOXKET OBITh, HECKOJIBKO CETEBBIX KapT

00a BapuaHTa BEpHBI

MeToaoM 3IeKTPUYECKOH KOMMYTAUMU ABJIACTCH:

OJIMHOYHBIN TOCTYII C YIUDIOTHEHUEM KaHAJIOB

+ MHOKECTBEHHBIN JOCTYII C YIJIOTHEHUEM KaHAJIOB.

MHOECTBEHHBIN JOCTYN 0€3 YIIOTHEHUSI KaHAJIOB



MeToaoM 3eKTPUYECKOH KOMMYTAUMU ABJIACTCH:

+ MHOECTBEHHBIN JOCTYI C YaCTOTHBIM Pa3/EIC€HUEM KaHAJIOB.

OJIMHOYHBIN JTIOCTYT C YaCTOTHBIM pa3/ieJICHUEM KaHAJIOB

JTUHAMUYECKUH MHOYKECTBEHHBIN TOCTYI

KpynHbiii MyJbTHILIEKCOP, 00beAUHSIOIINA TeJIEKOMMYHUKAIMOHHBbIE KAHAJIBI B OJTHOM
MecTe, Ha3bIBaeTcs :

MapuIpyTU3aTop

TOYKa MPUCYTCTBUS

+ IrpyImnma KaHaJIOB

YcrpoiicTBo, 00ecneynBaolee nepeaavdy U NnpueM CUrHAJIOB 10 KOMMYHUKAIMOHHOMY
Ka0eJ10, Ha3bIBaeTCsA:

+ TpaHcuBep.

KommyHnukatop

Bbl6epume HECKOJIbKO npasulbHblX 6aAPUAHMOE6 Oomeena U Has)icmume KHONKy «,Z]aﬂee»

Tak kak 3anpocsl yeayru CMIS MmoryT npuMeHATHCA K 00J1ee 4eM 0JJTHOMY 00beKTY, TO
cranaaptsl CMIP/CMIS BBOASIT TAKHe NOHATHS, KAK:

3HAKOMCTBO

+ 0030p.

[TIpocmoTp

+ ¢unpTpanus.

dbparmMeHTarus

CETEBOM ajanrep

ﬂonwmume 6blpAdICERUE U HAJNCMUME KHONKY «ﬂwzee»

«/locTyn B mopsiike NPUOPHUTETOB NMPeJHA3HAYACTCS A1 KOMMYHUKAIUH, TPeOYIOIMNX
nepecblIKM HHGOPMALMN»

Majoro oorema

JUIUTEIIBHOI'O BPEMEHHU

+ MaJIbIX 3aJEPKEK.

«ba30BbIMH 3JIEMEHTAMHM yIIPABJIEHUA 0€30IIaCHOCTHIO ABJISIIOTCH MPOLEYPbI

NoJIb30BaTeJIel, Ha3Ha4YeHHe M IPOBePKa NMPaB J0CTYNAa K pecypcaM ceTH, yIpaBJIeHHe

MOJTHOMOYHSIMM

bunbTpanuu

+ ayTeHTH(DHUKAINN.

UICHTH(DUKAITIT

«Hesb3s MCNIOJIB30BATH NMPOTOKOJ1, 00ecneynBaOUuii cO0OpP ceTeBOM CTATUCTHUKH,

JJIS1 XpaHeHus: HHpopMannu B 0a3e JaHHBIX»

HTTP

+ SNMP.

IGMP

«JKBHBAJICHTOM ypoBHs B creke TCP/IP sBasiercst nporokoa UDP»

+ TPaHCIOPTHOTO.

KaHaJIbHOTO

(hU3UIECKOTO

«IIporpamma ping »

onpammuBaet [Pv4 agpeca y3i0B € 11€J1bIO BBISIBUTh UX HEJAOCTYIMHOCTh

nocsutaetr ICMP ¢ tunom 8, a npunumaetr ICMP ¢ tunom 7

+ nmpeoOpazoBwiBaeT foMeHHOE UMs B [P aapec.
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«C nmoMompbI0 NporpaMmsbl ping MOKHO ONPALIMBATH »i

IPv8 aapeca y3710B ¢ 1ETbIO BBIABUTH UX JOCTYITHOCTh

+ IPv6 agpeca y3510B C LIETbIO BBIIBUTDH UX JOCTYIHOCTD.

IPv4 aapeca y3710B ¢ 1ETbIO BBIABUTh UX HEIOCTYITHOCTD

« - COIVIACOBAHHBbIN HA00OP CTAHJAPTHBIX MPOTOKOJI0B 1 PeaATH3YHIIUX HX
NPOrPaMMHO-ANNAPATHBIX CPEACTB, J0CTATOYHBIN JJI51 IOCTPOCHHUS BHIYMCIUTEIBHON CeTH»
+ ceTeBas TEXHOJIOTHUS.

ceTeBas Kapra

ceT4arasi TEXHOJIOTUs

«TexHoJsiorus paéoTsl ¢ CIEKTPOM HCHOJIb3yeTcsl, KOT/Ia Jisl Mepelavyu CUTHAJIA ¢
00JIbIIIei MOJIOCOM NMPONYCKAHUS 3aefCTBYETCH 0JJHA WJIH HECKOJIbKO CMEKHBIX YaCTOT)
3a/IaHHBIM

pabounm

+ pacIIMpEeHHBIM.

«becnpoBoHbIe CeTH MPEACTABJIAIOT CO00i pa3BMBAIOIIYIOCH TEXHOJIOTHI0, BbI3bIBAIO LY IO
00JIbLIO0N MHTepec 0 MHOTUM npu4ynHaM. Camoi 04eBUAHON NPUYMHOI ABJISAETCS TO, YTO
TaKue CeTH 00ecneYnBaT NMOPTATHUBHBIX U PYYHbIX KOMIIBIOTEPHBIX YCTPOMCTB,
MO3BOJISAS NMOJb30BATEI0 320bITh 0 Ka0eJ X

+ MOOMIIBHOCTb.

3arpy>KeHHOCTb

JOCTYITHBIX

«/ly1s1 npaBuIbHOM Pa6oThl KOMOMHUPOBAHHOIO aJANITEePa HEOOX0AMMO, YTOObI B
KOHKPEeTHbIIi MOMEHT BpeMeHH ObL1a(1) MoAKI04YeHa(bl) cpena(bl) mepeaayum
CUTHAJIA)

TpHU

YeThIpe

+ oaHa.

«/111 KOMIIBIOTEPHOT0 000PY10BAHMS, PACHOJI0KEHHOT0 IEHTPAJIU30BAHHO, HEO0OX0TUMO
c00,1101aTh TPeOOBAHUSA K B IOMeEIeHU N

+ TeMIeparype.

KOJIMYECTBY KOMIIBIOTEPOB

KaueCTBY KOMITbIOTEPOB

«J17151 KOMIIBIOTEPHOT0 000PYA0BAHMSI, PACIIOJIOKEHHOT0 IIEHTPAJIU30BAHHO, HE00X01UMO
€00.11I01aTh TPeOOBAHNS K B NOMeLeHUun»

Ka4yeCTBY KOMIIbIOTEPOB

+ BJIAKHOCTH.

KOJINYECTBY KOMIIBIOTEPOB

MeToanka mpoBeIeHHS] KOHTPOJIS

[TapameTpbl METOAUKH 3HaueHue napameTpa
[Ipenes JNIMTENBHOCTH BCEr0 KOHTPOJIS 10 MuHyT
ITocnenoBaTeTbHOCTH BEIOOpPA BOITPOCOB CnyuyaiiHas
[IpennaraeMoe KOJIMYECTBO BOIIPOCOB 10

Kpurtepun onenkn:

OueHka «OTJMYHO» BBICTABISIETCS 00ydaronieMycsi, KOTOPbIH MPaBUILHO BBHIMOIHUI 9-10
TECTOBBIX 3aJaHUN.

OueHka «XopouIo» BBICTABIACTCS OOyYarOMIEMyCs, KOTOPBIHA: MPAaBUJIBHO BBITIOJHUI 7-8
TECTOBBIX 3aJaHUM.

OneHka «yI0BJIETBOPUTEIBLHO» BBICTABIAETCA O00yYaromeMycsi, KOTOpBI MpPaBUIBHO
BBITIOJIHWIT 5-6 TECTOBBIX 33JIaHUM.

OuneHka «HeyI10BJIETBOPHUTEIbLHO» BHICTABISETCS 00yUaloneMycs, KOTOPBI MPaBUIbHO
BBITIOJIHWII ME€HEE 4 TECTOBBIX 3aJJaHUM.
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43

Bonpocsl codecenoBanns k 3xk3aMeHy no remam 1-4
KonTtpomupyemsie komnerenuu (3uanus, ymenus) OK 02; 11K 4.1; [1K 4.4

BOITPOCHI

JJIS1 TOATOTOBKH K HUTOTOBOMY KOHTPOJII0
OrnpeneneHne KOMIBbIOTEPHBIE CETH
OcHOBHbIE XapaKTepUCTUKU BrruuciauTenbHbIX cucteM. Kak M3MEHSIOTCS XapaKTepUCTUKU
B OJJTHOPAHTOBBIX CETSAX U CETAX C BBIICICHHBIM CEPBEPOM.
JloxansHble 1 rob6ansHbIe ceTh. OCHOBHBIE TPU3HAKHU. TEHICHIIUS Pa3BUTHS.
[Ipuunna BO3HMKHOBeHHs 3TalioHHOM Mozaenu OSI. BzaumonelicTBue ypoBHEW MOJEIH
OSI. ITpoTokosl, UHTEPHEHUCHI.
IIpumepsl poToKkooB, uX cooTBeTcTBUE MoAenu OSI. dynkuuu yposHeit B Moaenu OSI.
®duznyeckuil ypoBeHb Cpelibl epeiaunl (3KpaHUPOBaHHAs U HEIKPAaHWPOBAHHAS BUTAs Mapa)
®dusnyeckuil ypoBeHb Cpelibl epenayu (0AHOMOI0BOE U MHOTOMOJIOBOE OIITOBOJIOKHO).
CpaBHEHME METHBIX Ka0elel 1 ONTOBOJIOKHA C TOYKU 3PEHUSI KOMIIBIOTEPHBIX CETEH.
CrpykrypupoBannblie kabenbHble cuctembl (CKC).
XapaKTEepUCTUKU KaHAJIOB Y JIMHUM CBA3H.
Buns! mogynsauuu curnana. AM, UM, ®M, KAM, pacuupenue cnekrpa.
MynbsTumiekcupoBanue ontuyeckuit cereii. WDM, CWDM, DWDM, HDWDM.
Meto1bl KOMMYTaLUH.
[Ipuniun nakeTHOM mepenadd JaHHBIX. llepegaya makeToB ¢ MOMOUIBIO JAEUTAarpaMMHOIO
MEXaHu3Ma.
[Ipuniun mnakeTHOW mnepenaud AaHHBIX. [lepemadya makeToB ¢ MOMOIIBIO MEXaHHM3Ma
BUPTYaJIbHBIX KAaHAJIOB.
Texnonorun xDSL. OcHOBHBIE XapaKTEPUCTUKH, OCOOCHHOCTH PaOOTHI.
Tonosorus cereil.
Meroasl focTyIa K cpefie nepeiayu.
Ceru Ethernet.
dopmar kaapa Ethernet.
Anpec B nokansHoi cetu (MAC).
Ceru FastEthernet, GigabitEthernet.
KommyTtaropsr. [Ipunnun neiicteus. @opMupoBaHUE MOCTOBOW TaOIHIIBI.
[TpoTokon mokpeiBatomiero aepesa (Spanning Tree). [IpuBenure nmpumep paboTHI.
Trunk, VLAN. Haznauenue, 061acTh IpUMEHEHHUS.
[Tporokon ICMP.
Ceru ATM, MPLS.
CeteBoii ypoBeHb B IHTepHeT: [Pv4.
CereBoil yposeHb B HTEpHET: [PV6.
Socket. Haznauenue, npuHIUI UCTIOIb30BaHUS, IPUBEAUTE IPUMEPHI.
®opmMar [P-agpeca, Mmacka cetu
Onpenenenue agpeca CeTH, IUPOKOBEUIATENBHOTO aIpeca.
Kunaccor 1P-cereii. Anpeca nnsi cnenuanbHbld HY). /nana3oHsl apecoB sl TOKaIbHBIX
ceTel.
. IIporoxonst ARP, RARP. [Ipusenute npumep paboThI.
. IIporokon TCP. Bemonasiemsie Gpynkiuu. [Tpuaiun padotel. O01acTH TPUMEHEHUS.
. IIporoxon TCP. Ncnpasnenue ommbOK, yrpaBieHHE TOTOKOM.
. ITIpotokxon TCP. ®naru.
. IIporoxon UDP. Bemonusiemsie GpyHkimu. O61acTi MpUMEHEHHUS.
. Cratnueckas mapmpytuzauus. [Ipuseaure npumep.
. Jlnnamudeckas Mapipyrtusanus. [Iporoxon mapmpyrusanuu RIP.
. Jlnnamuueckasa mapupytusanus. [Iporokon mapupytuzamuun OSPF.
. IIpoTtokon BHemHel mapuipyTu3anuu BGP.
. MexceTreBbie 3KpaHbl
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44. Tpaucnsauus cereBbix agpecos (NAT). IIpuBenute npumep paboThI.

45. MexcereBoii okpad. Buasl. Haznauenue. [IpaBuna ¢punsrparuun

46. IIpoTokon AuHaMu4ecKoil koHurypamuu y3ios DHCP.

47. Cucrema noMeHHBIX UMeH DNS, mpuHUIUIBI TOCTPOEHUS.

48. Tunel 3anuceid DNS. IlpuBenurte npumMepsl

49. IlpoTokon mpocToro ynpasieHus cetbio (SNMP).

50. becnpoBoaHbIe paaroceTy JokanbHbie. WiFi.

51. becnpoBoansie rnobansabie cetu 3G (HSPA+, UMTS, LTE).

52. MOHUTOPHUHT U aHAJIU3 JIOKATbHBIX CETEH, aHAIU3 MPOTOKOJIOB.

53. lnarnoctuka pabotel cetn. Ytuiauthl creka TCP/IP. Ha3nauenue u mpuMepsl
HCIOJIb30BaHUA.

54. CeteBble aHAJIN3ATOPBI, KAOETHHBIE CKAHEPHI U TECTEPHI.
55. VPN

Kpurepumn oneHku:
OneHka «OTJMYHO» BBICTABISIETCS 00yYaOIeMycCsl, KOTOPbIM MPaBUIbHO OTBETHII HA 5 CIIy4aiiHO
BbIOpaHHBIX BOMPOCOB, MMOKa3aB AOCTATOYHBIA ypOBeHb 3HaHMN. B cilydae ecnu CTyAeHT OTBETHMI
Ha 4 Bompoca NpPaBUIBHO, HO PACCUUTHIBAET IIOJYUUTh OLIEHKY «OTJIMYHO» €My 3aaaércs
JIOTIOJIHUTEIIbHBIN BOPOC OTBETUT.
OneHka «X0poOIIO» BHICTABISIETCS 00YyYaroIeMycsi, KOTOPBIN: MPaBUIBHO OTBETWII Ha 4 CiydaifHO
BbIOpaHHBIX BOMPOCOB, MMOKa3aB AOCTATOYHBIA ypOBEHb 3HaHMN. B cilydae ecinu CTyAeHT OTBETHI
Ha 3 Bompoca NPaBUIbHO, HO pPAaCCUMTBHIBAET MOJIYYUTh OLIEHKY «XOpOLIO» €My 3amacrcs
JIOTIOJTHUTEIIBHBIN BONPOC.
OneHka «yI10BJIETBOPUTEIBLHO» BBHICTABIISCTCS 00yYaromeMycsi, KOTOPBIA: MIPaBUILHO OTBETUII Ha
3 cayuyaiiHO BBIOpaHHBIX BONPOCOB, TOKAa3aB JOCTAaTOYHBIM YpOBEHb 3HaHMHA. B ciyuae eciu
CTYJEHT OTBETWJ Ha 2 BOIpOCa MPaBUIbHO, HO PACCUUTHIBAET IOIYYUTh OLICHKY
«YZIOBJIETBOPUTEIIBHO» MY 3a1a€TCsl TIONOJHUTEIbHBINA BOIIPOC.
OneHka «HeyI0BJETBOPUTEIbHO» BBICTABISETCS OOYyYalOLIEMyCsl, KOTOPbIi HE OTBETHJ HHM Ha
OJIMH BOIIPOC WJIM OTBETWJ Ha | nim 2 Bompoca BEPHO, HO HE OTBETUJI Ha JIOIIOJIHUTENIbHBINA BOIIPOC

®dopma NpOMEKyTOYHON aTTeCTAllUU MO TUCIUIINHE IK3AMEH.

OxoHuYaTenbHBIE PE3yNbTaThl 00yueHUs ((HOPMUPOBAHUS KOMIIETEHIIUIN) OMPEAETSIOTCS
MOCPEACTBOM IepeBoja 0ayuioB, HAOPaHHBIX CTYACHTOM B IPOIECCE OCBOEHUS NUCLUIUIMHBI, B
OLICHKHU:

— 0a30BbIil ypOBEHb C(HOPMHUPOBAHHOCTH KOMIETEHIIMM CUYUTAETCA JOCTUTHYTHIM €CIIH
pe3ynbpTar OOYy4YEeHHSI COOTBETCTBYET OLIEHKE «YyIOBIETBOPUTENHHO» (50 m0 64 pEeHTHHrOBBIX
06ayIoB);

— TIOBBIIIICHHBIN YPOBEHb CHOPMUPOBAHHOCTH KOMITIETCHIIUU CYMTACTCS JJOCTUTHYTHIM, €CITH
pe3yabTaT OOy4YeHHSI COOTBETCTBYET OIlEHKaM «xopomio» (65-85 pedTHHroBbIX 0amioB) u
«oTIn4HO» (86-100 peTHHTOBBIX OaIOB).

JlonoTHUTeIbHBbIE KOHTPOJIbHbIE HCITBITAHUS
JUIsL CTYACHTOB, HaOpaBmmx MeHee 50 OamnoB (B coorBerctBuu ¢ I[lonoxennem «O MOIYJIBHO-
PEHTHUHTOBOM cHCTEMe»), (POPMHUPYIOTCS M3 4YHCIa OIEHOYHBIX CPEACTB IO TeMaM, KOTOphIC He
OCBOCHBI CTYJICHTOM.
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