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P®OH/I OIEHOYHBIX CPEACTB
0 AUCLIUTIIIHE
NHOOPMAIIMOHHASA BE3OITIACHOCTD

HamnpassieHue 1oarotoBku 35.03.04 ArpoHomus
(cnenuansHOCTH) BO

HanpaBnenHocTs (cnenuanuzainus)/ «HdopMaiimoHHble TexHooruu B AITK”

poQuIib

KBamdukanys BeITyCKHUKa bakasaBp
dopma oOyueHUs ouYHas
Cpoxk ocBoenusi OITOIT BO 4 ropa

KapaBaeso 2023



@doH/1, OLIeHOYHBIX CPe/ICTB MpejHa3HaueH /1Jisl OLjeHUBaHUsi ChOPMUPOBAHHOCTY KOMITeTeHIUM
o gucuunanHe «HdopmaroHHas 6e30macHOCTb»

Pa3paboTuuk:
3aBe/IyIONMH Kadeapoi OyxraaTepckoro yueta
Y MHGOPMALIMOHHBIX CUCTEM B 3KOHOMUKE

MoanucaHo unposoit noanucbio: Onbra
Onbra TuxoHoBHa OGEHKO TuxokosHa Oberko
O6EHKO O T Nara: 2023.06.14 07:25:16 +03'00'

YTBepxJeH Ha 3acefaHuM Kadenpbl «byxranrepckuid yueT M MH(GOpPMalMOHHble CUCTEMBI B
5KOHOMUKe», TIpOoTOKOJI Ne 10 ot 29.04.2023.

On bra TMXOHOBHa MoanuncaHo undpPoBON NOANKCHIO:

Onbra TuxoHoBHa O6eHKO

o 9 :2023.06.14 07:25:37 +03'00'
3aBegyroruii Kadezapoii O6enko O.T. Obetiko e ’
CoriacoBaHo:

[TpencenaTesib MeTOAUUECKONH KOMUCCUU Anekceit HrukonaeBmy Meanucaro ungposoit noanuceio:
Anekcen HnkonaeBny COpoKuH
dakynbpTeTa arpobusHeca CopokuH [lata: 2023.06.13 16:15:40 +03'00'

ripotokos Ne 4 ot 13 utonda 2023 roga




IMacnopT oH/a OLIEHOYHBIX CPe/ICTB

Tabnwia 1
O1ieHOYHBIE
Mopynb dopMupyemble KOMIIEeTeHLIUU
MaTepuasbl 1 KomuectBo
JVCLIUTUIAHBI WA X YaCTH
cpeAcTBa
OcHOBBI
YH(OpMaI[OHHOU Onpoc 15
pMar TectupoBanue 28
Oe3omacHoOCTH
KonrjenryaneHble
HeLy YK-1. Criocoben ocymjectBasts | Onpoc 25
OCHOBBI 3aIIUThI o
MOWCK, KPUTUYEeCKWU aHaimu3 U | TecTtrpoBaHue 60
vH(opMaluu
CUHTe3 vH(opMaLuy,
HopmatusHo- o
MPUMEHSITb CUCTEMHBIN MOJXO[,
TIPABOBbIE ACTIEKThI
. |4 pellleHHs I10CTaBJIeHHBIX
rH(bOpMaLMOHHOMN sazau Omnpoc 20
Oe3oracHOCTH U TecTtupoBanue 35
SALLUATEL [MTKoc-2. CriocobeH yIpaB/isTh
Lu peanu3alyell TeXHOJIOTUYECKOTOo
vH(opMaluu
rporiecca TIPOW3BO/CTBA
Opraumsans MPOAYKLIMU pacTeHUeBOCTBa
CUCTEMBI  3aIlUThI Onpoc 25
vH(popMaLr B a3
HH(OpMaI[OHHBIX TectupoBanue 145
cucTemMax




1 OOEHOYHbBIE MATEPUAJIBbI, HEOBXO/JMUMBIE JI/I1 OOEHKHU
3HAHUI, YMEHUI 11 HABBIKOB JEATE/TbHOCTH B IIPOIIECCE

OCBOEHMA JUCHUIIJINHDBI

Tabnurja 2 — dopmMupyemMbie KOMITeTEHLIN

KO,Z[ 1 HAMMEHOBdHHE
KOMIIeTeHIITUH

Kojg v HavMeHOBaHMe WHAMKATOpa [OCTHXKEHUS
KOMITeTeHI[UH (4aCTU KOMITeTEeHLIUN)

O1jeHOUHbIe
Marepuaibl
Y CpeJiCTBa

YK-1. CriocobeH

OCyLIeCTBJIATb TIOUCK,

KPUTUUECKUM aHalIu3 U

cuHTe3  uHbOopMaluH,

MIPUMEHSITb CUCTEMHBII
MOAXOA, [J/s1 pelieHust
MOCTaB/IeHHBIX 3a/lau

ITKoc-5. Criocobex
pa3pabaThiBaTh
MepOTPHUSITHS 1o
BO3/IeMCTBUIO Ha PUCK B
paspese OT/e/IbHBIX
BUJIOB U TIPOBOJUTH WX
9KOHOMHUECKYIO
OLIEHKY

Mopyas 1
OcHOBBI HTH(POPMALIMOHHOM 0e3011aCHOCTH

N-1yk-1 AHanu3upyeT 3aauy, BbIessis ee
0a30BbIe COCTABJISAIOLIUE

N-2yk-1 OcyiiecTB/isieT MOUCK U KpUTUUeCKU
aHa/M3 UHPOpPMalU1, HeoOXOAUMOM /IS PelleHust
TIOCTaB/IEHHOH 3a/1auu

N -3yk-1 ITnanupyeTt BO3MOKHBIE BApUAHTHI
pelleHus 3a/jauk, OLIeHWBasi UX JOCTOUHCTBA U
HeJJ0CTaTK!

N-4yx.1 OnpenensieT M OLEHWMBAaeT MOC/TIe[CTBUS
BO3MOXHBIX pemeHHﬁ 3aJa4uu

na-1 TKoc-2- YmnpaesnsieT peasnu3alueit
TeXHOJIOTUUECKOr0 TIpoLjecca IPOW3BOJCTBA MNPOAYKLIMA
pacTeHUeBO/ICTBA

Ornpoc
TectupoBaHue

Mogpyas 2
KoH1enTyanbHble OCHOBBI 3alUThl MHQOPMaLUU

N[-1yk-1 AHanusupyer 3azauy, Bbljesnss ee
0a30BbIe COCTAB/ISIOIHE

N-2yk-1 OcyliecTBisieT MOUCK U KPUTHUYECKUI
aHa/M3 UHPOpPMaLMH, HeoOXOAUMOM /IS PeleHust
MOCTaB/IeHHOM 3a/lauu

N -3yk-1 ITnanupyeT BO3MOKHbIE BApUAHThI
pelleHus 3a/jauk, OLIeHWBasi X JOCTOMHCTBA U
HeJ0CTaTKu

N-4yx.1 OnpenensieT M OLIEHWBAaeT MOCIe[CTBUS
BO3MOXHBIX pELLIeHI/Iﬁ 3aauun

na-1 TKoc-2- YmnpaesnsieT peanu3alueit
TEXHOJIOTUYECKOro IIipoliecca IIPOU3BOACTBA TMPOAYKLIMU
pacTeHHeBO/ICTBA

Onpoc
TectupoBaHue

Mopayas 3

HopmaTtrBHO-TIpaBOBbIe acTieKThl MHPOPMALMOHHOW 6€301MacHOCTH U

3aLMThl UH(OpMaL1

N[-1yk-1 AHanvsupyer 3azauy, Bbljesnss ee
0a30Bble COCTAB/ISIOIHE

NO-2yk-1 OcyiecTBisieT MOUCK U KPUTUYECKUH
aHam3 uHdopmaru, HeoOXoJUMOM JJist pelleHus
MOCTaB/IeHHOM 3a/lauu

N O-3yk-1 [TnanupyeT BO3MOKHbIE BApUAHTHI
pellleHNs 3a7jaul, OL[eHMBas UX JOCTOMHCTBA U
HeJ0CTaTKu

N[-4yk1 OrnipefensieT U OLleHMBaeT IMOC/IeACTBUSA
BO3MOXHBIX pEeIIeHWH 3aJa4YU

Onpoc
TectupoBaHue




na-1 MMKoc-2. YnpasnseT peanu3aiueit
TEeXHOJIOTMUECKOT0 TIPOIjecca TIPOM3BO/ICTBA  MPOAYKIUA

paCTeHHEBOACTBA

Mopayns 4

Opranusaijysi CUCTeMbI 3aluThl MHGOpPMAI[UK B WH(GOPMALIMOHHBIX
cucTemMax

N[-1yk-1 AHanv3supyer 3ajauy, Bblesiss ee Ornpoc
0a30BbIe COCTABISIOIIHE N3

NO-2yk-1 OcyiuecTBisieT MOUCK U KPUTUYECKUH TectupoBaHue

aHam3 uH(opmaruu, HeoOXoJUMOM JIs peleHus
TOCTaB/I€HHOM 3a/jauu

N-3yk-1 [TnaHupyeT BO3MO>KHbIE BapUAHThI
pelleHus 3aJjauu, OL[eHMBas UX JOCTOMHCTBA U
HeZI0CTaTKH

N-4yk1 OrnpepensieT U OLieHWBAeT TOC/IeCTBUS
BO3MOJ>XHBIX pellieHWH 3aJa4n

na-1 IKoc-2. Ynpaenset peanu3aren
TEXHOJIOTUUECKOr0  TpOLiecca TMPOW3BOACTBA  MPOAYKLIUU
pacTeHUeBO/ICTBA

LONTUTR LN =

_
— O

el e
Ul W

OueHoYHbIe MaTepHaJIbl U CPEACTBA AJIA MPOBEPKHU
copMHpOBaHHOCTH KOMIIETeHIHIA

Mopayasb 1. OcHoBbI HTHGOPMALIMOHHOM 6€3011acHOCTH

Bonpochkl /151 yCTHOTO onpoca:
Yro Takoe WHPOPMAIMOHHas1 6€30T1aCHOCTh?
[NepeunicnnTe 0OCHOBHBIE YTPO3bl MH(OPMAIMOHHON 6€30TacCHOCTH.
Kakue cyiectByroT Mozienn HH(OpMaLMoHHOM 6e301acHOCTH?
[TepeuriciiTe OCHOBHBIE 11e/TM M 3a1aul PD B 06/1acT 06ecrieueHUst THGOPMAIJMOHHOM 6€301acHOCTH
YTo Takoe KOHIIeMi1si HH(GOPMaI[MOHHOM 6e301acHOCTH?
Yro Takoe AOKTPUHA UH(POPMAI[MOHHOW Oe30TacHOCTH?
Kakwe Borpoce! oTpaxkatotcsi B KoHijernyy nHGopMaljuoHHoM 6e30macHOCTH?
WudopmaiioHHast 6e301acHOCTD B YCIOBUSX (PYHKI[MOHUPOBaHUS B Poccuu riobaibHbBIX CeTel.
Yro Takoe KoHbUAeHIMATbHas UH(POpMaIus?
. HazoBute nHbopMalioHHbIe YTPO3blI /151 TOCYAapCTBa.
. Kakue co3parorcs nHbopMalioHHbIe YTPO3bI /151 KOMITAaHUU?
. Uto yrpoxkaet TMUHOCTH ((pU3UUECKOMY JULLY)?
. HazoBute nipuunHbl HHGOPMAI[MOHHBIX YTPO3.
. Kakwue petictBusi u cobwitusi Hapymatot UB?
. Kakue nuuHOCTHO-TIpodheccOHaNbHbIe XapaKTePUCTHUKHA COTPYAHUKOB CIIOCOOCTBYIOT peasv3aiiviu
yrpo3 UB?

KomvmnbrorepHoe TecrupoBanue (TCKk)
Bblbepume 00uH npasuibHbIli 6apuaHm omeema
«[Toa uH(opMaLOHHOH 0€e30MaCHOCTHIO OyJeM MOHMMATh 3alUIIEHHOCTh UH(OpMaLU

U ceeeveveevnrneceees  OT CyYaWHBIX WM TIPeHAMePEHHbIX BO3/eHCTBHH €CTeCTBEHHOI0 WM
HCKYCCTBEHHOT0 XapaKTepa, KOTOpPble MOryT HAaHeCTH HempHeMmsieMbIil yiiepd cy0bekTam
MH(OPMALMOHHBIX OTHOLIEHHI, B TOM UHC/Ie Bjaje/lbliaM M NO0/b30BarTe/siM MHpopManuu u
Nnojjep>xuBaoined MHPPacTPpyKTypbI»

No/I/lepKrBarolLell UHPPaCcTPYKTYPbl



yesioBeKa
+KOH(UeHIINATBHBIX JaHHBIX
3aniTa uH(oOpMaL¥HU — 3TO ...

KOMII/IeKC MepOTIpHATHH, HallpaB/IeHHbIX Ha obecrieueHre WHGOPMAI[MOHHOM 6e30macHOCTH

COBOKYITHOCTb METO/IOB, CPeAICTB U Mep, HallpaB/IeHHBIX Ha obecrieueHre WH(POPMAIMOHHOM
Oe3ormacHocTH 00IIeCTBa, TOCYZApCTBAa M JIMUHOCTA BO BCeX O00/IACTSX WX >KU3HEHHO BayKHBIX
WHTEPeCcoB

KOMITJIEKC MepOTIPUSITHH, TTPOBOAMMBIX COOCTBEHHUKOM MH(OPMALMH, TI0 OTPaKAEHUI0 CBOUX
MpaB Ha B/aJieHHWe UM pacropsbkeHue WHGOpMalMel, CO3/jaHUI0 YC/IOBUM, OrpaHAYMBAIOIIUX ee
pacrnpocTpaHeHHe U HCK/IIOUYAKIIUMX WIW CYIeCTBeHHO 3aTpYHSIOINIMX HeCaHKIIMOHUPOBAHHBIM,
HEe3aKOHHBIM [JOCTYT K 3aceKpeueHHON UH(OpPMaLUU U ee HOCUTEJISIM

+BCe orpe/ie/ieHHsI KOPPeKTHbI

JelicTBUS M0 onpejie/IeHUI0 KOHKPETHBIX YIPO3 U UX UCTOUHUKOB, MPUHOCALINX TOT H/IH
WHOW BHUJ ymiep0a, Ha3bIBalOTCA:

+o0OHapy>XeHHe yrpo3

ripeceueHust U JIOKau3alusi yrpo3

JIMKBU/AIUA yIPo3

B03MO0)KHOCTH 3a MpHeMJ/IeMOe BpeMsi MOJyUHUTh TpedyeMyr HH(OPMAILHOHHYIO YCIyry
Ha3bIBaeTcH:

+0CTYITHOCThIO UH(MOpMAaIUK

11eJIOCTHOCTbIO MH(MOpMaILu1

ripefiocTaB/ieHreM UHGOopMaluu

AKTya/JIbHOCTh M HeMPOTHBOPEYHUBOCTh HH()OpMALI}H, ee 3alUII[eHHOCTDb 0T pa3pyLIeHus!
U HeCAaHKIMOHHPOBAHHOT'0 U3MEeHEeHHUs Ha3bIBaeTCsl:

+0CTYITHOCThIO UH(MOpMAIUU

11eJIOCTHOCTbIO UH(MOpMaLu1

ripefiocTaB/ieHreM UHGOpMaIuu

KOH(UAeHIMaTbHOCTbIO UH(hOPMaILu1

HapymieHue Kakoro M3 acneKToB HMH(OPMAI[HOHHONW 0e30MacHOCTH BJieYeT 3a Co0oM
HCKaKeHHe odunuanbHO uHHGOPMALMHU, HANpUMepP, TEeKCTAa 3aKO0HA, BBIJIOXKEHHOr0 Ha
crpaHuiie Web-cepBepa Kakoii-71100 paBUTe/ILCTBeHHON OpraHU3anuu

JIOCTYTTHOCTb MH(MOpMAaIUH

+1]e/IOCTHOCTb MH(OpMaIUn

rpefiocTaB/ieHre UH(pOpMaLuu

KOH(UAEeHIMaTbHOCTb UH(POPMALIUU

Mepbl kakux ypoBHeii HE BXoAAT B oOpraHu3aiui0 CHCTeMbI O0ecreuyeHHs
HH(OPMALHOHHOH 0€30TIaCHOCTH:

3aKOHO/IaTeTbHOT'0 YPOBHS

+a/IMUHUCTPAaTUBHOT'O YPOBHS

TMpOoLIelyPHOT'O YPOBHS

MPOrPaMMHO-TEXHUUECKOT'O YPOBHS

MPOrpaMMHO-aINapaTHOr0 YPOBHS

MHoroo0pa3ue HOPMAaTHBHBIX /[IOKYMEHTOB TPEACTAB/IEHO  MeXJyHapOAHBIMH,
HAIlMOHA/TBHBIMH, OTPAaC/ieBBIMH HOPMAaTUBHBIMU JAoKyMeHTamu. Kakas opranmsanusa HE
3aHMMaeTcs BompocamMu (OPMHPOBaHHsI 3aKOHOJATe/NbCTBA B chepe wuHGPOPMAIHOHHBIX
pecypcoB?

ISO

ITU

ANSI

NIST

+NASA



SWIFT

GISA

Bonpocsl cepruduKanuu M JTULEH3UPOBaHHUA CPeACTB obecnedyeHusi HH(OPMALHOHHOM
0e3omacHoct B Poccuu paccmarpuBaer:

+®dezepanbHast Cay>K0a 10 TeEXHUUECKOMY U 9KCTIOPTHOMY KOHTPOJItO 1ipu [1pe3ugente PO

denepanbHas cnyxba 6e3omacHocT Poccuiickont @epnepariyiu

Cnyx06a BHellHel pa3Beiku Poccutickont @epepaiiuu

COBOKYNHOCTHb [JOKYMEHTHUPOBAHHBIX yNpaB/eHUeCKHX pellleHHuii, HanpaB/IeHHbIX Ha
3aIMTy MH(GOPMaLMU U aCCOLMUPOBAHHBIX C Hell PeCcypCcoB MPUHSTO CUUTATh:

+ITomMTrKOM 6€30mMacHOCTH

MeTOZ,aMH 3allUThl HH(OpMaLU

OrpaHUueHUEM JIOCTyMa K MHpopMaLuu

YUeTHBbIMHU 3alUCAMU I10/Ib30BaTesen

IToTeHIMa/IbHAsE BO3MOXXHOCTH OMNpeje/IeHHbIM 00pa3oM HapymuTh WHGOPMaLMOHHYIO

0e30macHOCTb — 3TO0 ....

+yrpo3sa
aTaka

B3J/IOM
HNcTounnkamu Yrpo3nl Ha3bIBAKOT ...

+IIOTeHLUATBHBIX 3/I0YMBILUIEHHUKOB

KOMITBIOTEPHBIE BUPYCHI

ryiobanbHy0 ceTh VIHTepHeT

IIpoMe)XXyTOK BpeMeHHM OT MOMEHTA, KOrjia IOSIBJISIeTCA BO3MOXXHOCTH HCII0/Ib30BaTh

ciaboe mMecTOo, 1 10 MOMEHTAQ, KOrjad HPOGEJI JIMKBUJHUPYETCs, HA3bIBAETCHA ...

OKHOM 0e301acHOCTH

OKHOM OITaCHOCTH

CKOJIB3SIIIIUM OKHOM

+0KHOM YI'PO3bl

OmmOKH MPOrpaMMHOro odecrneyeHHsi C TOYKHU 3peHusA WHGOPMALMOHHONH 0e30MacHOCTH
AB/IAIOTCSA:

+ysI3BUMbIM MECTOM

OKHOM OITACHOCTH

OKHOM 0€e3011acCHOCTH

HMCTOYHUKOM YTPO3BI

OmmbKM aJMUHHUCTPUPOBAHHS CHCTEMBI C TOYKH 3peHHsA HH(OPMAMOHHON
0e30MaCcHOCTH ABJIAIOTCA:

ySI3BUMBIM MeCTOM

+0OKHOM OITaCHOCTH

OKHOM 0€e3011acCHOCTH

HMCTOYHUKOM YTPO3BI

Oummbka B mporpaMme, BbI3BaBlIasi KPaX CHCTEMbI C TOUKH 3PeHHA WH(OPMaALIMOHHOMN

0e30macHOCTH ABJ/IAITCA:

YSI3BUMBIM MEeCTOM
OKHOM OIacHOCTH

OKHOM 0e30macHoCTH

+UCTOUHUKOM yTPO3BI

HekoTopasa yHMKanbHasa HHGopManus, N03BOAKIIAA pas3/ivuyaTh I0/1b30BaTesien

Ha3bIBaAeTCHA:

+uleHTU(PUKaTOP (JIOTHH)
1apoJib
yueTHasi 3aI1ch



KJTIFOY
HexkoTopasa cekpeTHasa uH(opMaLnus, W3BeCTHasi TOJbKO I0/1b30BaTe/l0 U Mapo/ibHOM

CucTemMe, KOTOpasg MOXXeT ObITH 3aM0MHeHa I10/1Ib30BaTe/IeM U npeabAaAB/I€HA l'lﬂpOJ'leOﬁ cucremMe
Ha3bIBAeTCHA:

uJeHTU(dUKaTOp (JIOTHH)

+1apoJib

yueTHasl 3aruch

KJTIOU

CoBOKYNHOCTb HeHTU(HKATOPa U NapoJisi N10/Ib30BaTe/Is Ha3bIBAeTCA:

JIOTYH TI0/Tb30BaTeIst

+yyeTHasi 3alIMChb 0JIb30BaTes

KJTFOY T10/1b30BaTeJIs

I[IpucBoeHHe TO/b30BaTeIAM HAEHTH(PUKATOPOB W TMNpPOBepKa MpeabsB/IsAeMbIX
U/IeHTU(UKATOPOB MO0 CMUCKY NMPHCBOEHHBIX SIB/IETCA:

+ugeHTUdUKalel TTob30BaTe st

ayTeHTH(VKaLMel 110/1b30BaTeIst

OIT03HaHHEeM TI0JTb30BaTe IS

CO3/laHHeM yUeTHOM 3arucH T10/ib30BaTesIst

IIpoBepKa NPUHA/I/IKHOCTH MO/IH30BATE/II0 NPe/bABIEHHOr0 MM HeHTH(HUKATOpa
SIBJISIETCA:

ujeHTH(dUKalLel TT0/Ib30BaTe st

+ayTeHTH(UKaLIMelN TI0/Tb30BaTeIs

perucrparyeii roab3oBarTe/s

CO3/laHHMeM yUeTHOM 3arucH T10/ib30BaTesIst

@aKkT No/IyyeHUs] OXPaHAEMBIX CBeJeHHUH 3/I0YMBILUIEHHUKAMH WIH KOHKYpPeHTaMHu

Ha3bIBaeTCsa:

yTeuKOoi

pasrJiamieHruemM

+B3/I0OMOM

YMBIIIUTEHHbIE WM HeOCTOPO)XKHbIE AeHCTBHA ¢ KOH(HAEHUHA/NbHBIMH CBeJeHHAMH,
NpUBeAIINe K 03HAKOMJ/ICHHIO C HUMH JIMIY, He JOIYIIeHHbIX K HUM, Ha3bIBaeTCA:

+yTeukou

pasrialeHueM

B3JIOMOM

BecKOHTpPO/IbHBIM BBIX0JA KOH(HAeHIMA/IbHOU MH(oOpMaIuM 3a npejeabl OpraHu3aniu
WIH Kpyra Jiuil, KOTOPbIM OHA 0bl/Ia J0BepeHa Ha3bIBAeTCsl:

yTEeuKOM1

t+pas3sriaiieHruemM

B3JIOMOM

ATaka Ha pecypc, KOTopasi BbI3bIBaeT HapylleHHe KOPPEeKTHOH pafoThl MPOrpaMMHOr0
WIH amnnapaTHOro o0ecrevyeHWs, MyTeM CO3/JaHMsA OrPOMHOr0 KO/JIMYecTBa (ha/IbIIUBBIX
3anmpocoB Ha 0CTYN K HEKOTOPbIM pecypcaM M/ MyTeM CO3[aHMs He0UeBH/AHBIX MPensATCTBUI
KOPPeKTHOU padoTe Ha3bIBaeTCA:

+«0TKa3 ot obcnyxkuBanusi» (Denial of Service - DoS)

CpbIB CcTeka

BHezipeHe Ha KOMITBIOTEP eCTPYKTUBHBIX ITPOrPamMM

[TepexBaT nepefiaBaemoti 1o cetu uHpopmanuu (Sniffing)

CrypuHr

CkaHupOBaHue IOPTOB

ATaka, 1e/ibI0 KOTOPoH siB/isieTcs TPa(uK JIOKQJIbHOM CeTH, Ha3bIBAeTCs:

«OTka3 ot obcnyxuBanusi» (Denial of Service - DoS)
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CpbIB CcTeka

BrespeHre Ha KOMITbIOTED [1€CTPYKTUBHBIX POrPaMM

+CHudunr (Sniffing)

Cniycunr

CkaHupOBaHue MMOPTOB

ATaka, 1ie/IbI0 KOTOPOH SIB/IAIOTCA JIOTMHBI M NApoJ/IU M0J/b30Baresiel, aTaka MpOXOAuT
nmyTeM HMHTAOUHM TNPHUIVIAIIEHUs] BX0/la B CHCTeMY WIH Perucrpanud s padoTsl ¢
NporpamMmoi, Ha3bIBaeTCsl:

«OTka3 ot obcnykuBanusi» (Denial of Service - DoS)

CpsIB cTeKa

BHeipeHrie Ha KOMIBIOTEP J€CTPYKTUBHBIX IPOrPpamMm

CHucuHr (Sniffing)

+CnyduHr

CkaHvpoBaHue NOpTOB

CereBasi aTaka, Le/IbI0 KOTOPOH SIB/ISeTCA MOMCK OTKPBITHIX MOPTOB padoTalwimux B
CeTH KOMIbIOTepoB, onpejeneHde Tuna U Bepcuu OC u I10, KOHTPO/IMPYIOIEro OTKPBITHIN
MOPT, UCI0/Ib3yeMbIX Ha 3TUX KOMIIbIOTePaXx, Ha3bIBAeTCH:

«OTka3 ot obcnykuBanusi» (Denial of Service - DoS)
CpnIB cTeka

BHezipeHre Ha KOMITBbIOTEp /1eCTPYKTHUBHBIX TIPOrPaMM
CuudwuHr (Sniffing)

Cniycunr

+CKaHupOBaHue TOPTOB

Tabnuna 3 — Kpurtepun onieHKH ¢()OpMHUPOBAHHOCTH KOMITeTeHIIUH

Kpurepuu oLieHrBaHUs

Kop v HauMeHOBaHUe MHAMKATOpa Cc(hOpMHUPOBAHHOCTU KOMITETEHLIUU
[OCTUKeHUS KOMITeTeHL[UU (4acTy KOMITETEHIIN)
(4acTy KOMITeTeHIN) COOTBETCTBYeT OLIeHKe «3aUTeHO»
50-100% oT MakcumasibHOTO Gasia
N[-1-yk-1 AHanvsupyeT 3azauy, BJ/Ia/leeT MaTepuasioM 10 Teme, HO [OIyCKaeT
BbIZIe/isist ee ODa30BbIe COCTABJISIOIIHUE HETOUHOCTH NpH (HOPMYIUPOBKE OCHOBHBIX

TIOHATHUH, B OCHOBHOM  IIPaBWJIBHO
aHanM3upyeT 3ajauy, BblJesnisis ee 0a30Bble
COCTaBJISIFOLLME; [TOCTAaTOYHO S(PPEKTUBHO
OCYILIeCTB/ISIeT [TOMCK Y KPUTUUYECKUI aHaIu3

N-2- yx-1 OcyujecTB/iseT MOUCK U
KpUTUUeCKUH aHamu3 UHGOpMaIiuu,
HeobX0IUMO /1J1s1 pellleHus TTI0CTaB/IeHHON

3afaqn MHPOpPMaL, HeoOXOAUMON [/ pelleHus

WJ-3- vk-1 111aHApyeT BO3MOXKHBIE MIOCTaB/IeHHOU  3a/jauy; I/IaHUpYeT
BapUaHTHI pellleHust 3a/lauk, OLieHUBast UX BO3MOJKHble BapWaHThl peIlleHus] 3ajjaui,
JIOCTOMHCTBA U HeJOCTaTK! OLjeHKHBasA HMX JOCTOMHCTBA M HEOOCTATKH,

JI0OCTaTOYHO I0JIHO OTpefiesisieT U OLleHWBaeT
TOC/Ie/ICTBUSI BO3MOXKHBIX DelleHHM 3a[aui,
orpefiesisieT MCTOYHUKA WH(GOpPMALMU Ha
OCHOBE TI0CTaBJ/IeHHbIX Liefieil JJis pelleHus
TEXHOJIOTUYECKOro IIpOLecca Iponu3BOACTBA | skoHOMUYECKMX 3a/jau; He BIIOJHe YBepeHHO

N-4- yk.1 OnpesiesnisieT U OLjeHUBaeT
TIOC/IeICTBHSI BO3MOXKHBIX PeIlleHUH 3ajaun
NO-1 nkoc2. YpaBasieT peanv3anuen

TIPOAYKIIMY paCTeHUEeBOCTBA orpefiesiseT MeToAbl cOopa, o06paboTku
uHpOpMaIMK,  CrIOCOObI W BUJ  ee
Tpe/iCTaB/IeHUS; pa3pabaThiBaeT
MEpONPUSITUS 1o peanu3aluu
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TEeXHOJIOTMYEeCKOro TpoLiecca MpOM3BOACTBA
PO VKLU pacTeHHUeBO/ICTBa, MOXKEeT
JIOMyCKaTb HETOUHOCTHU TIPU UX MPOBe/IeHUH,
YTO He OKa3bIBaeT CYLIECTBEHHOIrO BJ/IUSHUS
Ha OOIWMi ypoBeHb C(HOPMUPOBAHHOCTH
KOMITeTeHLIUH.

LONIUT W=

NINNRNNNRR R e e e

Mopayas 2. «KoHIjenTya/ibHbIe 0CHOBBI 3all{UThI HHGOpManu

1. Boripocsl /111 yCTHOrO omnpoca:

[TepeunciivTe BUBI 3aljuillaeMoi UHGOPMaLUU.
Kakue MeTo/ibl 3aIIUThI HHPOPMALUU BbIZEJSIOT?

YTo Takoe IpaBOBble METO/bI 3aLL{UThl HH(POPMaLUU?
UTo Takoe OpraHU3aljMiOHHbIe METO/IbI 3alUThI UH(OPMaLIUU?
YTo Takoe TeXHUUECKHe MeTO/[bl 3alUThl MH(pOpMaLn?
YTo Takoe NIpOrpaMMHO-arrapaTHble MeTO/bl 3alUThl UHOpMaLuu?
YTo Takoe KpUNTOrpaguueckre MeTo/ibl 3aliiThl MHPOPMAaLIUU?
Yro Takoe hu3ryeckre MeTO/Ibl 3alUThl THGOPMAaLUK?
Ha3oBuTe 0CHOBHBIE IPUHLIMITBI TIOJTUTHKY Oe30TacHOCTH.
. UTo BK/IFOUaeT MOIUTHKA Oe30T1aCHOCTA BePXHEro YPOBHSI?

. Kak opranu3oBaH yjasieHHbI JOCTYII K CEPBUCY?
. UTo BK/IFOYAeT IO/IMTHKA YIIpaB/ieHus [1apo/siMU?

. Kak olleHuTh pUCKM peanu3aliiy yrpo3 HHpopMaLuu?
. Kakue aTarnsbl BbiZIe/IsIFOTCS B )KU3HEHHOM LIMK/le TH(OPMAal[MOHHOT0 cepBrca?
. Ha xakux npuHLMIax 6a3upyeTcsi CUCTEMHBIN MOAXO, K 3aluTe WHPOpMaru?

. Kak obecrieunBaeTcs yripaBjieHHe JOCTYIIOM?

Kakue nporpammMHbie cpeficTBa UCIO/b3yOTCA A UB?

. B ueMm oTmums MeToja IPUHY>KJEHUsT OT METOZA MO0y KAeHuUs?
. UTo Takoe 371eKTpPOHHAs MOAMNUCH U JJI1 Yer0 OHa UCTIOb3yeTCs?

. [onsitue kpunrorpaduu wmrdpa.

. 3a/jau ¥ METO/TbI KpUTITOTpaduu.

. Bugpel umdpos.

. Kpunrorpaduueckrie mpUMUTHBBI.

. OcHoBHble KpunTorpaduueckre MpoTOKOJbI.

. Mozieni OCHOBHBIX KPUIITOAHA/TUTHYECKUX aTakK.

KomvmnbrorepHoe TectupoBanue (TCk)

Bbibepume 00uH npasuibHbIll 6apuaHm omeema

Jy6/iMpoBaHHe COOOIIEHHI ABJISIETCHA YIPO30ii:

JIOCTYTTHOCTH;
KOH(UAEeHIMa/IbHOCTH;
+1]€/I0CTHOCTH.

BpeponocHoe ITIO Melissa moBepraer atake Ha JOCTYINHOCTh:

CUCTeMbI 3/IeKTPOHHON KOMMepL1Y;
reorMH(OpMaLiOHHbIe CUCTEMBI;
+CHUCTeMbI 3/IeKTPOHHOM MOUTHI.

Bbi0epuTe BpeJOHOCHYH) NpPOrpaMmy, KOTOpas OTKpPbUIA HOBBIN 3Tanm B Pa3BUTHH

JAHHOH 00/1aCTH.
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+Melissa.

Bubble Boy.

ILO VE YOU.

Cpean  HIDKeNepeuHC/JIeHHbIX  BbIIe/IUTe T[JIABHYKW TNPUYMHY  CyLIeCTBOBaHHSA
MHOT'0YHMC/IEHHBIX YIrpo3 HHGOopMaI[HOHHOH 0e30MmacHOCTH.

MPOCYeThI MPY aAMUHUCTPUPOBAHUN UH(POPMAIIMOHHBIX CUCTEM;

He0bX0IUMOCTD TTOCTOSTHHOW MOANMUKAI[H MHPOPMALIMOHHBIX CUCTEM;

+CJI0XKHOCTh COBpEeMEeHHBIX UH(POPMAI[MOHHBIX CUCTEM.

ArpeccuBHOe TIOTpPed/IeHre PecypCoB ABJIAETCSA YIPO30ii:

+I0CTYITHOCTH

KOH(UAeHIMaTIbHOCTH

LIeJIOCTHOCTH

IIporpamma Melissa — 3T0:

6omba;

+BUPYC;

YepBb.

Jist BHeJpeHKsi 00MO yalle BCero MCIo/ib3yKTCs OIIMOKH THIA:

OTCYTCTBUeE TPOBEPOK KO/IOB BO3BpaTa;

+nepenionHeHue Oydepa;

HapylIlleHue 1[eJIOCTHOCTH TPaH3aKI[Ui.

OKHO 0NIaCHOCTH MOABJIAETCS, KOTa:

CTAaHOBUTCSI U3BECTHO O CPeJCTBaX MCI0J/Ib30BaHUs YSI3BUMOCTH;

+TI0SIB/ISIETCSI BOSMOXKHOCTh MCIO/b30BaTh Ys13BUMOCT;

ycraHaBauBaeTcst Hosoe I10.

IToxy omnpepeneHwe cpeAcTB 3ampuThl UHpopManuM, JaHHoe B 3akKoHe «O
roCyAapCTBeHHOU TalHe», OANa/al0T:

CpeJCTBa BbISIB/IEHUS 3/I0YMbILLIIEHHON aKTUBHOCTH;

cpezicTBa oOecrieueHust 0TKa30yCTOMUHUBOCTH;

+cpezicTBa KOHTPOJIs1 3((eKTUBHOCTH 3all[UThl MUHGOPMALUH.

YpoBenb 0e3onacHocTH B corsiacHo «OpamxeBoii KHUI'e» XapaKTepH3yeTcs:

TMPOM3BOJIbHBIM yTIpaBeHUEM [JOCTYIIOM;

+TIPUHYAUTETEHBIM yTIPaB/IeHUEeM [JOCTYTIOM;

BepuduUIpyeMoii 6e30MacHOCTHIO.

CornacHo «OpaH)KeBoW KHHIe» MOJIMTHKA 0€30MacHOCTH BK/IKOUYAeT B Ce0si Ciieyomiue
3/IeMeHTbI:

repuMeTp 6e301acHOCTH;

+MeTKH 0e30I1acHOCTH;

ceprruKaThl 6e30MacHOCTH.

CorsiacHo pekomeHaanusamM X.800 BbIje/ISIIOTCA C/IeAyIOIIHe CEPBUCHI 0€30MacHOCTH:

yTipaB/ieHre KBOTaMU;

+yIripaBjieHHe JOCTYIIOM,;

9KpaHUpOBaHUe.

YpoBeHb 0e3onmacHocTH A corsiacHO «OpaHKeBoH KHUre» XapaKTepHU3yeTcsi:

TIPOM3BOJILHBIM yTIpaBIeHUEM [JOCTYTIOM;

MIPUHYAUTEIbHBIM yIIpaB/ieHUueM [JOCTYIIOM;

+BepuduIMpyeMoii 6e301MacHOCTHIO.

CornacHo pekomenganusaM X.800 ayreHTH(UKAIHs MOXKeT ObITh peajiM30BaHa Ha:

+ceTeBOM YPOBHE,;

TPAHCIIOPTHOM YDOBHE;

TIPUK/IATHOM YPOBHE.

B uKc/10 1e/1e#i MOIMTHKHU 0e30MacCHOCTH BEPXHETro YPOBHSI BXO/ST:

+yIripaB/ieHHe pUCKaMU;

orpeiesieHHe OTBETCTBEHHBIX 32 MH(POPMaI[MOHHbIE CePBUCHI;

orpezie/ieHHe Mep HaKa3aHHs 3a HapyIIeHUs TMOTUTHKU 0€30T1acHOCTH.
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ITouTHKa 6€30MacHOCTH CTPOUTCS Ha OCHOBe:

o6mux npefcrapieHuit 06 C opranu3saimmy;

V3y4eHUs MOJIUTHK POJCTBEHHBIX OpraHM3alui;

+aHa/iM3a pUCKOB.

B unc/10 11e/1e#i MOTMTHKHU 0e30MacHOCTH BepXHero YpPOBHsSI BXO/ST:

+¢dopMynMpoBKa aJMUHUCTPAaTUBHBIX pelleHUd M0 Ba)KHEWIIMM acreKkTaM peaau3aliid
rporpaMMsbl 6e301acHOCTH;

BbIOOp METO/IOB ayTeHTHU(hHUKAI[UH 10/Tb30BaTeIel;

obecrieueHye 6a3bl A1 COOJTIOeHNUS 3aKOHOB U TIPABUJI.

Puck aBnserca pyHKIHen:

+pa3Mepa BO3MOKHOT'O yIiiep0a;

Y1C/a MoJib30BaTesiel MH(POPMAaLIMOHHOM CUCTEeMBI;

yCTaBHOI'O Karurasa OpraHu3aluu.

ITepBbIM IIAar B aHa/IU3e yIpo3 — 3TO:

+ uzeHTUUKALUS yrpo3;

ayTeHTU(UKALIYS yTPO3;

JUKBUJALIUS YTPO3.

O1eHKa PUCKOB I03B0J/IsIeT 0OTBEeTUTH Ha C/Ie/[yI0IIjie BONPOCHI:

+4eM PUCKYyeT OpraHu3al[usi, UCI0/b3ysl MH(OOPMALIMOHHYIO CUCTEe MY?

yeM PUCKYIOT I10J/1b30BaTe/ i UH(POPMAaLMOHHOW CUCTeMbI?

yeM PUCKYIOT CUCTeMHbIe aJMUHUCTPATOPhI?

B uM(C/I0 NPUHIUIIOB YIIPaB/IeHUsI IePCOHA/IOM BXO/AT:

+MUHUMU3aLMs TIPUBUIIETUM;

MUHUMM3ALIMS 3apIjiaThl;

MaKCHMHU3aLUsl 3apIiiaThl.

Jnsa obecneyeHnss WH(OPMALMOHHON 0e30MaCHOCTH CeTeBbIX KOH(Urypamui ciaegyer
PYKOBO/ICTBOBAThCA C/1e/JyI0LLIMMH MPUHIMIIAMH:

+BBIPabOTKA U MPOBe/IeHNe B )KU3Hb eJMHOU TIOJIUTUKKA 0e30MacHOCTH;

YHU(UKALMS anfapaTHO-NPOrpaMMHBIX 1aT(opm;

MUHUMM3ALIMS YUCTIa UCTIONb3YeMbIX MPUI0KEeHUH.

JKpaHNpOBaHNe MOXXeT UCI0/Ib30BaThCA JJIs:

+mpefynpexaeHus Hapyenuid U b;

oOHapy KeHHsI HapyIlIeHUH;

JI0Ka/IM3alyy Noc/1eICTBUM HapyLleHUH.

B uKC/10 OCHOBHBIX IPUHLIMIIOB APXUTEKTYPHOI 0€30MacHOCTH BXO/JSAT:

+cJleloBaHMe NTPU3HAHHBIM CTaHZApTaM;

rpUMeHeHVe HeCTaHJapTHBIX pellieHrH, He U3BeCTHbIX 3/I0yMbIILI/IeHHUKaM;

pa3HooOpasue 3alUTHBIX CPEe/ICTB.

Jna obecnieyeHusi HH(OPMAIMOHHON 0€30MAaCHOCTH CeTeBbIX KOHQUTrypanuil Ciefyer
PYKOBO/CTBOBATbCS C/IeyOIMMH MPUHIANIAMH:

WCTI0/Ib30BaHHe COOCTBEHHBIX JIMHUM CBSI3H;

+obecrieyeHrie KOH(PpUJEHLIMATBHOCTH U LIe/IOCTHOCTU TIPY CETeBbIX B3aUMO/IeMCTBUSIX;

TIOJIHBIN aHaM3 CeTeBOoro Tpaduka.

B 410 yHMBEPCA/IbHBIX CEPBHCOB 0€30MacHOCTH BXO/AT:

+ yrpaBiieHue JOCTYIIOM;

yripaBJieHHe WH(GOPMAIIMOHHBIMU CUCTEMaMH U UX KOMIIOHEeHTaMHU;

yTipaBjieHHe HOCUTESIMU.

KOHTPO/Ib 11e/I0CTHOCTH MOXKeT UCIIO/Ib30BAThCA [I/Is:

npeaynpexaeHus Hapyienui U b;

+o0Hapy)KeHUsI HapylleHU;

JI0Ka/IM3aliy NoC/IeICTBUNA HapyLIeHUH.

B kauecTBe ayTeHTH()UKATOPa B CeTeBOM Cpe/ie MOI'YT UCII0/Ib30BAThCSA:

Kap/inorpaMma CyObeKTa;

HOMep KapTOUKH IMeHCUOHHOT'O CTPaXOBaHMUS;
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+pe3ysibTaT paboThl reHepaTOpa 0HOPA30BbIX TMapoJiei.

B 41C/10 0OCHOBHBIX MIOHATHI P0J/IeBOr0 yNpaBJ/IeHNsI I0CTYIIOM BXO/JUT:

+poJib;

WCTIOJTHUTE/Ib POJIN;

T10JTb30BaTe b POJIH.

B kauecTBe ayTeHTHU()UKATOPa B CeTeBOM Cpejie MOT'YT HCII0/1b30BaThCS:

roJ] pOXK/IeHUs CyOheKTa;

bamunus cydbekra;

+CeKpeTHbIN KpunrorpahuuecKuii Kiarou.

PoneBoe ympaB/ieHHMe [OCTYIIOM HCIOJIB3yeT Cjefyloliee CpPeACTBO O00BEKTHO-
OPHEeHTHPOBAHHOIO MOAX0/a:

VHKAICYJISALIS;

+Hac/ieloBaHue,

MoIMMOp(pU3Mm.

HudpoBoii cepTUKaAT CO/IEPIKUT:

+OTKPBITHIN KJIFOU T10/Ib30BaTeIs;

CeKpeTHbIN K/TH0U TI0/Tb30BaTe/Is;

VM1 T10/Tb30BaTeJIsl.

Kpunrorpadus HeoO0xoauMa /i/isi peaiu3aijiy CJ1ey0IHX CEPBHCOB 06€30MacHOCTH:

WaeHTUPUKALS;

9KpaHUPOBaHUE;

+ayTeHTU(DUKALIUS.

Kpunrorpadusa HeoOxoauMa /i/isi peaiu3aijiy C/IeyI0IHX CEPBUCOB 0€30MacHOCTH:

+KOHTPOJ/Ib KOH(UAEHLIUATbHOCTH;

KOHTPOJIb LIeJIOCTHOCTH;

KOHTPOJIb JOCTYTIA.

OKpaH BbINO/IHsAET PyHKIUH:

+pa3rpaHuyeHusi 10CTYIIa;

obierueHust JOCTYTIa;

yC/I0)KHeHHs1 JOCTyTa.

JeMuniuTapu3oBaHHasi 30Ha Pacio/iaraercs:

riepe/; BHEIITHUM MeKCeTeBbIM SKPaHOM;

+MeXXIy Me)KCeTeBbIMU SKpaHaMU;

3a BHYTPEHHHUM MeXCeTeBbIM 9KPaHOM.

OKpaHUpPOBaHHE Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX MOJKET 00eCeunTh:

+ pasrpaHuueHHe JIOCTYTIa 110 CeTeBbIM afipecam;

BbIOOPOUHOE BBITIOJTHEHWE KOMaH/], PUKJ/IaJHOTO MPOTOKOJIa;

KOHTPOJIb 00beMa JIaHHbIX, epeaHHbIX 110 TCP-coeauHeHuMIO.

CucremMbl aHa/TW3a 3aUIEHHOCTH MOMOTaKT MPeAOTBPATUTh:

+13BeCTHBIe aTaKu;

HOBBIE BU/IbI aTaK;

HeTUITMYHOe T0Be/IeHue T10J/1b30BaTeIei.

CpejHee BpeMsi HApaOOTKH Ha O0TKa3:

MIPOMNOPLIMOHA/IBHO MHTEHCUBHOCTH OTKa30B;

+00paTHO TIPOTOPLIMOHATBHO MHTEHCUBHOCTU OTKA30B;

He 3aBUCUT OT UHTEHCUBHOCTH OTKa30B.

TyHHe/IMDOBaHHE MOXET HCIO0/Ib30BaThCsi Ha C/eAYIIeM YPOBHE JITa/IOHHOM
cemuypoBHeBoM mojenu 081:

+ceTeBOM;

CeaHCoBOM,;

YPOBHe TIpe/iCTaB/IeHHSI.

IIpyHOMI yCH/IeHHs caMoro ¢J1aboro 3B8eHa MOXXHO nepedopMy/IMpoBaTh Kak:

+TIPUHIIUIT PABHOTIPOUHOCTH 000POHBI;

TIPUHLUM y/larieHust ¢1aboro 3BeHa;
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TIPUHLIMIT BBISIB/IEHHSI TJIABHOTO 3B€HA, YXBAaTUBILIKCH 38 KOTOPOE, MOYKHO BBITSHYTh BCIO I[€Ilb.
IMo/mTHKa 0e30MmacHOCTH:

GbUKCHpYyeT TpaBK/ia pasrpaHuueHust JOCTYIIa;

+OTpa)kaeT TO/X0/] OpPraHU3aluy K 3al[UTe CBOMX MH(MOPMAI[HOHHBIX aKTHBOB;

OITHCHIBAET CII0COOBI 3aI[UTHI PYKOBO/CTBA OpraHH3aLiyH.

Bbibepume HecKo/bKO NpaswibHbIX 6APUAHMO8 omeema

Ilpu aHa/M3e CTOMMOCTH 3alMTHBIX Mep c/le/lyeT YUUTHIBATh:

+pacxo/pl Ha 3aKyTKy 000pyZOBaHMUS;

+pacxo/ibl Ha 3aKyIKy IpOrpaMu;

+pacxo/pl Ha 00yueHHe TiepcoHaa;

YIYILLIeHHYO BBIFOJY.

B uH(C/1I0 0OCHOBHBIX IOHATUH POJIeBOT0 yIPaB/IeHHsA JJOCTYIIOM BXO/UT:

+00BLEeKT;

+CyOBeKT;

METOZ,

AyTeHTH(UKaALMA Ha OCHOBe MapoJisi, MepeJaHHOr0 MO0 CeTH B 3amM(POBAHHOM BH/E,
IJI0XA, IOTOMY UTO He 00ecrieudBaeT 3alUThl OT:

repexBara;

+BOCIIpOU3BeIeHUS;

+aTaK Ha /I0CTYIHOCTb.

B unc/10 yHMBepCcaIbHbBIX CEPBHCOB 0€30MacHOCTH BXO/AT:

Cpe/CcTBa MOCTPOeHHsI BUPTYa/IbHbIX JIOKAJbHbBIX CeTeld;

+3KpaHHpOBaHue;

+IPOTOKO/IMPOBaHNeE U ayIuT.

B uKC/10 OCHOBHBIX IPUHLIMIIOB APXUTEKTYPHOI 0€30MacCHOCTH BXO/JAT:

+ycueHre camoro c1aboro 3BeHa;

yKperuieHHe Hanbosiee BePOSITHOTO 00beKTa aTaky,;

+3111eJIOHUPOBAaHHOCTb OOOPOHBI.

IIpoToko/MpoBaHue U ayAUT MOI'YT MCII0/1b30BaThCS AJIA:

+mpefynpexaeHus Hapyenuid U b;

+o0OHapyKeHWsI HapyIleHWH;

BOCCTaHOB/IeHUs pexxuma U b.

B umc/10 3TANoOB NpoIecca NIAHUPOBAHNSA BOCCTAHOBUTE/IHHBIX pa 00T BXOJAT:

+BbIsIBJIEHHE KPUTUUYECKU Ba)KHBIX (DYHKIIMI OpraHu3aLiuy;

+orpe/ie/ieHre NepeyHsi BO3MOXKHBIX aBapuii;

MIPOBe/IeHre TeCTOBbIX aBapuil.

B unc/10 HanpaBJ/IeHHi MOBCeAHEBHOU ieATe/IbHOCTH Ha NMPOoLeAyP HOM YPOBHe BXOAAT:

+CUTYaLIMOHHOE YTIpaB/IeHUE;

+KOH(UTrypaLlMOHHOe yIIpaB/IeHue;

OITHUMaJIbHOE yIIpaBJieHHe.

B uKC/10 K/1aCCOB Mep NPoOLieyPHOr0 YPOBHS BXOJSAT:

+rozep>kaHre paboToCIIoCOOHOCTH;

roziiepkaHue hu3ndeckou hopmbl;

+(ur3nueckas 3aluTa.

YnpassieHne pucKaMy BKJIIOUaeT B ce0s cieylolye BU/bI JeATeTbHOCTHU:

oripejie/ieHHe OTBETCTBEHHbIX 3a aHa/lu3 PHUCKOB,;

+0L{eHKa pPUCKOB;

+BbI00D 3()(HeKTHUBHBIX 3aL[UTHBIX CPE/ICTB.

B uKC/10 3TanoB ynpaB/ieHUs pUCKAMH BXOJAT:

+UleHTU(PUKALYSI aKTUBOB;

NUKBU/IALUsI TaCCUBOB;

+ BbIOOD 0OBEKTOB OLIEHKHU.
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B pamMKax MoJIMTHKHU 0e301MacHOCTH HIWKHEr0 YPOBHSA OCYIeCTBJ/ISIOTCA:

CTpaTeruueckoe rjaHUpOBaHUe;

+TI0BCeIHEBHOE aZIMUHUCTPUPOBaHUE;

+OTC/IeXXUBaHKE C/1abbIX MECT 3allUThI.

B unc/10 11e/1e#i MOTMTHKHU 0e30MacHOCTH BepXHero YpPOBHsI BXO/SIT:

+perrieHre copMHUPOBaTh WU ITIEPECMOTPETh KOMIUIEKCHYIO TIPOrpaMMy 6e301acHOCTH;

+obecrieueHre 0a3bl A1t COOJTIOIEHUS 3aKOHOB U TTPABUIT;

obecrieueHre KOHPUEHITMATBHOCTU TIOUTOBBIX COOOIIIEHUH.

B unc/10 K71accoB TpeboBaHuUil JoBepus 6e3omacHOCTH «OOIUX KPUTepHeB» BXO/AT:

+pa3paboTKa;

+o1]eHKa Mpodu/Is 3all[UThI;

cepTuduUKarys.

Cpeju HIDKe MepeuyHc/IeHHbIX 0TMeThTe /iBe TPOSAHCKHE NPOrPaMMBbl:

ILOVE YOU;

+Back Orifice;

+Netbus.

Yro/sioBHBIN Kojekc PD He mpeaycMaTpUBaeT HaKa3aHMs 3a:

CO3/laHue, UCTIOb30BaHUe U PaclpoCcTpaHeHre BpeJOHOCHBIX MPOrPaMM;

+BefieHHe TMYHON KOPPECITOHAEHIIMY Ha IPOU3BO/ICTBEHHOM TeXHUUeCKOo Oa3e;

+HapyllleHre TIPaBUI YKCIITyaTaliui UH(MOPMALIMOHHBIX CUCTEM.

CaMbIMH ONTAaCHBIMU UCTOYHMKAMH BHYTPeHHHX YIP03 AB/IAIOTCS:

+HEKOMIIeTeHTHbIe pYKOBOJUTEJIH;

+00MKeHHbIe COTPY/IHUKY;

NMHOOOTBITHBIE aZIMUHHCTPATOPBI.

B unuio rpaHeil, TMO3BOJAKIUX CTPYKTYPUPOBATh CPeACTBA  /AOCTHXKEHHSA
HH(OPMAIHOHHON 0e3011aCHOCTH, BXOJAT:

+ Mepbl 00ecrieueHus 11eJI0CTHOCTH;

a/IMUHUCTPATUBHBIE MEPBI;

+ Mepbl 00ecrieueHrst KOHPUIeHITMATbHOCTH.

Ta6/mua 4 — Kpurepun oneHKH chopMHUPOBAHHOCTH KOMITETeHI[UH

Kpurepuu oLieHrBaHUs

Kop v HauMeHOBaHWe MHAMKATOPa c(hOpMHUPOBAHHOCTU KOMITETEHLIUU
[OCTH)KeHUS KOMITeTeHLINU (4acTy KOMITeTEeHIINM)
(4acTy KOMITeTEeHLINM ) COOTBETCTBYeT OL|eHKe «3aUTeHO»
50-100% ot MakcuManbpHOTrO basiia
N[-1-yk-1 AHanvsupyeT 3ajauy, BJ/Ia/leeT MaTepuasioM 10 Teme, HO [OIyCKaeT
BbIZIe/IsIst ee Da30BbIe COCTABJISIOIIAE HETOYHOCTU TPH (HOPMYIHUPOBKE OCHOBHBIX

TIOHATHUH, B OCHOBHOM  IIPaBWJIBHO
aHanM3upyeT 3ajauy, BblJensisi ee Oa30Bble
COCTaBJISIFOLLME; [TOCTAaTOYHO S(PQPEKTUBHO
OCYILL[eCTB/IsIeT MTOUCK U KPUTUUECKU aHau3

N-2- yk.1 OcylijecTB/sieT MOUCK U
KpUTUUeCKUI aHamu3 UHGOpMaIiuu,
HeobX0IUMO /1J1s1 pellleHus TTI0CTaB/IeHHON

3a/iaquu UH(pOpMaIK, He0OXOAUMON I pelleHHs

N-3- yk-1 [InanupyeT BO3MOKHbIE TOCTaB/IEHHOM  3ajauy; TUTAaHUPYeT
BapHAHThI PEIleHNs 3a/jauH, OLeHUBAs UX BO3MOXXHbIE BapUAHTLI DEIIeHUs 3a/jauH,
IIOCTOMHCTBA YU HeIOCTAaTKU OLjeéHKHBasA HMX [JOCTOMHCTBA M HEAOCTATKH,

JI0CTaTOYHO TOJHO OTpeZiesisieT U OLleHUBaeT
TOC/Ie/ICTBUSI BO3MOJKHBIX pellleHul 3aj/jaui,
orpefiesisieT MCTOUYHWUKA WHGOpPMALUU Ha
OCHOBe TIOCTaBJIEHHBIX lieJieil /ijisi pellieHust

N-4- yx-1 OnipegensieT U OLleHUBAeT
MOC/Ie/ICTBUSI BO3MOXKHBIX PellleHU 3a/jJauk
N-1 nkoc2. YpaBisieT peanv3anuen
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TEXHOJIOTUUYECKOT' O IMMponeccda rpou3Bo4CTBa SKOHOMMHWYECKHX 3d/la4; He€ BIIO/IHE YBEPDEHHO

TIPO/IYKLIAY pacTeHHeBO/ICTBa orpeziesisieT MeToAbl cOopa, o06paboTku
uHbopMalM, Crocobbl U BUA  ee
TIpe/ICTaB/IeHNS; pa3pabaTbiBaeT
MEpOTIPUSTHS 110 peanM3aru

TeXHOJIOTMYeCKOro Tipoijecca MpOM3BOACTBA
PO VKLU pacTeHHeBO/ICTBa, MOXKeT
JIOMYyCKaTb HETOUHOCTH TIPU UX MPOBEJI€HUU,
YTO He OKa3bIBaeT CYII[eCTBEHHOTO B/IUSHUS
Ha OoOmuii ypoBeHb CHOPMUPOBAHHOCTU
KOMIIeTeHI1H.

16.
17.
18.
19.
20.

Mopayasb 3. «HopMaTHBHO-IPABOBBIEe acIeKThI HH(OPMAHOHHO 0e30MaCHOCTH M 3alUThI
uHpopManuu»

1. Boripocsl /111 yCTHOrO orpoca:

OxapakTepu3yiTe IMpaBOBbIe aCTeKThl 3alIMThl MHPOPMALUH

HopMaTtuBHO-TIpaBOBble  IOKYMEHTHI TIPEeATPUSATHS, Kacaroluecsi BOIMPOCOB UH(POPMAI[MOHHOM
0e301acHOCTH.

Ha3oBuTe OCHOBHble HampaBJeHWs Pa3BUTHSI 3aKOHOZATeNbCTBA B 00jacTé  obecrieueHust
vH(MOpMallMOHHOW  0e30MacHOCTH,  OmpejeneHHble  MekBeZJOMCTBeHHOM Komuccueld  CoBeTa
be3omnacHoctu P® o nHbopmMaiiioHHoM 6e3011acHOCTU?

Yrto Takoe KoH(pUAeHIMaIbHas UHGOpMaLUs?

Yro Takoe TiepCcOHa/IbHbIe JaHHbIe?

B kakux ciyyasix BO3MOXXHO HCIT0/Ib30BaTh IePCOHA/IbHBIE JaHHbIe 6e3 coryiacus obsazaTesis?
OxapakTtepu3yiiTe OHOMeTpHUUeCKUe JaHHbIe KaK MepCOHa/IbHbIE JJaHHBIE.

Yro Takoe mpodeccroHabHast TalHa?

Yo Takoe KOMMepuecKas TaiiHa?

. UTo Takoe pexxuM KOMMepUYeCKOW TaluHbI?

. UTo Takoe rocyzapCcTBeHHasi TaiHa?

. OnuimTe MpaBOBOM PeKUM rOCYJapCTBEHHOU TalHBbI.

. ©3-63.

. Kakue ryiaBHBIe rocylapcTBeHHBIe OpraHbl B 00s1acT obecrnieueHust MH(GOOPMALIMOHHOM 6€30MacHOCTH?
. Kakue rocyapcTBeHHble OpraHbl 3aHUMAIOTCS CepTU(PUKALIMEN U JTUL[eH3UPOBaHUEM CPeJICTB 3allUThI

vHbopmauuu?

Kakuie ocHOBHbIe MeX/[yHapO/Hble CTaH/apThbl B 00/1acTH UH(OPMaLoHHOM 6e30macHOCTH?
Pacckaxkute B ueM cyTh "opankeBoii kHuru'" (ISO 15408).

Kak cBs13aHbl MeXXyHapOHble CTaHAapThl U cTaHjapTel PD?

Kakwuie ocHoBHbIe cTaHapThl P® B 06s1acTt MHGOPMALIMOHHOM 6€30MacHOCTH CYIL[eCTBYIOT?
OxapakTtepusyiite crangapt 'OCT P UCO/M3K 27002-2012.

KomnbroTepHoe TectupoBanue (TCK)
Bbibepume 00uH npasuibHbIll 6apuaHm omeema

IIpeamer npaBoBoro odecneuenusi HHGOPMAILHOHHOW 0€30MIACHOCTH MPe/CTAB/ISIET
co0oii:

+COBOKYITHOCTh OOIIIeCTBEHHBIX OTHOIIIEHHI, HA KOTOPbIe HAlpaB/IeHO MPaBOBOE BO3/I€HCTBHE
B LIe/IIX HE[OMYIIEeHHUs, BbIIBJEHUS WU TIPeCceUeHHusi TPOSIBJIEHUH yrpo3 00BEeKTaM Hal[MOHA/IbHBIX
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VMHTEepeCcoB B MH(GOPMAL[MOHHOM cdepe, a TaK)Ke MUHMMH3aLMY HeraTUBHBIX [10C/IeCTBUHM TIPOSIBJIEHUS
3TUX yrpo3;

COBOKYITHOCTb OOI1[eCTBEHHBIX OTHOILIEHWM, Ha KOTOpbIe HarpaB/jieHO MPaBOBOe BO3/eHCTBUe
TOJBKO B 1[eJIIX HEJOMYIeHUsT TPOSIBJIeHUH yrpo3 00beKTaM HallMOHa/IbHBIX WHTEPECOB B
MH(OpMaLMOHHOM cdepe;

HeT BepPHOI'0 OTBeTa.

IIpaBoBoe o0ecnieueHue 0e3onacHoCTH HH(popmanuu B popme cBejeHHH 00pa3yeTcs:

+COBOKYITHOCTBKO HOPM U UHCTUTYTOB, PEryJ/IMPYIOLIUX OTHOLIEHUS 110 TOBOAY TOJIbKO
o0BeKTa - CBeJleHUH, 00/1aziaTesieM KOTOPBIX SIB/IIeTCS CyOBEeKT TpaBa;

COBOKYMHOCTBbI) HOPM U UHCTUTYTOB, Pery/JUPYIOIIUX OTHOLLIEHUS 0 MOBOAY CIeAYOLIUX
00BEKTOB: cBefieHus], 06/1aiaTesieM KOTOPBIX SIBJISIETCS CYOBEKT IpaBa; CB0O0/a MBIC/TH;
CyObeKTHBHAsi 3HAUMMOCTh Hal[MOHAIbHBIX KY/IbTYPHBIX [[eHHOCTEH;

COBOKYITHOCTBIO HOPM U UHCTUTYTOB, PEryUPYIOIIUX OTHOILIEHUS T10 TMOBOAY TOIbKO 00BeKTa
- cB00O/1a MBIC/TH.

IIpaBoBoe o0ecnieueHue 0e3onacHocTH MHpopMaluu B hopMe CO0OIIeHHI ONPeAe/IAeTCs:

COBOKYMHOCTBbIK) HOPM U UHCTUTYTOB, PEryJMPYIOIIMX OTHOLLEHHUS 110 TTIOBOAY CJIe[[YOLIUX
00BEKTOB: CBefieHus], 06/1aiaTesieM KOTOPBIX SIBJISIETCS CYOBEKT IpaBa;

cB00O/1a MBIC/TH; CyOBeKTHUBHAs 3HAUMMOCTh HAl[MOHATbHBIX KY/IbTYPHBIX [IeHHOCTEH;

+COBOKYITHOCTBIO TIPAaBOBBIX HOPM M UHCTUTYTOB, PETY/IUPYIOIIUX OTHOIIEHUS, 00beKTaMU
KOTOPBIX SIBJIIFOTCS COOOIIeHMs], TIepe/iaBaeMble 110 KaHa/laM CBSI3H, JJaHHbIe, HaKarTHBaeMble 1
obpabaTtbiBaeMble B MHGOPMALIMOHHBIX CHCTeMaX, aBTOMAaTH3UPOBAHHBIX CUCTeMax YIpaBJieHus, a
TaK)Ke OKYMeHTbI KaK BXO/sIl1e, TaK U He BXOZsIIue B MH(HOPMalMOHHbIE CUCTEMBI;

COBOKYITHOCTBIO TTPABOBBIX HOPM M UHCTUTYTOB, PETY/IUPYIOIIUX OTHOIIEHHUS, 00beKTaMU
KOTOPBIX SIBJIIFOTCSI CPE/JICTBA CBSI3U, aBTOMaTU3aluK 00paboTKy MH(OpMaIuu, HHhOPMaIIMOHHO-
Te/leKOMMYHUKAL[MOHHbIE CUCTEMbI U CPe/ICTBa MacCOBOM MHGOpMaLny;

COBOKYITHOCTBIO TIPABOBBIX HOPM U UHCTUTYTOB.

CojepkaHHe U CTPYKTYpPa 3aKOHO/|aTe/IbCTBa B 00/1acTH HH(OPMALHOHHOM
0e30macHOCTH BK/IKOYAeT:

+Konctutynus Poccuiickoii ®@esepaiiu - HopMaTuBHO-TIpaBoBbIe akThl (YKasbl) [Ipe3ugeHTa
Poccutickoii @egepaimu - [TogzakoHHbie akThl [IpaBuTenbcTBa Poccuiickoit deneparuu -
®enepanbHbie 3aKOHBI - KofeKchr;

Kouncturynus Poccuiickoit @efepaiium - HopmaTtrBHO-TipaBoBbIe akThl (YKa3bl) [Ipe3useHTa
Poccuiickor denepariyy;

[TopzakonHbie akThl [IpaBuTenscTBa Poccuiickoit @egepaiiuu — @efepasbHbie 3aKOHbI -
Kopekcer;

HeT BEePHOr'0 OTBeTa.

3akoHoaTe1bCcTBO Poccuiickoii @epepanuu 06 nadopmanum, vHGpOpMaIHOHHBIX
TEXHOJIOTUSAX U 0 3alyTe HH(opManuM COCTOUT H3:

+®enepanbHOro 3akoHa «O06 nHbopMayy, THHOPMAITMOHHBIX TEXHOJIOTHSIX U O 3allUTe
uHbopMaLMK» U IPYTUX QeepaabHbIX 3aKOHOB, PETY/IHMPYIOIIUX OTHOIIEHUS B 00/1aCTh
WCI10/1b30BaHKs1 MH(GOpMaLny;

®enepasnibHOTO 3aKOHa «O TIePCOHAIBHBIX JaHHBIX» U IPYTUX (he/iepasbHbIX 3aKOHOB,
PeryMpyoIuX OTHOLIEHHS B 00/1aCTH KCIT0/Tb30BaHUs MH(MOPMaLIWY;

®esrepanbHOrO 3aK0Ha «O KOMMEpPUeCKOi TaliHe» U APYryX (efiepaJbHbIX 3aKOHOB,
PeryMpyoIuX OTHOILIEHHS B 00/1aCTH MCIT0/Tb30BaHUs MH(MOPMaLIWY;

denepanbHOro 3akoHa «O roCcyJapCTBeHHOM TaiiHe» U APYTrux (pejiepanbHbIX 3aKOHOB,
PeryMpyoIUX OTHOILIEHHS B 00/1aCTH MCIT0/Tb30BaHUsT HH(MOPMAIIHH.

IIpeagMeTOoM NMPaBOBOr0 peryJTHpPoBaHus B 00/1acTu nHGpopmaiuu, HHGOPMaIMOHHBIX
TEeXHOJ/IOTHH M 3aIUThI HH(OPMAIUH ABJISIIOTCA:

OTHOILIeHHs], BO3HUKAIOLL[Me TOJIbKO MPU OCYLL{eCTBAEHUU N1paBa Ha MOMUCK, MOIy4YeHue,
repejiauy, MPOM3BO/CTBO U pacripocTpaHeHre MHGOpMaLny;

OTHOLlIeHHs], BO3HUKAIOIIe TOJIbKO MPU NMPUMeHeHUH HH(POPMaLMOHHBIX TeXHOJIOTUM;

OTHOIIIEeHHUS], BO3HUKAIOII[HE TOJILKO MPHU 00eCreueHr  3aluThl HH(HOpMAaIu;
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+OTHOLLeHHUs, BO3HUKAOLL[Me [TPU OCYILIeCTB/IeHUH ITpaBa Ha IOMCK, [10JyueHHe, riepefiauy,
MIPOM3BO/ICTBO U pacnpocTpaHeHue WH(OopMaly; TPy IpUMeHeHWH UH(OPMaLJMOHHBIX TeXHOJIOTH;
npy obecrnieueHrU 3alUThl MH(OPMALIMH.

JloKyMeHTHPOBaHHOM HH(opMaLyeil Ha3bIBAIOT:

+UH(pOpMaLHIO, 3a()MKCUPOBAHHYIO HAa MaTepUalbHOM HOCHUTeJIe IIyTeM [JOKYMeHTUPOBaHus, C
PeKBU3UTAMH, MI03BOJISIOLMMHU OMpe/ie/IUTh TaKyto HHGOPMALUIO WU B yCTaHOB/IEHHBIX
3aKOHO/IaTe/bcTBOM Poccutickoit @efepaliuu ciiydasix ee MaTepyaabHbIM HOCHUTE b,

nH¢opMalvio, 3aMKCUPOBaHHYIO Ha MaTepUaJIbHOM HOCHUTeJIe IyTeM

JOKyMeHTUpOBaHusl, 6e3 peKBHU3HTOB,;

HeT BepHOI'0 OTBeTa.

K o6megocTynHoi HHpOpMALUM OTHOCATCA:

o01jer3BeCcTHbIE CBe/IeHUS M UHasi THPOPMALHs, JOCTYI K KOTOPOM He OrpaHrueH Tocie
JOCTHDKEHUS OIpe/ie/IeHHOT0 BO3pacTa;

+00111er3BeCTHbIE CBe/IeHHsI U WHasi THPOPMAIHsi, JOCTYIT K KOTOPOM He OrpaHuYeH;

HeT BepHOI'0 OTBeTa.

Pa3znnuarnT ciepyomuye BUAbl HH(POPMAI[HOHHBIX CHCTEM:

+roCyZiapCTBeHHble MH(OPMaLMOHHbIE CUCTEMbl, MyHHULUIIA/IbHbIE HH(OpMAaLIOHHbIE
CUCTeMbl, UHbIe HH(OPMAaLIMOHHbIE CHCTEMBI;

rocy/JiapCTBeHHble MH(OpPMAaLMOHHbIE CHCTEMBI;

MYHHULUNa/TbHbIe UH(OPMaIJMOHHbIE CUCTEMBI;

HeT BepHOI'0 OTBeTa.

IIpaBoBoii pexxuM HH(OPMAI[HOHHBIX TEXHO/IOTUH BK/IIOUAeT:

MOPSIOK Pery/JrpoBaHus UCII0/1b30BaHUs HH(OPMALIMOHHO-KOMMYHHKALIMOHHBIX CeTel;

riepeueHb 001aCTel roCy/[apCTBEHHOTO Pery/IMPOBaHus B chepe IPUMeHeHHSI
HMH(OPMaLIMOHHBIX TeXHOJIOTUM;

TpebOBaHMs K rOCyJapCTBEHHBIM HH(POPMAIIMIOHHBIM CUCTEMaM;

+BepHLI BCE€ BAPUAHTHI.

3anmTa MHGOpMauM NpeAcTaB/IsAeT 000l MPUHATHE TPABOBBIX, OPraHU3aIHOHHBIX H
TeXHUYeCKMX Mep, HanpaB/IeHHbIX:

+Ha obecrieueHue 3alUThl THPOPMAILMK OT HETIPAaBOMEPHOT'0 JOCTYTIa, YHUUTOXKEHHS],
MoaupuLpoBanus, 6JI0KMPOBaHKs1, KOMMPOBaHMs, TPeJOCTaB/IeHHs], PACIIPOCTPAHEeHHs, @ TAK)Ke OT
VIHBIX HENPaBOMEPHBIX JeMCTBUM B OTHOLLEHUM TaKOM MH(OpMaL1y;

cobsrozieHre KOH(UAEHIMaTbHOCTH HHPOPMAIY OrPaHUYEHHOT0 JJOCTYTIA;

peanu3aliuio rpaBa Ha JJOCTyT K HHGOopMaLuy;

BepHBI BCe BapHaHTBHI.

Pa3zpaenenue nagopManyu Ha KaTeropuu CBO0OJHOT0 H OTPAaHUYEHHOr0 A0CTYNa, NpUYeM
HH(pOpMaILUH OrPAaHMYEHHOI'0 J0CTYIa No/pa3Ae/sIl0TCA Ha:

OTHeCeHHbIe K TOCyZlapCTBEHHOM TaliHe;

+ OTHeceHHbIe K C/Ty)KeOHOM TaiiHe (MH(OPMaI[UK [j1s CTy>KeOHOTO MO/Tb30BaHus),
repcoHasibHbIe JlJaHHbIe (U Apyrue BU/bl TakiH);

OTHeCeHHbIe K MH(pOpPMaLUY O IIPOrHO3aX MOro/bl;

BCe BepHbI OTBETHI.

Kak Ha3bIBaeTcsl 3aK0H, Pery/IMpyoLyil AeATe/IbHOCTb roCyJapCTBeHHOM TallHbI Ha
TeppuTopuu P®?

«O KOMMepueCcKoH TarHe»;

+«0O rocysapcTBeHHOU TalHe»;

«O cny>keOHOM TaliHe»;

«O BpaueOHO¥ TaiiHe».

K undopmanyuu orpaHHueHHOro0 J0CTYINa OTHOCATCS:

rocy/lapCcTBeHHas TaliHa;

KoH(bUeHIMaIbHasi uHGopMalus;

riepCcoHasbHbIe JJaHHbIE;

+BCe OTBEThbl BePHbI

18



OnekTpoHHass 1nudpoBas MNOANNCH B 3JeKTPOHHOM [OKyMeHTe paBHO3Ha4yHa
COOCTBEeHHOPYYHOU TMOJAMHUCH B /JOKyMeHTe Ha OyMa)kKHOM HOCHTe/leé TpPH OJHOBPEMEHHOM
CO0/TIOICHNH CJTe/IyIOLUX YC/IOBHI:

cepTu(dUKaT K/ouya TOANUCH, OTHOCSIIUNCS K 3TOW 3/7eKTPOHHON LM(PPOBOUM TOATNKMCH, He
yTpaTui cuay (JelcTByeT) Ha MOMEHT IIPOBEPKM W/IM Ha MOMEHT MOJIMUCAHUSI 371€KTPOHHOTO
JIOKyMeHTa TIpU Ha/IMUWK [0Ka3aTe/bCTB, ONpee/solMX MOMEHT TOANUCAHMUS;

MO/TBepXK/leHa MO/JIMHHOCTb 3/IEKTPOHHOU LIM(POBOM MOATKCHU B 3/IEKTPOHHOM JIOKYMEHTE;

3/IeKTPOHHast LIU¢PpoBasi MOAMUCH UCTIONb3YeTCs B COOTBETCTBUU CO CBeZIeHUSIMU, YKa3aHHBIMU
B cepTU(UKaTe K/Iroua MoJIICH.

+BepHbI BCe BapUaHTHI.

IlepeyeHb BH/OB [eATe/TBHOCTH B 00/1acTH 3alIUTBI HH(GOPMAIUH, HAa KOTOpbIe
BbI/JAIOTCA JIULeH31H, onpejesieH IlocranoBiienuem IlpaBurenscrea PO - “O nuieH3MpoBaHUMN
OT/le/IbHBIX BHAOB jAeATeqnbHOCcTH” oT 24.12.94 Nel418 Kk HUM, B 4YaCTHOCTH, OTHOCHTCHA
pa3paboTKa, MPOU3BO/CTBO, peain3alusa U CEPBUCHOE 00C/Ty)KUBaHHe:

1MdpoBaIbHBIX CPE/ICTB;

3al[UIIeHHbIX CUCTeM Te/IeKOMMYHUKALIWI;

MPOrpaMMHBIX CPeJICTB;

CrelaNbHbIX TeEXHUYECKUX CPe/ICTB 3alluThl MH(MOpMALWY;

MO/IFOTOBKA U TIePeroAroToBKa Ka/ipoB;

+BCe BePHbI BapUAHThI.

CKOJ/IbKO BBIJIe/ISIOTCA OCHOBHBIX COCTABJ/ISIIOIUX HAllHOHATbHBIX HHTEPeCoB
Poccuniickoii @eepanuu B uHGopManoHHOMI cdepe?

2

3

+4

5

6

CepTuduKaum nojiexar:

+cpezicTBa Kpuntorpaduueckol 3aiydTbl THGOpMaLuy;

CpeJCTBa BbISIB/IEHUS 3aK/IaJHBIX YCTPONCTB U MPOTPaMMHBIX 3aK/a/l0K;

3alUleHHbIe TeXHUYeCKUe CcpeficTBa 00paboTKy MH(opMarLuy;

3all[UIIleHHble HTHPOPMAaIJMOHHBIE CHCTeMbI U KOMIIEKCHI TeJIeKOMMYyHUKALH;

BCe BhbIllIeNlepeurc/ieHHble CPe/ICTBaA.

B pykoBogsiieM JoKyMeHTe ['0CTeXKOMHCCHH CHCTEMbI, B KOTOPBIX padoTaer ofuH
MoJ/Ib30BaTe/Ib, JONYLIeHHbIH KO Bcel o0padaTpiBaemoii nHpopManuy, pa3MelieHHON Ha
HOCHUTEJISIX OJHOT0 YPOBHA KOH(PHAEHIIMA/THHOCTH — OTHOCSTCA K Ipymme:

+I1epBoy;

BTOPOM;

TpeTheu;

YyeTBepTOu;

TISITOM.

B pykoBojsiieM JoKyMeHTe ['0CTeXKOMHCCHH CHCTEMbI, B KOTOPbIX pa00TaeT HECKOIbKO
1oJ/ib30BaTe/ied, KOTopbie HMEI0T OANHAKOBHIe MpaBa 0CTyMa Ko Bceid nHdopmaum,
oOpadaTbpIBaeMoi W/M/IA XPAaHUMOM Ha HOCHTE/ISAX PAa3/IMYHOr0 YPOBHA KOH(PHAEHIIHATbHOCTH —
OTHOCATCS K rpyIine:

NepBOy;

+BTODOW;

TpeTbel;

YeTBEPTOW;

TISTOM.

B pykoBojsiieM okyMeHTe I'0CTeXKOMHUCCHM MHOT0II0/Ib30BaTe/IbCKHe CUCTeMbI, B
KOTOPBIX O/JHOBPeMEHHO 00padaThIBaeTCss W/HWIH XPaHUTCA HH(GOpMAIUA pa3HbIX YPOBHeH
KOH(HU/IeHI[Ha/TbHOCTH, MPHUYeM pa3/IMYHbIe M0/1b30BaTe/Id HMEIT pa3/IuyHble MpaBa Ha J0CTyN
K uH(opMaI[Uui — OTHOCATCA K TpyIime:
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TepBoii;

BTOPOM;

+TpeThel;

YyeTBepTou;

TISATOM.

Cpean HIKenepeyuC/JIeHHBIX BbIIe/IUTe IVIAaBHYH0 MPUYUHY CyIeCTBOBaHUS
MHOT'0YHMC/IEHHBIX YIrpo3 HH(OopMaIHOHHOH 0e301MacHOCTH:
+TIPOCYeThI MPU aJIMUHUCTPUPOBAHUM UH(POPMALIMOHHBIX CUCTEM

He00X0IUMOCTD TTOCTOSTHHOM MOAU(UKAIMY MH()OPMAIIMOHHBIX CUCTEM

CJIOXKHOCTh COBpeMeHHBIX UH(POPMAI[MOHHBIX CUCTEM

YrosioBHBIN Kojekc PD He npeaycMaTpuBaeT HaKa3aHUs 3a:

CO3/laHue, UCTIOb30BaHUe U paclpocTpaHeHre BpeZOHOCHBIX MPOrpaMM

+BeJieHHe TMYHON KOPPECITOHAEeHIIMY Ha TIPOM3BOICTBEHHON TeXHHUUeCKoi Oaze

HapylLleHue rpaBui 3Kcrutyatauuu OBM, cucrembel OBM unm ux cetu

ITop onpepesieHye CPeACTB 3alUThl HH(POpMaLKu, JaHHoe B 3akoHe "O
roCyAapCTBeHHOM TalHe'", IOANA/al0T:

+Cpe/iCTBa BbISIB/IEHUS 3/I0YMbIIIITIEHHOW aKTUBHOCTH

cpezicTBa oOecrieueHUst 0TKa30yCTOMUHUBOCTH

cpezicTBa KOHTPO/IS 3¢ dheKTUBHOCTH 3all[UThl MH(POpMaLUU

B uKc/10 1e/1eli MOTMTHKHU 0e30MacCHOCTH BEPXHETr0 YPOBHSI BXO/SAT:

pelieHre cOpMHUPOBAThL WA TT€PECMOTPETh KOMIJIEKCHYIO ITPporpaMMy 6e3011acHOCTH

+obecrieueHre 6a3bl 7151 COOTIOIEHUS 3aKOHOB U TTPABUJT

obecrieueHre KOHGUAEHIIMATLHOCTH TTOUTOBBIX COOOITIEHHIA

B uKc/10 1e/1e#i MporpaMMbl 0€30MacCHOCTH BEPXHEro0 YPOBHA BXOJAT:

yrpaBjieHUe puCKaMHu

orpefie/ieHHe OTBETCTBEHHBIX 3a MH(POPMaI[MOHHbIE CePBUCHI

+orpezie/ieHHe Mep HaKa3aHUs 3a HapYIIeHUs ITOIMTUKKU 6e301acHOCTH

B pamMKax nporpaMmbI 0€30MaCHOCTH HIDKHEI'0 YPOBHS OCYIeCTB/ISAIOTCS:

cTpaTeruuyeckoe TjaHUPOBaHUe

TOBCe/IHEBHOE a/[MUHHCTPUPOBaHUE

+0TC/Ie)KUBAHKE C1a0bIX MECT 3all[UThI

IToMTHKa 6€30MacHOCTH CTPOUTCSA Ha OCHOBE:

obrmmx mpectaBiaeHni 06 VIC opranu3aiyn

W3y4eHUs TTOJIUTHK POJICTBEHHBIX OpPTraHM3alui

+aHasu3a puCcKoB

B uKC/10 1e/1e#i MOIMTUKHU 0€30MaCHOCTH BEPXHEro YPOBHS BXOJSAT:

(hopMy/IMpOBKa a/IMUHHCTPATHUBHBIX pellieHri 10 BayKHEUILMM acrieKTaM peann3aluu

TIporpaMMbl 6€30MacHOCTH

BbIOOp MeTO/IOB ayTeHTHU(hUKAL[|H T10/Tb30BaTe el

+obecrieueHre 6a3bl 7151 COOTIOIEHHUS 3aKOHOB U TTPABUJT

JeiicrBue 3akoHa " " O J1HLIeH3MPOBAaHHHU OT/e/IbHBIX BU/I0B /IeSITeTbHOCTH
pacnpocTpaHAeTcsa Ha:

JlesATe/IbHOCTh T10 UCI0/Tb30BaHMIO MG POBa/IbHBIX (KpUNTOorpahruueckrx) CpeJCcTB

JIesiTeIbHOCTh 110 PeK/IaMHAPOBAHUIO MG POBATBHBIX (KpUNITOrpaduuecKux) CpefiCTB

+1esTeNTbHOCTh 110 PacrpoCTpaHeHHIo M(MPOBaIbHBIX (KpUNITOrpadruecKux) CpesiCTB

ITop onpepesieHye cCpeACTB 3alUThl HH(OpMaLMu, AaHHOe B 3akoHe ""O
rocyAapCcTBeHHOM TaiiHe", O/ANA alo0T:

+Cpe/iCTBA BBISIB/IEHHS 3/I0YMBIIIIEHHON aKTUBHOCTH

cpezicTBa obecrieueHUst 0TKa30yCTOMUHUBOCTH

cpezicTBa KOHTPOJIs 3 (eKTUBHOCTH 3all[UThl UH(POPMaLIUU

HeiicrBue 3akoHa "" O JHLIeH3MPOBAaHNHU OTAE/IbHbBIX BU/IOB /IeSITeIbHOCTH
pacnpocTpaHsAeTCAa Ha:

JlesiTeIbHOCTh 110 TeXHWUYeCKOU 3alljuTe KOHPUAeH[MaabHON nHhopMaLuu

+00pa30BaTe/IbHYIO /leATeTbHOCTb B 06/1aCTH 3alliiThl MH(OPMAaLUN
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ripeJjoCTaB/ieHre yCIyr B obsacty mudpoBaHus uHGOpMaru

ITog onpepeneHue cpeAcTB 3aiuThl HHGoOpMaluM, JjaHHoe B 3akoHe "0
rocy/lapCTBeHHOM TaiiHe" ", MOAMA/AAIOT:

+Cpe/iCTBa BhISIB/IEHHS 3/I0YMBIIIJIEHHON aKTUBHOCTH

cpezcTBa obecrieyeHrs 0TKa30yCTOMUMBOCTH

cpezcTBa KOHTPOJs 3¢ (eKTUBHOCTH 3alMThl UH(POPMaLU1

Yto npepcrapisier coooii JlokTprHa nHGopManoHHOH 0e3onacHocTH PD?

HOPMAaTUBHO-TIPaBOBOM aKT, yCTaHAB/IUBAIOIIUI OTBETCTBEHHOCTH 3a ITPAaBOHAPYIIIEHMUS B
cdepe nHbOPMaIIMOHHON 0€30MMaCHOCTH;

benepabHBIN 3aKOH, PEry/IMPYIOIIUNA TTPaBOOTHOIIEHUs B 00/1acTH UHGMOPMAIIMOHHOH
0e301acHOCTH;

1]eJIeBasi IpOrpaMMa pa3BUTHSI CUCTeMbI HH(OpMaI[uoHHOM 6e30macHocTy PO,
TpeiCTaB/IsroIasi COOO0H TToC/Ie0BaTeTbHOCTh CTaIHi U 3TAIloB,;

+COBOKYITHOCTb O(UIMa/bHBIX B3TJ/ISIZIOB Ha 11eJd, 3aZlaui, MPUHIUIbI U OCHOBHbIE
HarpapsieHus1 obecrieuenust HHGOPMaIMOHHON Oe3omacHocTH Poccutickoit degepariyu.

Kakue 13 nepeunc/IeHHbIX HH)Ke YTPO3 OTHOCATCA K K/lacCy npeAHaMepeHHbIX?

+3apakeHHe KOMITbIOTepa BUPyCaMu;

(ur3uueckoe paspyilieHre CUCTeMbI B pe3yJibTaTe MoyKapa;

OTKJIIOUeHMe WU BBbIBOJ U3 CTPOSI Mo/icKcTeM obecriedeHus: PyHKLIMOHUPOBaHUS
BBIUMC/TUTE/IbHBIX CUCTeM (3/IeKTPONUTAHKS, OXTKAEHUS] U BeHTU/ISILIUU, TMHUNA CBSA3U U T.11.);

MTPOEKTUPOBAHKME aPXUTEKTYPhbl CUCTEMBI, TEXHOJIOTMHM 00pabOoTKM JJaHHBIX, pa3paboTKa
TIPUKJIQZIHBIX TIPOTPaMM, C BO3MOKHOCTSIMH, TIPe/ICTaB/ISIOIIMMUI OMAaCHOCTb i paboTOCIIOCOOHOCTH
cucteMbl U 6e3omacHoCTH UH(OPMALUY;

YTeHUe OCTaTOUHOM MH(OPMAaLMK U3 OTlePAaTUBHOMN MaMSITHU U C BHEIIIHUX 3aTIOMUHAIOIIUX
YCTPOMCTB;

BCKPBITHe MG POB KPUTITO3AIUTEI MH(OPMAaLIUN

IIpaBoBoe o0ecieuenue b o3Hauaer:

3aluTy UHTepecoB GU3NUECKUX U IOPUANUECKUX JTUL];

3aIuTy UHTepecoB TOCYAApCTBa U 00ILeCTBa;

+ Bce BblllIeniepeunc/ieHHoe.

Tabnuna 5 — Kpurepun onieHKH ¢()OpMHUPOBAHHOCTH KOMITETeHIIUH

Kputepuu ouieHMBaHUSA

Kop v HauMeHOBaHUe MHAMKATOpPa c(hopMHUPOBAHHOCTU KOMITeTEHLIUN
IOCTUKEeHUS KOMITeTeHLIUU (4acTu KOMITETEHLINN)
(4acTy KOMITeTeHI[N) COOTBETCTBYET OL|eHKe «3auTeHO»
50-100% ot MakcHMasibHOTrO b6ania
NI-1-yx-1 AHanu3upyeT 3ajjauy, BJIaZieeT MaTepyasioM 10 TeMe, HO /I0MyCKaeT
BbIZIe/isist ee ODa30BbIe COCTABJISIOIIHUE HETOUHOCTH 11pH (hopMy/IMpOBKe OCHOBHBIX
WI-2- yk.1 OCYIIeCTBSET MOUCK 1 TIOHSTUM, B OCHOBHOM TIPaBUJILHO

aHA/TM3UPYeT 3a/lauy, BbIJesss ee 0a30Bble
COCTaBJISIIOIIE; AOCTAaTOUYHO 3(DPeKTUBHO
OCYIIIeCTBJISIET TIOMCK U KPUTUUECKUN aHaN3

KPUTHYECKUM aHa/ln3 UHPOpMaLuy,
HeoOX0IUMOH /17151 pellleHus TTIOCTaBIeHHON

3a/ja4u uH(OpMaLK, HEOOXOAMMON [/ PeIleHHs

N[-3- yk-1 [InaHupyeT BO3MOKHbIe MOCTAaB/IEHHOM  3a/jauy; TIaHupyeT
BapUaHThI pelleHus 3a/jauk, OLIeHUBast UX BO3MOXXHbIe BapUaHTHI DeIIeHUs] 3ajjaud,
JIOCTOMHCTBA U HeJOCTaTKU OL€eHKrBaAdA HMX OOCTOMHCTBA M HEOOCTATKH,

[OCTAaTOYHO I10/THO OIlpefiesisieT Y OLieHUBaeT
TIOCJ/Ie/ICTBUSI BO3MOJKHBIX DellleHW 3a[auH,
orpeziesiieT MCTOYHUKMA MHGOpMAaLMK  Ha

V-4~ yk-1 Onpeenser 1 OLleHUBaeT
TI0C/IeJCTBUS BO3MOKHBIX PeIeHUH 3a/auu
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N-1 nkoc-2. YTIpaB/sieT peajv3alyeld | OCHOBe TIOCTaBJ/IeHHBIX Lieiell [/isi pellieHust

TeXHOJIOTUYeCKOro rnporecca rpovsBojcTea | SKOHOMMYECKUX 3a/ia4; HE BIIO/IHE YBEDEHHO

MPO/IYKLMH PACTEHHEBOJICTEA orpeziesiseT MeToAbl cOopa, o06paboTku
uHbopMaruu, Crocobbl U BUA  ee

ripe/iCTaB/IeHUsI; pa3pabaTbiBaeT
MepOonpUsITHS 1o peanu3aLyu
TEeXHOJIOTMYeCKOro ITipoijecca MpOM3BOACTBA
PO YKLIUM pacTeHHeBO/ICTBa, MOJKeT
JIOMyCKaThb HETOUHOCTHU TIPU UX MPOBe/IeHUH,
YTO He OKa3bIBaeT CYII[eCTBEHHOTO B/IUSHUS
Ha OOIWMi ypoBeHb C(HOPMHUPOBAHHOCTH
KOMIIeTeHI1H.
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MOAYJII) 4 «Opeauus'auwl cucmemMbl 3awjumbl umbopmaquu 8 UH(I)OPM(HJUOHHMX
cucmemax».

1. Boripocsl /11 yCTHOr0 orpoca:
Kakue opraHu3aliOHHO-aJMUHUCTPaTUBHbIE Mepbl Bbl 3HaeTe?

Ha3zoBuTe cocTapsisitolie OpraHM3alOHHOTO 0becTieueHNsI KOMITBIOTepHOM 6e30TMacHOCTH.
UTO0 BXOJWUT B COCTAB OPraHU3al[MOHHO-TEXHUUECKUX Mep?
[TepeuricvTe OpraHU3al[MOHHO-9KOHOMUYeCKHe Mephbl 3all[uThl HH(GOpMALKH.
Kakue KauecTBa MpOBepSIFOTCS Y JIUL] ITPH TIprieMe Ha paboty?
Yto BK/IIOYaeT KOHGUEHI[MaIbHOe [1e/I0TIPOM3BO/CTBO?
/11 yero NpUMeHsIOT Me)XCeTeBble SKPaHbI?
Kak knaccuuipyrotcs TexHUuecKre cpeicTBa MPOTUBOAeNCTBUSA?
Kakwuie nogpa3genenusi B cnyxbe 6e3omacHocTr?
. Kakue nHgopmaloHHble yrpo3bl SB/SIOTCS TIIaTOM 3a UCTI0b30BaHusl IHTepHeTa?
. HazoBute MepslI 1o 3amute nH(OpPMaLMY B UHTEpHeTe.
. [171s ueTro UCMOMB3YIOTCS Me)KCeTeBble IKpaHbI-OpaHMay3phbi?

. Uto ucnons3yeTcs AJ1s 3aL{UThl 37IeKTPOHHOM MOYTHI?

. MeToaviky 0OHapyKeHusI BUPYCOB U BH/Ibl aHTUBUPYCHOT'O TIPOTPAMMHOT0 0becrieueHus..

. UTO MOXXHO UCII0/1b30BaTh /1 3al{UThl OT BUPYCOB?

. Kakue Bbl 3HaeTe aHTUBHUpYCHBIE TIPOrPaMMBbI?

. HazoBuTe OCHOBHBIE HCTOYHUKY TTIPOHUKHOBEHUSI BUPYCOB.

. Kakue ocobeHHOCTH KOMITaHUM HEOOXOIUMO YUMTHIBATh TTPU Pa3pabOTKe CUCTEMBI 3al[UThI?
. UTo Heo6X0AMMO 3allUIlaTh B KOPITOPaTUBHOMW CETH?

. HazoBuTe 0CHOBHBIE 3Tarbl TIOCTPOEHUS CUCTEMBI 3alLLUThI.

. Kak knaccuduiipyror Mepsl obecrieueHusi 6€30macHOCTH TI0 CIIOC00aM OCYIIeCTBIEHUS?

. B ueM oT/iMumst «BCTPOEHHOM» 3aIl[UTHI OT «I00aBIEHHON»?

. UTo pmenaeTcst Ha 3Tarie COMPOBOKIEHUSI CUCTEMbI?

. HazoBure KPUTEPHUH ONTHUMA/IbHOI'O COOTHOLIEHHUA B dHA/IM3€ PA3/TMUYHBIX BADHAHTOB ITOCTPOEHUA
CHUCTEMBI 3allIUTHI.

. [MaiTe XapaKTepUCTHKY TlaHa obecrieyeHus: HerpepbIBHOM paboThl 1 BocctaHoBeHust (OHPB).

KomvmnbiorepHoe TectupoBanue (TCKk)
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Bbibepume o0uH npasuibHbIll 6apuaHm omeema
"TPoAHCKUI KOHb'" ABJ/ISIETCA Pa3sHOBUJHOCTHI) MOJe/M BO3JelCTBHS NMPOrpaMMHBIX
3aK/1aJ0K
+HCKaKEeHUE
repexsar
HabJ/roieHre ¥ KOMITPOMeTaLUst
ybopka mycopa
" Yno/iHoOMOYeHHBbIe cepBepbl" ObI/IM CO3JaHbI /I/Isl PelIeHus MPo0/1eMbI
+umuTaluu IP-agpecos
MO//IeIKU 3/IEKTPOHHOU MOANUCH
repexBara Tpaduka
HCA
" Yno/HOMO4YeHHbIe cepBepbl” (UIBTPYIOT NAaKeThbI HA YPOBHE
+TIpU/IO)KeHUM
¢usryeckom
KaHa/IbHOM
TPaHCIIOPTHOM
3 nepeuncsienHoro crpyKkrypa OC ¢ TOYKH 3peHHUs1 aHa/In3a ee 0e30MacCHOCTH BK/IIOYAeT
ypoBHu: 1) BHemHuM; 2) ceTeBOoM; 3) K/IMEHTCKHM; 4) cepBepHBbIM; 5) CHUCTeMHBbIHM; 6)
NPUI0KeHU M
+1,2,5,6
1,2,3,4
3,4,5,6
1,3,5,6
ACL-crMcoK acconuMpyeTcsi € KaK/bIM
+ 00beKTOM
IIpOLIeCCoOM
JIOMEHOM
TUIIOM JIOCTYyTa
- 3TO Bbl/ie/IeHHe M0/1b30BaTe/ieM U aJ/MUHHCTPATopaM TO/IbKO TeX IpasB
AOCTYIa, KOTOpPbIe UM He00X0/[UMBbI
+ [IpuHLMIT MYHKMMA3alyy TTPUBUIIETUN
[TpyHLMIT MaKCUMU3aLUU NIPUBUIETr Ui
[IpyHLMIT MHOTOYPOBHEBOU 3allUThI
[TpuHLMI nTpOCTOTHI U yripasasieMocty VIC
- 3TO rapaHTHUsl COXPAHHOCTH AAHHHIMH NPAaBU/IbHBIX 3HaYeHUM, KOTopas
o0ecreynBaeTcsl 3amnperoM /JIsi HEeaBTOPM30BAaHHBIX MOJIb30BarTe/iell KaKUM-IH00 oOpa3om
Moau¢uLpPoOBaTh, pa3pyliaTh UK CO3/AaBaTh JAHHbIE
+ LesocTHOCTD
HJocTynHoCTb
BoccraHasivBaemMoCThb
eTepMUHUPOBAHHOCTh
- 9TO HeJJ0CTaTOK cucTeM MU(POBaHNSA C OTKPBITHIM K/IHY0M
+ OTHOCUTENBHO HU3Kas MPOM3BOIUTETbHOCTh
Ha ofHOM U TOM Ke Kitoue OJJMHaKOBble 64-O0UTHBIe GJIOKM OTKPBLITOTO TeKCTa TeperayT B
O/JTMHAKOBBIe OJIOKU MIU(POBAHHOTO TEKCTa
[Tpu Kcrionb30BaHUU MPOCTOM 3aMeHbl JIerKO MPOM3BECTH MOJMEHY OZHOr0 MIM(GPOBAaHHOIO
TeKCTa APyTrUM
Heob6x01MMOCTb pacnipoCcTpaHeHusi CeKPeTHBIX K/rouei
- 3TO npeAocTaB/ieHNe JieraJibHbIM NoJib30BaTe/ieM
AucdepeHMPOBaHHBIX NIPaB A0CTyIA K pecypcaM CHCTeMBbI
+ ABTOpusanus
Ayput
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N penTudukanys
YTentudukanus
- 3TO CBOWCTBO, KOTOpOe rapaHTHpYyeT, YTo0 UH(oOpMaLs He MOXXeT ObITh

AOCTYIHA W/IA PACKPBITa /I/isi HEABTOPHU30BaHHbBIX ITMYHOCTEH, 00bEKTOB WM MPOLIECCOB

+KoHdpuaeH11ManbHOCTD

JocToBepHOCTD

LenoctHOCTB

[ eTepMUHMPOBaHHOCTD

- 9TO TPOSIHCKHE NMPOrpaMmMbI

+ YacTp TMporpamMmbl C WU3BECTHBIMHU I10J/1b30BaTe/F0 (DYHKIMSAMH, CIIOCOOHAsi BBITIOHSTH
JIeVCTBYS C Lie/Ibl0  TIPUUMHEHUs Orpe/ie/IeHHOro yiepba

[TporpaMMbI-BUPYChI, KOTOPbI€ PAaCIIPOCTPAHSIIOTCS CAMOCTOSATETHLHO

TekcToBble (haiisibl, pacripocTpaHsieMble TI0 CeTU

Bce nmporpamMmel, coziep>kaliipie OlmoKu
- 9TO NMO/IMTHKA WH(OPMAIHOHHOH 0€30MaCHOCTH

+COBOKYIHOCTh 3aKOHOB, TIPAaBUJI, OTpe/e/ISIIOIIUX YIpaB/ieHueckre U MPOeKTHbIe pelleHust
B 00/1acTH  3aIUThI MHGOPMALUX

WToroBoiii IOKYMeHT aHa/K3a PUCKOB

[Tpodunsb 3aIuThI

CraHgapT 6e30macHOCTH
- 3TO NPHUCBOeHHe Cy0beKTaM M 00BeKTaM /O0CTylna YHUKA/IbHOI0
HoOMepa, mu@pa, Ko/ja 1 T.II. C [[e/IbI0 MOoTyUeHHs A0CTyNna K HH(opManuu

+U nentrdukanys

AyTeHTUpUKALUS

AgBTtopu3anus

Aypur

- 3TO NMPOBE€PKa MOA/IMHHOCTH IM0JIB30BaTe/iA II0 NMPeABAB/ICEHHOMY UM

U eHTH(PUKATOPY

+ AyteHTUUKAaIUS

Aypur

AgBTtopuzanus

N pentudukanys
- 3TO mNpoOBepKa MNOAJMHHOCTH Cy0BeKTa MO0 NpeabSIBJICHHOMY WM
ueHTU(GUKATOpY /1A TNPHUHATUS PpPelleHHs 0 IpeJoCcTaB/JIeHUM eMy J[AOCTya K pecypcam
CUCTeMbI

+ AyTreHTU(VKaLYA

ABTtopuzanus

Aypur

N pentrdukarys

- [jeJIb MIPOrpecca BHePeHUs U TeCTUPOBAHUSI CPe/CTB 3alThI
+ I"'apaHTHpOBATh NPaBUIBHOCTb peaau3aliiy CpefiCTB 3alUThI
BBISIBUTb HapyLIUTe s
OnpezieUTh ypPOBEHb PaCX0/l0B Ha CUCTEMY 3allJUThI
Bribop mMep U cpeJiCTB 3all{UThl
U T.I. C [{eJIbI0 M0/yYeHHsA AocTyna K MHpopMaun

+ N pentudukaiys

AyTteHTuduKaims

ABTOpu3anus

Aypur

- 9TO CTeleHb 3alUIeHHOCTH HH(opMaIUM 0T HEraTUBHOIO BO3/leHCTBHSA HA Heé

C TOYKHM 3peHHMsi HapyuleHusi eé (u3nueckoil H JIOTUYECKON I[eJIOCTHOCTH WIH
HEeCAaHKI{MOHMPOBAHHOI'0 MCII0/Ib30BaHUSA

+ Bbe3onacHocTb nHbopMaLu

Ys13BUMOCTh UH(OpMAaLK
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HapexxHocts nH(opmaiu
3alyiieHHOCTh UHPOpPMaLu
SIBJISIETCS JOCTOMHCTBOM MaTPUYHBIX MoJ/esiel 6e30macHOCTH
+ JIerkocCThb MpeJCTaBIeHus IIMPOKOTO CIIeKTPa MpaBwsl obecrieueHus: 6€30MacHOCTH
KoHTposb 3a moTokamu UH(OpMaLu
PaciuivpeHHbId ayauT
I'nbKOCTh yIipaB/ieHuUs
ynpasJisier perucrpapuei B cucreMe Windows 2000
+ Ipoueaypa winlogon
[Tpoueaypa lsass
msgina.dll
logon.dll
Ha3bIBaeTCsl MeTo/| yNpaB/eHUsl JOCTYNOM, NMPH KOTOPOM KaX/J0My OOBEKTY
CHCTeMbI IPUCBAaNBaAeTCS MeTKa KPUTUYHOCTH, ONpe/ie/soiias eHHOCTh HH(popMaumn
+ MaHgaTHbIM
V36upaTebHbIM
N penTruduiipyemMbim
[TpuBUIErMPOBAaHHBIM
PeXUM THPOKHPOBAHHWS [AaHHBIX Y/yyllaeT padoune XapaKTePUCTHKH
CHCTEMBI
+ ACHHXDPOHHBIN
VIMnyibCHBIN
ToHOBBII
CHHXPOHHBIN
co3fiaeTcs /i peanu3anyu Texnoaoruu RAID
+ [lceBmoppaiiBep
Komrmunsitop
Wurepniperarop
CrieLia/ibHbIN TIpPOLIeCC
ypoBedb OC cBf3aH C [JOCTYynoM K HH(OPMAIMOHHBIM pecypcaM BHYTPH
OpraHu3anyu
+ CeTeBoit
Brewnnit
[TpunoxxeHuu
CucTteMHbIN
SIB/ISIETCSI He/[OCTaTKOM MHOTOYPOBHEBBIX MO/ie/Ieii 6e30macHOCTH
+ HeB03MO>KHOCTh yueTa WHIUBUAYa/IbHBIX 0COOEHHOCTel CyOBheKTa
OTcyTcTBUE KOHTPOJISI 32 TOTOKaMU MH(pOpPMaLiu
CNO>XXHOCTD TIpe/iCTaB/IeHHs IIIMPOKOT0 CITeKTPa MpaBu/ obecrieueHus: 6e30macHOCTH
OTcyTCcTBUe MOHOTO ayJuTa
3aHHMaeTcs1 ol0ecreyeHHeM CKPBITHOCTH HHpopManuu B HHGOPMALMOHHBIX
MaccuBax
+ CreraHorpadus
Kpunrorpadus
Kpurnronorus
Kpunroananus
Ha3bIBaeTCsl 3aMUCh OMpe/e/IeHHbIX COOBITHII B )KypHa/I 0e30MacHOCTH cepBepa
+ Ayautom
Yuerom
Tpaduxom
MoHuTOprHIrOM
Ha3bIBaeTCsl MOJIydyeHne ¥ aHa/ M3 HH(OPMaLi 0 COCTOSHUH PeCypCcoOB CHCTeMBbI C
MOMOLIBIO CIeIHa/IbHBIX CPe/ICTB KOHTPOJIA
+ MOHUTOPHUHIOM
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Ayputom
AJIMUHUCTPUPOBaHUEM
YnpasiieHuem pecypcaMmu
Ha3bIBaeTCcs NpUCcoeAuHsAeMOe K  TeKCTy ero Kpunrorpaguueckoe
npeo0Opa3oBaHHe, KOTOpOe IO03BO/IAeT MPH TOJyYeHHH TeKCTa /[PyrMM I0/Ib30BaTe/ieM
NMPOBEPUTH aBTOPCTBO H MO/JIMHHOCTH COO0IIeHHUsI
+ DJIeKTPOHHOM MO/TTHCHIO
WpenTudukaTopom
Knrouom
Tudpom
Ha3bIBaeTCs IPOLecC Ompe/je/eHUs PHCKa, NPUMEHEHUsl CPeACTB 3allTbl /J/Isf
COKpaIleHUA PUCKA C I0C/IeAYIINHMM OIpe/Ae/IeHHeM IPHeM/IeMOCTH 0CTaTOYHOr0 pUCKa
+ YrmpaBieHveM PUCKOM
MuHvMM3aLeln pucka
OnrtrMusanuell CpefCTB 3alUThI
MOHUTOPUHIOM CPeJCTB 3allUThI
Ha3bIBaeTCsl CHCTeMa, M03BOJIA0Iasl pa3fe/IMTh CeTh Ha ABe Wi 0osiee yacTed U
peain30BaTh HA0OP NMPaBUJI, ONIPeAe/ISIOIIMX YCI0BUS MPOX0XK/I€HHUsI TAKeTOB M3 0JHOH YaCTH B
APYryHo
+ bpaHgmayspom
Bpaysepom
PunbTpOM
MapipyTtusatopom
Ha3bIBAeTCSI  COBOKYNMHOCTH  CBOWCTB, O0yCJIOBJIMBAWINIMX  MPHUIOJHOCTH
uHGopMaIUy y/10B/IeTBOPATH ONpe/e/leHHbIe MOTPe0HOCTH B COOTBETCTBHUH C ee Ha3HaYeHHeM
+ KauecTBOM MH(pOpMaLuu
AXTyabHOCTBIO UH(pOpMaLU
JocTyrnmHOCThI0
LlenocTHOCTBIO
Ha3bIBAKTCA INpeAHaMepeHHbIe JedeKTbl, BHeCeHHbIe B MPOrpaMMHbIe Cpe/CcTBa
AJIA1 LieJ/IeHanpaB/IeHHOT0 CKPBITOro Bo3/jeicTBus Ha VIC
+ [IporpaMMHBIMU 3aK/1aIKaMy
Bupycamu
BHyTpunporpaMMHbBIMM BUpYyCaMH
KomrnberotepHsiMy yepBsMuy
o0ecreynBaeTCs 3alMTa UCIO/THSAEMbIX (aiioB
+ O6s13aTeNIbHBIM KOHTPOJIEM TIOMBITKH 3aIyCcKa
JJonoyiHATeIbHBIM XOCTOM
CrieLjuasibHBIM PeXXUMOM 3aITycKa
Kpunrorpadueii
obecrieunBaeTcss 3al@Ta OT ()OPMATHPOBAHHA >KECTKOT0 AMCKA CO CTOPOHBI
1oJib30BaTesien
+ AnnapaTHbIM MOJyJieM, YCTaHaB/IMBaeMbIM Ha CUCTeMHYIO IIUHY [TK
ArnrapaTHbIM MOZy/IeM, YCTaHaB/IMBaeMbIM Ha KOHTPOJLIep
CrneLipa/ibHBIM ITPOrPaMMHBIM 0becrieueHrneM
CucTeMHBIM TIPOTPaMMHBIM 0becrieueHreM
onpepeseTcs Kak npejoTBpalneHre BO3MOXXHOCTH 0TKas3a 0/JHMM M3 yYaCTHHKOB
KOMMYHHUKAIUM oT aKkTa yyacTHs B nepejiaue AaHHbBIX
+ [IpruacTHOCTB
KonTtposs foctyna
IJesiocTHOCTB
AyTteHTH(]UKaLMSA
ypoBens OC ompepesisieT B3aUMO/eNCTBHE C I/100a/TbHBIMH PecypcaMH JApPyrux
opraHv3anuu
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+ BHerHMiA
CeteBoi
[TpunoyxeHui
CucTteMHbIN
SIBJISIETCA afiIMUHHCTPATOPOM 0a3bl JAHHBIX
+ JIro6oii Tosb30BaTeb, co3aaBuImii b/1
CucTeMHbIA aJMUHHUCTPATOP
Crapiunii no/b30BaTeslb FPYIIbI
ApmuHucTpaTop cepBepa 6a3 JaHHBIX
SIB/ISIETCSI He/[0CTaTKOM MaTPUYHBIX MO/ie/ieil 6e30macHOCTH
+ OTCyTCTBME KOHTPOJIS1 38 TIOTOKaMX MH(OopMaLun
Co>KHOCTb TIPeZCTaB/IeHUs IMPOKOTO CIIeKTpa MpaBuI obecrieueHust 6e30macHOCTH
HeB03MOXXHOCTb yueTa WHAUBUYaTbHBIX 0COOeHHOCTel cyObeKTa
OTcyTCcTBUe MOJIHOTO ayjuTa
SIB/ISIETCA HEeJOCTaTKOM MOJe/JIM MOJMTUKH 0e30macHOCTH Ha OCHOBe aHa/Iu3a

yrpo3 cucreme

+ M3HauvasbHOe [JonylleHre BCKPbIBAEMOCTH CUCTEMBI
CTaTUYHOCTh
C/10>KHBIM MeXaHW3M peaTu3aliuu
Heo6Xx01UMOCTb I0MOHUTEILHOTO 00yUeHUs TIepCcoHaa
SIBJISIETCA  Cofiep)KaHMeM TlapaMeTpa yrpo3sl 0Oe3omacHoctd uHG$popManun

"KOH(U/IeHI[HA/TBHOCTD "

+ HecaHKIIMOHMPOBaHHOE MOJyYeHre
HecankijpoHupoBaHHasi MoAubUKaLIs
Hckaxxenue
YHuuTOXEeHHe
SIBJIAIOTCS JAOCTOMHCTBAMH MNPOrPpaMMHONM peaM3aliid KPHUITOrpaduuecKoro

3dKPbITHUSA JdHHbBIX

+ TIpakKTHUYHOCTB ¥ THOKOCTh

Bhbicokasi MpoU3BOAUTETLHOCT U MIPOCTOTA
be3onacHocTb U 3(pHeKTUBHOCTD
KoppeKTHOCTh U (PyHKILIMOHA/ILHOCTh

HA3bIBdAETCA KOHEYHOE€ MHO)X€CTBO MUCII0/Ib3YyEMbIX /I KOAUPOBAHUA I/IH(i)OpMaI.II/II/l

3HAKOB

+ AndaButom
Muppom
Knrouom
Konmom

Ha3bIBdeTCA Kombnrypauml U3 HECKO/IBKHUX KOMIIBIOTEPOB, BbBINIO/THAIIINX 06]].(86
NnpujaoxeHue

+ Kiacrepom
Cetblo
CepBepom
CyrniepcepBepom

Ha3bIBaeTCsi HOPMATHUBHBIH [JAOKYMEHT, perjaMeHTHPYIOIUH BCe acCHeKThI
0e30mMacHOCTH MPOyKTa HH()OPMAI[HOHHBIX TEXHO/IOTUH

+ Ipodunem 3allyThI
CucTremoi 3al{UThbl
CranzapToM 6e3011acHOCTH
ITpoduinem besonacHocTH

Ha3bIBaeTCsl MPoLecC UMUTALUHM XaKepoM APY)KeCTBeHHOr'0 ajpeca

+ "Cny¢uHrom"
"Kpakom"
[TpoHVKHOBeHVEM
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Bsnomom
Ha3bIBAeTCsl CIHUCOK 00'bEKTOB, K KOTOPHIM MOJKET OBITh IO/IyUYeH JAOCTYII, BMeCTe C
AOMEHOM 3aIUThI 00beKTa
+ IlepeuHem BO3MOXHOCTeH
HdomeHoMm
CrrcKoM yripaBiieHus OCTYTIOM
CrickoM B/ajie/iblieB
Ha3bIBaeTCs y/jauyHas KpUIroaraka
+ B3somom
IIpoHUKHOBeHKEM
BckpeiTem
PackpreiTrieM mmdpa
Ha3bIBaeTCsi OKOHEUHOe YCTPOMCTBO KaHajla CBfi3H, Uepe3 KOTOpoe MPoLjecC MOXKeT
nepejaBaTh WU N10/Iy4aTh JaHHbIE
+ CokeToM
TepmuHanom
XocToM
ITopTom
o0ecrneynBaeTCsi 3aljTa OT MPOrPaMMHBIX 3aK/Iafi0K
+ AnnapaTHbIM MOZly/IeM, yCTaHaB/IMBaeMbIM Ha CUCTeMHYIO IMHY 1K
ArninapaTHbIM MOJyJieM, YCTaHaBIUBaeMbIM Ha KOHTPOJITIEp
CreLipa/ibHBIM ITPOTPaMMHBIM 00ecrieueHrueM
CuCTeMHBIM TIPOTPaMMHBIM 0becrieueHrEM
o0beUHSIET MaTeMaTHYeCKHe MeTOoAbl HapylleHus KOH(PHUAEHIHATbHOCTH U
ayTeHTUYHOCTH HH(OpMaLuu 0e3 3HaHUSA KJTIYei
+ Kpurnroananus
Kpurnronorus
CreraHorpacdus
Kpurnrorpadus
COCTaBJIsIeT OCHOBY MO/IMTHKH 0€30MacHOCTH
+ Cnioco6 ympaB/ieHust ZOCTYTIOM
Bri0op KaHasoB CBs3U
Ynpas/ieHre PUCKOM
[TporpammHoe obecrieueHue
SIBJISIETCA JOCTOMHCTBOM MOJE/M TO/IMTHKH 0e30MacHOCTH Ha OCHOBe aHa/IM3a
yrpo3 cucreme
+ UucnoBasi BepOSTHOCTHAsI OL|eHKa Ha/le)KHOCTH
[TpocToii MexaHU3M peanu3aLu
JMHaMUYHOCTh
Brbicokas cTerneHb Hafle)KHOCTH
SIBJISIETCS JOCTOMHCTBOM MO/e/T KOHEeYHBIX COCTOSTHUM MOJTUTHKH 0e30MacHOCTH
+ BpIcoKad cTeneHb Ha/le)KHOCTH
ITpoctoTa peanu3zanmu
[HemeBu3Ha
Y 106CTBO KCIITyaTaliuu
sIB/IsieTCA  HauOo/iee HAafie)KHBIM MeXaHM3MOM /UIsl 3alUThl  CO/epP)KaHHA
COOOIIeHHH
+ Kpuntorpadus
CrieLiasibHbIM anmapaTHbIA MOAYJ/Tb
Crielia/IbHbBIN PEXKUM Tepejaur cooObIIeH st
JJono/HUTeTbHBIN XOCT
SIBJISIETC HAyKOM, M3ydyalolled MaTeMaTHYeCKHe MeTOAbl 3aluThl MH(OopManuu
MmyTeM ee mpeodpa3oBaHus
+ Kpunrosorus
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Kpurnrorpadus
CreraHorpagus
Kpurniroananus
SIBJISIETCS HeJOCTaTKOM /JUCKPETHBIX MO/ie/Ieli MOJIMTHKHU 0e30MacHOCTH A
+ CTaTuuHOCTh
Co)KHBIM MeXaHU3M pean3aljuu
V3HauanbHOe onyleHre BCKPbIBAeMOCTH CUCTEMBI
Heo6x01UMOCTh 10MOMHUTE/ILHOTO 00yUeHUsI TTepCoHaa
SIBJISIETCSA HeJOCTaTKOM MO/ie/Ti KOHeYHBbIX COCTOSTHUM MOJTUTHKHU 0e30MmacHOCTH
+ CJI0’)KHOCTBb peanu3aLiu
Hu3kas crerneHb Hafle)KHOCTU
CTaTMYHOCTH
V3MeHeHVe TUHWH CBS3U
SIBJISIETCS MePBBIM TaNoM pPa3padoTKu cucremsbl 3ammThl IC
+ AHanu3 NMoTeHLMaTbHO BO3MOXKHBIX YTp03 UH(GOpMaLu1
N3yuenvie nHGOPMAL[MOHHBIX TIOTOKOB
CraHapTH3alus MporpaMMHOT0 obecrieueHust
OrjeHKa BO3MOXXHBIX I10Te€pb
SIBJISIETCS CeTeBOM C/Ty)k00¥, mpe/JHAa3HAUEHHOM /IS [IeHTPA/IM30BAaHHOIO PellleHUst
3ajiau ayTeHTU(UKALMU U aBTOPU3AL[UH B KPYNHBIX CEeTAX
+ Kerberos
SendMail
Net Logon
Network DDE
SIBJIIIOTCSL  IOCTOMHCTBAMH  anmapaTHOM peanu3anuud Kpunrorpaduueckoro
3aKPBITUSA AAHHBIX
+ BbIcoKasi Mpou3BOAUTENBHOCTh U MPOCTOTA
[TpakTUYHOCTh ¥ THOKOCTh
JocTynHOCTh U KOHPUIEeHI[MaTbHOCTh
LlesrocTHOCTB M 6€30T1aCHOCTB
____PeXHM THPAOXMPOBAHUsI rapaHTHPYET MOJIHYI0 COr/IaCOBAaHHOCTH 0a3 AAHHBIX
+ CHHXDPOHHBIN
ACUHXDOHHBIN
VIMIyibCHBIN
ToHOBBIN
____XapaKTepu3yeT COOTBETCTBHE CPEACTB 0€30MacHOCTH pelllaeMbIM 3ajauam
+ O b eKTUBHOCTh
KoppekTHOCTB
YHudukaiys
AJleKBaTHOCTD
____SIBJISIETCS JOCTOMHCTBOM /JUCKPETHBIX MO/ie/Ieil MO/TUTHKHU 0e301macHOCTH
+ IpocToii MexaHW3M peann3aluu
JMHaMUYHOCTh
Bricokasi cTereHb Hafle)KHOCTH
YucioBasi BepOSITHOCTHAsI OLIeHKA HaJIe)KHOCTU
_____siBJseTCA 3ajiaueidl aHa/M3a MOJAE/NHM MOJUTHKU 0e30macHOCTH Ha OCHOBe aHaIu3a
yrpo3 cucreme
+ MUHMMM3AIUST BePOSITHOCTH TIPEO/IOIEHUs CHUCTEMBI 3all[UThI
MakcrMu3alivisi BpeMeHH B3/ioMa
Makcrmu3sauus pecypca JJis B3jaoMa
Makcrmu3anus 3aTpaT Jjisi B3jioMa
AOCTpaKTHOe OMHMCAaHUEe CHUCTEeMbl, 0€3 CBAI3M C ee pea/M3alnHei, aeT Mo/e/b MOTMTHKH
0e3omacHocTH
+ besnna-Jlallagyna
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JlenaBepa
C noJIHBIM ITepeKpbITHEM
Ha ocHoBe ananu3a yrpo3
AavuaucTpatuBHble JerictBusA B CYB/l 103B0/1A10T BBINO/IHATH NPHUBUJIETMU
+ 6e3omacHOCTH
JocTyna
YTeHUS
THUPaKUPOBaHUS
AaMuHHCTpaTOp cepBepa 6a3 JaHHBIX UMeeT UMs
+ ingres
root
sysadm
admin
AaMuHHCTpPAaTOpP 3aHMMaeTcs perucrpamues noans3osareneii CYB/]
+ cepBepa 6a3 JJaHHBIX
CeTeBOU
0a3bl JaHHBIX
CUCTEMHBIN
BuToBbIe NPOTOKO/IBI Nepe/jaud AaHHBIX peaTu3ylTcs Ha YPOBHe
MO/ie/Td B3aUMO/IeMCTBUA OTKPBITHIX CHCTEM
+ duzrnueckom
KaHaJIbHOM
TPaHCIIOPTHOM
CeTeBOM
Bpanamay3pbl BTOPOro NMOKO/IeHUs TPeACTaB/IsI/IH CO00i#
+ "YIIO/THOMOYeHHbIe cepBephl”
"HeTIPUCTYIIHbIE CepBephI”
MapLIpyTHU3aTophl C pUIbTpaLiei akeToB
XOCThI C (hUIbTPaLMel aKeToB
BpanMay3psl HepBoro NoKo/IeH!s NpeACTaB/Is/IN CO00H
+ MapiIpyTH3aTophl € (DUIbTpalieli MakeToB
XOCTBI C (pUIbTpalMeli MakeToB
"YII0/THOMOUYeHHbIe cepBeps!”
"HeIpuUCTyIIHble cepBephl”
BpanMay3pbl TpeTbero noKo/J1eHUs1 HCIO0Ib3YI0T AJisi PUIbTpanuu
+ creliajibHble MHOTOYDOBHEBbIe METO/IbI aHaIU3a COCTOSIHUS [1aKeTOB
MeTO/Ibl aHa/I3a KOHTPOJIbHOUM UH(OpMaLUU
MeTO/|bl 3/IEKTPOHHOU MOANNCH
o0bruii aHau3 Tpaduka
B03MOXXHOCTh TIO/TyYeHHsI He00XOAMMBIX IMO/Ib30BaTe/Nl0) AAHHBIX WM CEPBHCOB 3a
pa3yMHoe BpeMsi XapaKTepu3yeT CBOWCTBO
+ IOCTYIIHOCTb
J1eTepMHPOBAHHOCTD
1|e/IOCTHOCTh
BOCCTaHAaB/IMBaeMOCTb
BoccTraHoB/1eHHe JAHHBIX SIB/IAETCS 0NO/THUTE/IbHOM (PyHKI[UeH YC/IyTry 3alUThl
+ 11eJIOCTHOCTh
KOHTPOJIb JOCTyNa
TPUYaCTHOCTD
ayTeHTU(UKALUS
I'0TOBHOCTH YCTPOWCTBA K HCIO/Ib30BaHUI0 BCAKHUM pa3, Korja B 3TOM BO3HHKAaeT
He00X0AMMOCTb, XapaKTepHu3yeT CBOMCTBO
+ IOCTYIHOCTD
1|e/IOCTHOCTh
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BOCCTaHaB/IMBaeMOCTb
JeTepMUHYPOBaHHOCTb
JiBa K/II04a UCMO/Ib3YITCA B KPUNITOCHCTEMax
+ C OTKPBITHIM K/TFOUOM
C 3aKPBITHIM KJ/IFOUOM
CUMMeTPUYHbIX
JBOMHOTO 1M(GpOBaHUs
JelicTBUe NPOrpaMMHBIX 3aK/Iafi0K OCHOBbIBAaeTCsl HA MHULIMUPOBAaHUM WM NOJABJ/IeHUH
CHI'Ha/Ia 0 BOSHUKHOBEHHH OIIMO0YHBIX CUTYalHil B KOMIIbIOTepe B paMKaXx Mo/ie/TH
+ UCKakKeHHe
nepexsar
KOMITpOMeTaLusl
HabmoeHne
Heckpunrop 3ammThl B Windows 2000 cojep>KuT CMCOK
+ I10/Ib30BaTeseN 1 TPYII, UMEIOIUX JAOCTYII K 0ObeKTY
00BEKTOB, IOCTYITHBIX TI0/Ib30BATeII0 U TPYIIIe
NIPYUBU/IETMH, Ha3HAUEHHBIX [10/1b30BaTe/IH0
00BEKTOB, He OCTYITHBIX M0JIb30BaTe/IsIM
JmHa ucxoanoro kioua B 'OCT 28147-89 (ouT)
+ 256
64
128
56
JIIMHA HCXOfHOTO KiToYa y anroputMma mmdpoanusa DES (our)
+56
256
64
128
Jnsa pemeHusi npo0/ieMbl MPaBUJIHLHOCTH BBIOOpPa M HAA@XHOCTH (DYHKI[HOHHPOBAHHA
CpeAcTB 3a1uThI B "'EBponelickux KpuTrepusax' BBOJUTCA MOHATHE
+ a/]eKBaTHOCTH CPeJCTB 3all{UThl
ONTUMMU3ALIMU CPEJICTB 3allUThI
Ha/le)KHOCTH 3allUThl UH(OpMaLUU
YHU(PUKALMU CPe/CTB 3alL{UThI
Jns co3anus 0a3pl JAHHBIX M0/IH30BaTe/Ib AO/DKEH MOTYUYHTh IPUBU/IETHIO OT
+ a]IMUHMCTpaTOpa cepBepa 6a3 JaHHbIX
CTapILero nosab30Baresist CBOer TPYIb
CUCTEMHOI0 aZJMUHUCTpAaTopa
CeTeBOro aJ/MMHHUCTpaToOpa
JoMeHbl 0Oe3omacHOCTH coryiacHo "OpamkeBoW KHHre' HCIO/IB3YHTCA B CHCTeMax
KJlacca
+ B3
B2
C2
C3
EuHCTBeHHbIN K/II0U UCI0/1b3yeTC B KPUNITOCUCTeMax
+ CUMMeTPUYHBIX
aCMMeTPUYHBIX
C OTKPBITBIM K/THOUOM
C 3aKPBITHIM K/THOUOM
Eciu cpeacrBa 3amThl MOTYT OBITH NPeO0/IeHbI TOJIBKO TIOCYAapPCTBEHHOM
crnercay»x00i, To corsiacHo "EBponeiickuM KputepusaMm'" 0e30MacHOCTb CYUTACTCS
+ BBICOKOM
6a3oBoii
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CTaHJapTHOU
CBEPXBBICOKOU
Eciu cpeCcTBO 3aIUTHI CMIOCOOHO MPOTHBOCTOATH KOPIOPAaTHBHOMY 3/10YMbILI/IEHHUKY,
TO coryiacHo "EBpomnelickuM KputepusiM' 0€30MacHOCTh CUUTAETCSA
+ cpeHeit
CTaH/lapTHOM
6a3oBoii
BBICOKOM
Ec/m cpeAcTBO 3aIUTHI CMOCOOHO MPOTHBOCTOATH OTJAe/IbHBIM arakaMm, TO COIJIAaCHO
"EBpomneicKuM KputepusaM' 0e30MacHOCTh CUUTAETCSA
+ 6a3oBoi
cpeiHen
HU3KOU
CTaH/lapTHOM
3amura uH(poOpMaILuM, Onpeje/sAwied KOH(PUTypalMI0 CUCTeMbl, AB/ISIETCS OCHOBHOM
3a/jaued CpeCTB 3alUThI
+ BcTpoeHHbIX B OC
YPOBHS [IPUJIO’KEHU M
CeTeBOr0 YPOBHS
CUCTEMHOI'O YPOBHS
3ampTa ¢ NpUMEHeHHEM MeTOK 0e30macHOCTH coryiacHo '"OpamkeBol KHure"
HCI0JIb3yeTCs B CHCTeMax Kjacca
+B1
C1
B2
C2
Npentndukaropsl 6e3onacHocty B Windows 2000 nmpeacTaB/isiioT co0oit
+ JIBOMYHOE YMCJIO, COCTOSIIIlee M3 3aroyIoBKa M JIMHHOTO C/Iy4allHOIO KOMITOHEeHTa
CTPOKY CUMBOJIOB, COZlep>Kall[yt0 UMsI 10/Ib30BaTe/Isl U MapoJib
YKCJI0, BBIYUC/IsIEMOE C TTOMOILBIO X3MI-()yHKIU
KOHCTaHTY, OIpe/ie/IeHHY0 aIMUHUCTPAaTOPOM JJisl K&KJ0T0 M0/Ib30BaTe/ st
N3 nepeunc/ieHHOro ayTeHTH(HKauMsa HCHOAb3yeTcsli Ha YypoBHfAX: 1) cereBom; 2)
TPAHCHOPTHOM; 3) ceaHCOBOM; 4) KaHA/IbHOM; 5) MpHUK/IajHOM; 6) pr3nueckom
+1,2,5

b b

V3 nepeuncieHHOro 0a30BbIMM yoIyramMm JAjsA  o0ecrieueHusi  0e30macHOCTH
KOMIbIOTEPHBIX CHCTEM M ceTell ABAAIOTCA: 1) ayreHTHM(uKainusa; 2) ujeHTUGUKanus; 3)
I1eJIOCTHOCTh; 4) KOHTPOJ/Ib A0CTYNA; 5) KOHTPO/Ib Tpaduka; 6) npuyacTHOCTH

+1,3,4,6
1,2,3,4
2,5,6
1,3,5

I3 nepeunc/1eHHOr0 B aBTOMaTH3UPOBAHHBIX CHCTeMax MCI0/Ib3yeTcs ayTeHTH(UKaMA
no: 1) TepmuHany; 2) mnapomo; 3) npeamery; 4) ¢(U3HO/IOTHYECKUM MpPHU3HAKaM; »5)
nepudepuiiHbIM yCTpOIiCTBaM

+2,3,4
1,2,3
3,4,5
1,2,4

V3 nepeuuc/ieHHOT0 B O00A3aHHOCTH COTPYJHHUKOB rpynnbl HHGOpManMoOHHOU
0e3omacHoCTH BXOAAT: 1) ynpaB/ieHHe JOCTYIIOM M0/Ib30BaTe/eil K JaHHBIM; 2) paccie/j0BaHHe

b

N AN
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NPUYMH HapylleHHs 3aliMThI; 3) McNpaB/ieHHe OMMOOK B NpOrpaMMHOM ofecreyeHUH; 5)
ycTpaHeHue /ie(heKTOB annapaTHOH YacTH
+1,2
3,4
1,2,3,4
1,3,4
V3 mnepeunc/ieHHOro /s ayTeHTHQUKALUMM 10 JIMYHOM MOJNHMCH TepMHMHA/JIbHBIX
No/Ib30BaTe/ el HCMO/Ib3YITCA MeTojbl: 1) BU3ya/lbHOe CKaHHMpOBaHHUe; 2) (parMeHTapHoe
CKaHupoBaHUe; 3) HCC/IefA0BaHHe JAMHAMHUYECKHX XapaKTepUCTHK /BI)KeHUsI pyku; 4)
HCC/IefiloBaHNe TPAeKTOPUH /IBIDKeHUS PYKH
+1,3
1,2
3,4
2,4
V3 mepeuMc/IeHHOro //isi ayTeHTH(HMKAIUM N0 oTneuyaTKaM MajblleB TepMHHA/JIbHBIX
MoJ/Ib30BaTe/Iell MCIO/IB3YKTC MeToAbl: 1) CpaBHeHHe OT/[eNbHBIX CJIy4alWHO BBIOPAHHBIX
(¢parmeHTOB; 2) CpaBHeHHe XapaKTepPHbIX /eTajsed B rpaduueckoM npeAcTaB/JeHUH; 3)
HEeMOoCpeACTBEHHOe CPaBHEeHHe W300pa)keHHI; 4) CpaBHeHHe XapaKTePHBIX /jeTasield B u¢poBoM
BH/Je

R

4

b

b

N =
AW

b

M3 nepeuuc/sieHHOro /isi ayTeHTH(UKanuu mno ¢usnoIornuecKuM NpU3HAKaM
TepMHUHA/IbHBIX MO/Ib30BaTe/Iell Hanbo/1ee MpUeM/IeMbIMU CUMTAIOTCS: 1) 0THeYaTKH Ma/iblieB;
2) dhopma Kuctu; 3) popma ry6; 4) popma ymHoM pakoBHHBI; 5) ro/10c; 6) TUUHasI MOANHUCH

+1,2,5,6
1,2,3
4,5, 6
1,4,5

N3 mnepeurc/ieHHOr0 [Jjisi pa3srpaHUYeHHUs JAocTyna K ¢aiily npuMeHsilOTcs dyJiary,

paspemampigue: 1) KkonupoBaHue; 2) ureHue; 3) 3anuch; 4) BbINIOJIHEHUE; 5) yAa/leHUe
+2,3,4
1,2,3
3,4,5
1,2,5

N3 nepeuncienHoro Anss CYB]/l BakHbl TakKhe acneKTbl HH(OPMaLMOHHOU
0e3omacHOCTHM, Kak 1) CBOeBpPeMeHHOCTb; 2) LeJ0CTHOCTb; 3) [OCTYNHOCTh; 4)
KOH(HAeHI[HA/TbHOCTD; 5) MHOTOIUIaT(OpMEeHHOCTH

+2,3,4

1,2,3
3,4,5
2,4

VI3 nmnepeudc/ieHHOr0 JOCTynl K O00BeKTYy B MHOTOYPOBHEBOH MOJETH MOXKET
paccMaTpuBaThcA Kak: 1) urenue; 2) ynanenue; 3) KonupoBaHue; 4) u3MeHeHHe

+1,4
3,4
1,3
2,4

W3 nepeunc/eHHOro 3aluTa MNPOLeAYP ¥ NPOrpaMM OCyLIeCTB/isieTcsl Ha ypoBHaX: 1)
anmnaparyphbli; 2) mMporpaMMHOro odecrnedeHusi; 3) AaHHBIX; 4) KaHa/IbHOM; 5) ceaHcoBoM; 6)
NPUK/IaJHOM

+1,2,3
4,5, 6
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1,3,5
2,4,6
M3 mepeunc/ieHHOT0 KOHTPOJb /OCTyla MCIOJb3yeTcsli Ha ypoBHaAX: 1) cereBoMm; 2)
TPAHCHOPTHOM; 3) ceaHCOBOM; 4) KaHA/IbLHOM; 5) MPUKJ/IaJHOM; 6) puznueckom
+1,2,5
1,2,3
4,5, 6
1,3,5
/3 mepeunc/IeHHOr0 MeTKa 0€30MacHOCTH COCTOMT M3 TAaKHUX KOMIIOHEHTOB, Kak 1)
YPOBEeHb CEKPETHOCTH; 2) KaTeropus; 3) MHO)KeCTBO pouieii; 4) kiou mugpa; 5) o61actu
+1,2,5
1,2,3
3,4,5
1,3,5
/3 nepeunc/ieHHOT0 MeTOAAMH 3aIUTHI MOTOKAa COOOIeHUH SIBASITCA: 1) Hymepanus
Co00IIIeHMIT; 2) 0TMeTKa BpeMeHH; 3) UCI0/Ib30BaHUe CIyYaiHbIX uncest; 4) Hymepanus 0/10K0B
CO00IIeHHIT; 5) KOMHPOBAaHKE MOTOKA COOOIIeHUI
+1,2,3
3,4,5
1,3,5
2,4
/3 mnepeunc/IeHHOr0 Ha CeTeBOM YPOBHe peKOMeHJyeTcsi NpuMeHeHue yciayr: 1)
ujeHTUGUKaNuY; 2) KOH(HUAeHIUA/ILHOCTH; 3) KOHTPoA TpaduKa; 4) KOHTPoOJis JOCTyna; 5)
11eJIOCTHOCTH; 6) ayTeHTUDUKALUHT
+2,4,5,6
1,2,3
4,5, 6
2,4,6
M3 nepeunc/ieHHOT0 Ha TPAHCIOPTHOM YPOBHe peKOMeHJyeTcs NMpuMeHeHHe ycoiyr: 1)
ujaeHTH(UKANNY; 2) KOH(QUAeHIMATbHOCTH; 3) KOHTPoIA Tpaduka; 4) KOHTPO/IA AOCTyIa; 5)
He/JIOCTHOCTH; 6) ayTeHTH(DHUKAIUA
+2,4,5,6
2,4,6
1,2,3
4,5, 6
I3 nepeunc/IeHHOr0 00beKTaMH /i/Isi MOHUTOPA 00OpaleHud sIBIAATCA: 1) TepMHHAIbI;
2) nporpammsl; 3) daiinbl; 4) 3aganusi; 5) nopTel; 6) yerpoiicrBa
+2,3,4,6
, 4

b b

N~
AW N
o Ul W

b

N3 nepeunc/ieHHOro TMOACHCTEMa YINpaB/leHUs KPUNTOrpauuecKUMH K/HOYaMHU
CTPYKTYPHO cocTouT Hu3: 1) mleHTpa pacmpejesieHHs Kiwueil; 2) nmporpaMMHO-anmnapaTHbIX
CcpeACTB; 3) MOACKCTeMbI FreHepaluM Kiaw4ei; 4) mojcucTeMbl 3allUThI KIKYel

+1,2
3,4
1,3
2,4

3 nepeuncienHoro mosib3oBatenu CYB]] pa3ouBawTcs Ha Kareropuu: 1) cucTeMHBIN
aJMHHUCTPATOP; 2) CeTeBOM aJMHUHHUCTPATOpP; 3) aJMHMHUCTPATOpP cepBepa 0a3 AaHHBIX; 4)
aJMHUHHUCTPATOP 0a3bl AAHHBIX; 5) KOHEYHbIe MO/Ib30BaTe/H; 6) rpynmnoBbie MoO/Ib30BaTe/TH

+3,4,5
1,3,6
1,2,5

bl
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4,5, 6
M3 nepeuncienHoro mpuBwiernd B CYB/] moryr mnepepaBarbesi: 1) cy0bekTam; 2)
rpynmnam; 3) posisivM; 4) o0beKTam; 5) mporjeccam
+1,2,3
3,4,5
1,3,5
2,4,5
N3 nepeunciennoro npuswiernu CYB/] nojapa3aensiorcsa Ha Kateropuu: 1) urenus; 2)
0e3onacHocTH; 3) foCTYyNA; 4) THPAKUPOBAHUSA
+2,3
1,2
3,4
1,4
M3 nepeurc/IeHHOT0 NMPUBWIErHsIMU 0€30MaCHOCTH ABAAIOTCA: 1) security; operator; 2)
create trace; 3) createdb; 4) operator; 5) trace
+1,3,4,5
1,2,3,5
2,4,5
1,2,4
V3 mnepeuHMc/IeHHOTO CHCTeMa OpaHAgMay’pa MoKeT ObITh: 1) penuTopom; 2)
mapupyrtu3zaropom; 3) IIK; 4) xocrom; 5) pecuBepom
+2,3,4
1,2,3
3,4,5
1,4,5
M3 mepeuync/IeHHOT0 CHCTeMa 3allUThI 3JIEKTPOHHONM MOUThI 0/DKHA: 1) odecneunBaTh
Bce yciayrd Oe3somacHocTH; 2) obecmeuuBaTh ayAuT; 3) MOJAep)XHBATh PadoTy TOBKO C
munen3noHHsiM I10; 4) mopjep)xuBath paboTy C MOYTOBBIMHM K/IMEHTaMH; 5) ObITH KpoOCC-
mwiaTgopMeHHOM
+1,4,5
2,3,4
1,2,3
1,3,5
M3 mnepeuync/ieHHOT0 COCTAB/IAINMMH HWH(QOPMAIHOHHOW 0a3bl AJA MOHMUTOpaA
oOpamenuii ABAKOTCA: 1) BUABI focTyna; 2) nporpammel; 3) daiiibl; 4) 3asaHus; 5) nopthel; 6)
¢opma ponycka
+1,6
2,3
4,5
2,4
3 nepeunc/IeHHOro Cy0'beKTaMH /I/Isi MOHUTOPA 00paleHnii ABIAIOTCA: 1) TepMHHA/IBI;
2) nporpammsl; 3) ¢ainbl; 4) 3aganus; 5) nopTel; 6) ycrpoucrBa
+1,2,5
1,2,3
4,5, 6
2,3,5
M3 nepeunc/IeHHOT0 THUIIAMM YCIyT ayTeHTH(UKanuu aBaswTca: 1) uaenrudukanus; 2)
AOCTOBEPHOCTb TPOUCX0XK/IeHHA [aHHbBIX; 3) /JOCTOBEPHOCTh O00BEKTOB KOMMYHHMKanuu; 4)
MPUYaCTHOCTD;
+2,3
1,4

b

1,2
3,4
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M3 nepeuncieHHoro pudpoBas MOJMHCh HCMOIAb3yeTcss AJA obecreueHus yoayr: 1)
ayTeHTH(HMKaLuU; 2) I[eJIOCTHOCTH; 3) KOHTPOJIA A0CTyNa; 4) KOHTposiA Tpaduka
+1,2
3,4
1,3
2,4
M3 nepeuyuc/ieHHOr0 3/IeKTPOHHAsi MOYTAa COCTOMT HU3: 1) 3/1eKTPOHHOr0 Kiwua; 2)
PacIMPeHHOr0 COAep)XKaHusl MHCbMa; 3) KPaTKOro cojep>xaHus NMUcbMa; 4) Teja mucbMma; 5)
NpUKpen/ieHHbIX (hail/ioB
+3,4,5
1,2,3
1,4,5
2,3,4
N3 nepeunc/ieHHoro a/po 6esonacHoctu OC Bhije/isAeT TUNBI Mo/THOMOYHi: 1) sapa; 2)
nepudepuHbIX YCTPONCTB; 3) moAcucTeM; 4) nmoib3oBaTesnei
+1,3
2,3
1,2
3,4
N3 nepeunc/ieHHOro, ¢ TOUKU 3peHMs mnosib3oBarens CYB/l, oCHOBHbIMH CpejACTBAaMHU
NMojjiep)KaHus ILeJIOCTHOCTH [JaHHbIX SABAAKTCcA: 1) HopMaTuBbl; 2) orpaHuuyeHusi; 3)
CcTaHjapThl; 4) npaBuia
+2,4
1,2
3,4
1,3
M3 nepeuncjieHHOro: 1) aAMUHUCTPATOPHI; 2) Mo/ib30BaTe/u; 3) 3aiaHusi; 4) TePMUHAJIBI;
5) mporpammbl; 6) ¢aiibl - MoJenb NOJTUTHKH 0Oe3omacHocTH Ajent-50 paccMaTpuBaer
ClejyIoLue rpynibl 6€30macHOCTH
+2,3,4,6
1,2,3,4
3,4,5,6
1,2,5,6
N3 nepeurcieHHoro: 1) aHa/iM3 MNOTEHLUA/TBHOTO 3/I0YMBIIUIEHHHKA; 2) OLleHKa
BO3MOJKHBIX 3aTpaT; 3) ol[eHKa BO3MOKHBIX M0TePb; 4) aHa/IM3 MOTeHHA/ILHBIX YIPo3 - MPoLecc
aHa/IN3a PUCKOB NpH pa3padoTke cucremsl 3amuThl VIC BK/IIOYaeT
+3,4
1,2
1,3
2,4
N3 nepeuuncsieHHOro: 1) 3aHIbKeHHe YPOBHS CEKPeTHOCTH; 2) 3aBblllieHHEe YPOBHSA
ceKpeTHOCTH; 3) 3amuch Bolenyw; 4) JMIIHAA 3aluch; 5) YyAajleHHasaA 3amucb; 6)
NMpUBH/IETHPOBaHHbBIE CY0beKThI - TpodieMamu moaeu besia-JlIallapyna sBasoTcs
+2,3,56
1,2,3,4
4,5, 6
2,3,4
N3 nepeuncienHoro: 1) naeHTudukanusa u ayreHTu(uKanys; 2) perucrpamusa 1 ydert; 3)
HeNMpepbIBHOCTh 3alUTHI; 4) MOMUTHKA 0e3omacHocTH - coryiacHO "OpaHxeBoil KHure"
Tpe0OBaHUSMH B 00/1aCTH ayAUTA SIB/ISIOTCHA
+1,2
3,4
1,3
2,4
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/3 nepeuncieHHbIX TUNOB: 1) mepexBaTuuku; 2) umuTaropbl; 3) HalOmoparenu; 4)
(GuabTPHI; 5) 3aMecTUTE/H - BCe K/IaBHAaTyPHbIe IIMTUOHBI Ie/IATCS Ha
+2,4,5
1,2,3,5
2,3,4
1,3,4
M3 nepeunc/ieHHbIX TpeOoBaHMii: 1) pe3epBHOe KonmupoBaHMe; 2) ayTeHTH(UKanusa; 3)
He00X0AMMOCTh 3allMCH BCeX JABM)XKeHUH 3alUIaeMbIX JaHHBIX; 4) HAKOM/IEHHEe CTaTHCTHKH -
npu pa3padoTKe NPOTOKO/IMPOBAHUS B CHCTeMe 3alUThl YUUTHIBAIOTCS
+3,4
1,2
2,3
1,4
W3 nepeunc/ieHHBbIX yYpoBHe# Oe3omacHocTu: 1) 0a3oBblii; 2) HU3KUM; 3) cpeaHuii; 4)
CTaH/AAPTHBIN; 5) BBICOKHUM - B "EBponeicKux Kpurepusax" onpejesieHbl
+1,3,5
1,2,5
2,3,4
2,3,5
Kak mnpejorBpaiieHie HeaBTOPM30BAaHHOr0 HCIIO/Ib30BAaHUA PeCypcoB oOmpeje/ieHa
yoIyra 3aluThl
+ KOHTPOJIb JIOCTYTIa
1|e/IOCTHOCTh
ayTeHTU(DUKALUS
MIPUYaCTHOCTh
MapumpyTu3agusi 4 yhnpaB/ieHHe  MOTOKaMHM  JIaHHBIX  pea/lM3yl0TCsl  Ha
YPOBHe MO/ie/Ii B3aUMO/IelCTBHSI OTKPBITBIX CHCTeM

+ ceTeBOM
TPaHCIIOPTHOM
¢usryeckom
KaHa/IbHOM
Mojenn mnoaMTHKH 0€30MacHOCTH Ha OCHOBe aHa/M3a Yrpo3 cHuCTeMe HCC/IeAYIOT
BEepPOSATHOCTH MPeo/0/IeHUsl CUCTeMBI 3al[UThI
+ 3a orpeie/ieHHOe BpeMsi
(bYKCHpOBaHHBIM PeCypCcoOM
OrpaHUUeHHOU KOMITeTeHLel 3/10yMbILLI/IeHHUKA
(bvKCcHpOBaHHBIMU 3aTpaTaMu
Ha ypoBHe OC mnpouMcXOAuT omnpejae/ieHHe [ONMYCTHUMbIX [/l I10/Ib30BaTe/Is
pecypcos OC
+ CUCTEMHOM
CeTeBOM
BHEIIIHEM
TIPUJIOKEHUI
Ha  MHoromosb3oBaTe/lbCKMe CUCTeMbl € UH(poOpManHell  OJHOr0  YPOBHA
KOH(HAeHI[HA/TBbHOCTH COr/IacHO "OpaH)KeBoi KHHre" pacCYMTaH KJjaacc
+C1
B1
C2
B2
Hapexxnocts C3U onpepensercs
+ caMbIM C/1a0bIM 3BEHOM
CaMbIM CUJIbHBIM 3BEHOM
yCpeJJHeHHbIM TT0Ka3aTe/ieM
KOJIMUeCTBOM OTPa)KeHHBIX aTak
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HaumeHee 3aTpaTHbIM KPUNITOAHA/IM3 AJiA Kpunrtoaiaropurma DES
+ repebop 10 BCceMy K/TFOUEBOMY TIPOCTPAHCTBY
riepe6op 110 BEIOOPOUHOMY K/TFOUEBOMY TTPOCTPAaHCTBY
pasyiokKeHHe YMc/ia Ha IPOCTble MHOXKUTEIN
pas3/ioKeHue Urc/ia Ha C/I0’KHbIE MHOXKUTEeTN
HaumeHee 3aTpaTHbIM KPUNITOAHA/IM3 /1A KpunToaaropurma RSA
+ pasyioKeHHe YKcC/ia Ha POCTble MHOXKUTETN
pasyoykKeHHe YMC/la Ha CJIO’KHbIE MHOXKUTEeTN
riepe6op 110 BLIDOPOYHOMY K/TFOUEBOMY ITPOCTPAHCTBY
riepebop 10 BCeMy K/TFOUeBOMY ITPOCTPAHCTBY
ObecnieueHune B3aUMO/IeHCTBUA yAa/IeHHBIX NpoLeccoB peanu3syercs Ha
YPOBHe MO/ie/I1 B3aUMO/ielCTBUS OTKPBITHIX CHCTeM
+ TpPaHCIIOPTHOM
KaHa/bHOM
CeTeBOM
CeaHCOBOM
OOecrieueHre IeJIOCTHOCTH WHGpOpPMAIMM B YCUIOBHAX C/Ay4YallHOTO BO3/eNCTBHS
Hu3ydaercs
+ Teopuell MOMeX0yCTOMUMBOTO KOAUPOBaHUS
KPUNTOAHATM30M
creraHorpaguei
KPUIITOJIOTHEeN
O6b1uHo B CYB/] npuMeHsieTcs1 ynpaB/ieHUE OCTYIIOM
+ IPOM3BO/IBHOE
JleKapypyemMoe
a/IMMHUCTpPATUBHOE
vepapxuueckoe
OneparuonHas cucremMa Windows 2000 oT/iMuaeT Ka)kJ0ro 1no/ib30Bare/isi OT JPyrux 1o
+ ugeHTU(GUKATOPy Oe30MacHOCTH
MapkKepy ZoCTyma
JeCKPUNTOPY 3alUThl
MapKepy 6e30macHOCTU
OneparuonHas cucrema Windows NT cooTrBercTBYeT ypoBHI0 OpaH)KeBoOH KHUI'HU:
+C2
C3
C5
C4
OpraHu3anMoHHbIe TPeOOBaHHUS K CHCTEMe 3allUThI
+ a/IMMHHCTPATHUBHbIE U MPOLie/ypHbIe
anraparypHble U pu3nueckue
aZIMUHUCTpaTUBHbIE U arapaTypHbie
yripaB/ieHUecKre U WeHTU(UKaLMOHHbIe
OCHOBHOI/ 11e/TbI0 CHCTeMbI OpaHMay3pa AB/IAETCSA ynpaB/ieHHe JOCTYIOM
+ K 3allUIllaeMol CeTH
BHYTPH 3all|MI|aeMOU CeTH
K apX1BaM
K CeKpeTHOU nHdopmaLu
OCHOBHBIM TIOJIO)KEHHEM MOJie/I1 CHUCTeMbI 0e30MacHOCTH C MOJIHBIM IepeKpbITHeM
SIBJISIETCA HA/IMUHMe Ha Ka)KAOM MyTH NPOHUKHOBEHUS B CUCTEMY
+ x0Ts 6b1 0JJHOTO CpeficTBa O€30MacHOCTH
BCEX CpeJCTB 6e30MmacHOCTH
naposs
ayauTa
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Tab/mua 6 — Kpurepun oneHkn copMHUPOBaHHOCTH KOMITETeHI[UH

Kop v HauMeHOBaHUe WHAMKATOpa
JOCTVKeHUsT KOMITeTeHL[U!
(4acTu KOMITeTEeHLINN )

Kputepuu oLieHMBaHUsA
c(hOpMUPOBAHHOCTY KOMITeTEHLIUH
(4acTu KOMITeTEeHLINM)

COOTBETCTBYET OLIEHKE «3auTeHO»
50-100% oT MakcuMaIbHOTrO Dasiia

N -1-yk-1 AHanusupyeT 3ajjauy,
BbIZlefisisi ee Oa30BbIe COCTABJISIOLIHE

N-2- yx1 OcyiiecTBasieT MOUCK U
KPUTHYECKUM aHa/ln3 UH(POpMaLuy,
HeoOX0IMMOM /1J1s1 pellleHus TTIOCTaB/IeHHON
3a/auu

N[-3- yx-1 [InanupyeT BO3MOXHBIE
BAapUAaHTHI PellleHUs 3a/lauu, OLleHUBast UX
[IOCTOMHCTBA Y HE0CTaTKU

N-4- yx-1 OmipegesnsieT U OLleHUBaeT
MOC/IeJCTBUSI BO3MOXKHBIX PelleHUH 3a,aun

N-1 nkoc-2. YTIpaBsieT peanv3aiuen
TeXHOJIOTMYeCKOro TpoLecca Nporu3BOACTBa
MPOAYKLIMU pacTeHNeBO/CTBa

BJIaZieeT MaTepyasioM I10 TeMe, HO /I0MyCKaeT
HETOYHOCTH TIpU (POPMYMPOBKE OCHOBHBIX
TIOHSTUM, B OCHOBHOM  TIPaBUJ/IbHO
aHA/TM3UPYeT 3a/lauy, BbIJessAs ee 0a30Bble
COCTaBJISIOLIMEe; AOCTaTOYHO 3(DPeKTUBHO
OCYILL[eCTBJISIeT TIOUCK Y KPUTHUECKUI aHa/IN3
uHbOpMaIi, HeoOXOAUMOW /ISl pelleHust
TOCTaB/IEHHOW  3ajjauy; TIJIAaHUPYeT
BO3MOJKHbIE BapUaHThI peIlleHUs 3aJaud,
OlleHMBasi UX JOCTOMHCTBA W He/IOCTaTKU;
JIOCTaTOYHO TO/THO OTIpefiesisieT U OlleHUBaeT
TIOC/Ie/ICTBUSI BO3MOXKHBIX DellleHWH 3aJaud,
oripefie/isieT WCTOYHMKA WH(POpPMaLMMA Ha
OCHOBe TIOCTaBJIEHHBIX lieJielt /il pellleHus
9KOHOMHUYECKHX 3a7lau; He BIIOJIHEe YBePEeHHO
orpeziesiieT MeToAbl cOopa, 00OpaboTKu
uHbopmaly,  criocobbl U BUA  ee
TIpe/ICTaB/IeHUS; pa3pabaTbiBaeT
MEpOTIPHUSTHS 1o peanM3aru
TeXHOJIOTUYEeCKOr0 TIpoIiecca TPOW3BO/ICTBA
MPOAYKIIUM  PACTeHUEBO/CTRBaA, MO>KET
JIOTTYCKaTh HETOUHOCTU TIPU UX TIPOBeJIeHUH,
UYTO He OKa3bIBaeT CYIeCTBEHHOTO BIIUSHUS
Ha OOmwMii ypoBeHb C(HOPMUPOBAHHOCTU
KOMIIeTeHI1H.

1. OIMIPEJE/TEHUE PE3YJ/IbTATA
IMMPOMEXYTOYHOM ATTECTALIUA
dopma NpoMeXXyTOUHOM aTTeCcTalyu 10 JUCLUTIIMHE 3K3AMEH.

OLEHOYHLIE MATEPUAJIBI 1 CPEJCTBA [JIA ITPOBEPKU
C®OPMMPOBAHHOCTY KOMITETEHLIVM

YK-1. CnocobeH oCyliecTB/IATH

MOMCK,

KpI/ITI/I‘IECKIrIﬁ dHA/IN3 H

HH(bOpMaHHH, IIPUMEHATDH CHCTeMHbIN moaxon Aid pemeHus MoCTaB/ICHHDbIX 3did1

Bbi6epume o0uH npasu/ibHbIU apuaHm omeema:
1. Boripoch! cepTuduKanyu U JTMLEeH3MPOBaHUsA Cpe/cTB obecrieueHusi HHGOPMALOHHOM

6e3somacHocTH B Poccum paccMaTpuBaer:

+denepanbHasi CTy)KOa 10 TEXHUYECKOMY M 3KCITIOPTHOMY KOHTPOJTtO ipH [1pe3uziente PO
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depnepanbHasi ciyxba 6e3oracHocTy Poccutickoit Pesepanyn

Cnyx0a BHellHel pa3Beiku Poccutickoit @epepaiiuu

2. 3amuTa uHopManuu — 3TO ...

KOMIIJIEKC MepOTIPUSITHM, HallpaB/ieHHbIX Ha obecrieueHre WH(GOPMAIIMOHHOM 6e301macHOCTH

COBOKYITHOCTb METO/IOB, CPeAICTB U Mep, HallpaB/IeHHBIX Ha obecrieueHre WH(POPMAIMOHHOM
Ge3omacHOCTU 001eCTBa, TOCyJapCTBa W JIMUHOCTM BO BCeX 001aCTsIX MX >XU3HEHHO Ba)KHBIX
HWHTEpecoB

KOMIIJIEKC MEPOTIPUSATHH, TIPOBOJUMBIX COOCTBEHHUKOM MH(OPMALIHH, TI0 OTPaXKJeHUI0 CBOUX
MpaB Ha B/aJieHHWe UM pacropsbkeHue WHGOpMalMel, CO3/jaHUI0 YC/IOBUM, OrpaHAYMBAIOIIUX ee
pacrpocTpaHeHre M HCK/IOYAKIUX WM CYLeCTBEHHO 3aTPYAHSIOIIMX HeCaHKLMOHUPOBaHHbIN,
HEe3aKOHHBIM [JOCTYT K 3aceKpeueHHON UH(OopMaIuU U ee HOCHUTEJISIM

+BCe orpe/ie/ieH!s1 KOPPEKTHbI

/latime pazeepHymbili omeem Ha 80Nnpoc.

1. B ubeM BefleHMH HaxO/JATCS BONPOCHI CepTH(UKALMU ¥ JIHIeH3MPOBAHUSA CPe/JCTB
obecrieueHusi H(popMaLoHHOH Oe3omacHocTH B Poccun? paccMaTpuBaer:

I[IpaBU/IBHBINA OTBET:

Bompocel ceptu¢uKanMM W JIMLEH3UPOBAHUSI CpeACTB obecriedeHUs] WHGPOPMALOHHOM
6e3omacHocTi B Poccuu paccmatpuBaer @efepanbHas CIy)kK0a M0 TEXHUYECKOMY W SKCIIOPTHOMY
KOHTposto nipu [Ipe3vgente PO.

2. IToHsITHE MO/TUTUKH 0€30MaCHOCTH.

ITpaBU/IbHBIN OTBET:

[MosmuTriKa 6€30MacHOCTH 3TO COBOKYITHOCTD IOKYMEHTHPOBAHHBIX YIpaBJIeHYeCKUX pellieHnH,
HarpaB/IeHHBIX Ha 3alUTy WHGOpPMAaLMK U aCCOLIMMPOBAaHHbIX C Hel pecypCoB.

3. Hapywenuss wuHpopManuoHHOW 0e30MacHOCTH, 3a KOTOPbIe He MpejyCMOTPeHa

yro/IOBHasi 0TBeTCTBEHHOCTh.
ITpaBU/IbHBIN OTBET:

YronoBHeli Kozmekc P® He mpenycMaTpuBaeT Haka3aHWsi 3a +tBeJjeHHMe JIMUHOU
KOPPEeCIIOH/IeHIIMM Ha TIPOU3BO/JCTBEHHOM TexXHUUecKod 0ase; +HapyllleHHe TpaBW/I JKCILUTyaTalluu
MH(OPMAaLIMOHHBIX CUCTEM.

4. ITonATHE JOKyMEeHTHUPOBaHHOU UH(opMarum.

IIpaBU/IbHBIA OTBET:

JoKyMeHTHpOBaHHOW HWH(OpMalLMeld Ha3bIBalOT HHMOpPMALMI0, 3a(UKCUPOBAHHYK Ha
MarepuajbHOM HOCHUTeJe TyTeM JOKYMEeHTUPOBaHWS, C PeKBU3UTAMHM, MO3BOJIIOLIUMU OMNpeenTh
TaKyr MH(OPMaLMIO WK B YCTAaHOBJIEHHBIX 3aKOHOZATe/IbCTBOM Poccuiickoi ®efiepaliiu ciiydasix ee
MaTrepuaabHbI HOCUTEJIb.

5. CopepkaHue M CTPYKTypa 3aKOHOJaTeIbCTBA B 00/1acTH HHGpOPMaIMOHHOM
0e3omacHocTH

IIpaBU/IBbHBIA OTBET:

Cojep>xaHWe W CTPYKTypa 3aKOHOZATEe/NbCTBA B 00slacTW MH(OpPMaIMOHHOW 0e30macHOCTH
BK/IFOUAeT C/e/lyrolle HOpMaTUBHO-TIpaBoBble akThl: KoHcTuTyusa Poccuiickon ®eneparuuy, YKassl
[TpesugenTta Poccutickori @enepaiyu, [log3akonHblie akThl [IpaButenscTtBa Poccuiickont ®enepaluu,
®ejepanbHble 3aKOHBI, KoZekchl.

6. Ilpegmer mpaBoBOro peryjIMpoBaHusa B oOysactu wHpopmanmuy, HHGOPMAIMOHHBIX

TEeXHOJIOTHH 1 3dlIUThI HH(l)OpMaI_[I/II/I.

IlpaBU/ILHBIN OTBeET:
[TpeMeTOM MPaBOBOTO peryaMpoBaHus B 00sacty nHGopMaryy, HHHOPMALMOHHBIX TEXHOIOTHI

Y 3alUThl UH(POPMALMM SBJISIOTCS OTHOLLUEHUS, BO3HUKAIOIMe TIPU OCYLIEeCTB/IEHUU MpaBa Ha MOMCK,
roJlyyeHue, Tiepejjauy, IIPOM3BOJACTBO U  paclpoCTpaHeHWe MH(OpMaLuy; TpuU T[PUMEHEeHUU
MH(OPMAaLIMOHHBIX TeXHOIOTUM; TIpY 00ecriedeHr  3alyiThl THPOPMaLUK.
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7. YcnoBus AefiCTBUTE/ILHOCTH 3/1IeKTPOHHON LM (POBoI MOANMCH.

IIpaBH/IbHBIN OTBeET:

OnekTpoHHasi UGPOBasi MOAMUCH B 37IEKTPOHHOM /IOKyMEHTe paBHO3HauHa COOCTBEHHOPYUHOU
MOJNUCA B [JOKyMeHTe Ha OyMa)KHOM HOCHUTejle TIpU OJHOBPEMEHHOM COOJIOJIeHUU CreJyIOIIX
YCJIOBUI: CepTU(UKAT K/toua TMOAMUCH, OTHOCAIUICS K 3TOW 3/IeKTPOHHOM I1[M(pOBOM MOAMNUCH, He
yTpaTWI CUy (JeiCTByeT) HA MOMEHT MPOBEPKU MW HA MOMEHT TO/IMCaHUs 37IeKTPOHHOTO JOKyMeHTa
MpU HaJMUMKM [I0Ka3aTelbCTB, OIpeesIOMX MOMEHT TMOAMNUCAHUS; TOJTBepP)K/AeHa MOAJIMHHOCTD
3/IeKTPOHHON 1M(pPOBOM TOANMUCU B 3J€KTPOHHOM JOKYMeHTe; 3/eKTpOHHasi I1[udpoBas TMOAMUCH
WCII0/Ib3YeTCsI B COOTBETCTBUM CO CBe/IeHHsIMHU, YKa3aHHBIMU B CepTU(UKaTe K/Itoua TO/ITHCH.

8. IlepeueHp BH/I0OB [eATEJIBHOCTH B 00/1acTH 3amMThl HHGpOPpManuM, Ha KOTOpbIe
Heo0XouMa JTUIeH3Hsl.

IIpaBU/IbHBIA OTBeET:

K Bugam JestenbHOCTH B 00/1aCTH 3alllUThl MH(GOPMALMK, Ha KOTOPbIE BBIJAIOTCS JIULIEH3UH,
onpezeneH IlocraHoBiennem IlpaButensctBa P® — “O MLeH3UPOBaHUU OTJEe/IbHBIX BHJIOB
JestenbHOCTH” OT 24.12.94 No1418, B 4aCTHOCTH, OTHOCHUTCST pa3paboTKa, TPOU3BOACTBO, pean3aLus U
CepBUCHOe 00C/Ty)KrBaHHWe: IIHU(POBATLHBIX CPEeZCTB; 3allMIeHHBIX CHCTEM TeJIeKOMMYHHUKALW;
MPOrPaMMHBIX CPeZICTB; CIel[ha/bHbIX TeXHUYeCKUX CPeJCTB 3allliThl WH(GOpMalW{; TMOATOTOBKa U
TreperoroToBKa KaJipoB.

I[IKoc-2. Cmnoco0eH ynpaB/ifATh peaju3anyell TEXHO/JIOTHYECKOro TpoIecca MNPOU3BOACTBA
NPOAYKIMM PacTeHHeBOACTBA

Bbi6epume o0uH npasu/ibHbIU éapuaHm omeema:
1. Ceprudukaium noanexar:
+cpezicTBa Kpuntorpaduueckol 3aiydTbl THGOPMaLUy;
CpeJCTBa BBISIB/IEHUS 3aK/IaJHBIX YCTPONCTB U MPOTPAaMMHBIX 3aK/a/l0K;
3alUleHHbIe TeXHUYeCKUe CcpeficTBa 00paboTKy HH(OpMaLny;
3aluIlleHHble UHPOPMAaILIMOHHbIE CUCTeMbl U KOMIIEKCHI TeJIeKOMMYHHUKALIU;
2. Yro npeacrasaset coboi [JokTpuHa uH(popMaioOHHOH 0e30macHOCTH PD?
HopMaTrBHO-1paBOBOM aKT, yCTaHABIUBAIOIMI OTBETCTBEHHOCTD 3a MPaBOHAPYIIIEHUS B
cdepe nHbDOPMaIIMOHHOM 0€30MMaCHOCTH;
benepanbHbBIN 3aKOH, PeryUPYIOIIUMA MTPAaBOOTHOILIIEHUS B 00/1acTy MHGOPMAaI[MOHHOMN
06e30MacHOCTH;
1je/ieBasi pOrpaMmMa pa3BUTHUSI CUCTeMbl HH(MOPMalMOHHOM 6e3oracHocT PO,
Tpe/ICTaB/IsroIIas CoO0 ToC/Ie0BaTeTbHOCTh CTa/IUI U 3TAIloB,;
+COBOKYITHOCTb O(HI[Ha/bHBIX B3TJISIZIOB Ha 1[e/1d, 3a/jaui, MPUHIUITBI U OCHOBHbBIE
HarpaB/ieHus1 obecrieueHrst THPOPMAaLMOHHOM Oe3oracHocTH Poccutickoit Pepepariyu.

/latime pazeepHymbiii omeem Ha eonpoc.
1. TTonsaTHe UAeHTH(PUKALIUM.

IIpaBU/IBHBIN OTBET:

VpeHTudukays 3To TPUCBOeHHEe CyOBeKTaM M O0BeKTaM [IOCTyIa YHHUKaJbHOTO HOMEpa,
mmdpa, KoAa U T.I1. C LieJIbl0 TI0JIyUeHUs 10CTyma K MH(opMaluu.

2. ITonsiTne 6e3onmacHOCTH HHOPMaLMH
IlpaBU/ILHBIN OTBeET:

Be3sonacHocTe MHGOpPMaLMM 3TO CTeleHb 3allUIleHHOCTM HWH(pOpPMaLuu OT HeraTWBHOIO
BO3/IeMICTBUSI Ha HE€ C TOUKU 3peHMus] HapylleHWs eé (PU3MUyecKoWd W JIOTUUeCKOM LeJIOCTHOCTU WU
HeCaHKLOHUPOBAaHHOI'O HCITI0J/Ib30BaHHS.

3. IToHsATHE 3/IEKTPOHHOU MO/NIMCH

IIpaBU/IbHBIN OTBeET:
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ONeKTPOHHOW TOAINKCHI0 Ha3bIBaeTCsl MPUCOeUHSIEMOe K TEeKCTY ero Kpunrorpaguueckoe
npeoOpa3oBaHue, KOTOpPOe MO3BOJISIeT TPU TOJyYeHHWH TeKCTa JPYTUM I0/b30BaTesieM TPOBEPUThH
aBTOPCTBO U TIO/[/TUHHOCTh COOOIIeHUSI.

4. YripaB/1eHHeM PHUCKOM 3T0 —

IIpaBH/IbHBIN OTBeET:

YripaBneHrueM pUCKOM Ha3bIBaeTCsl IPOLIeCC OIpefie/ieHHs] pUcKa, TIPUMeHeHUs1 CPeZiCTB 3alliUThl
JI/Is1 COKpaALLleHHs pUCKa C MOC/IeyIOLIKUM OIpeziesieHreM IMPUeM/IeMOCTH OCTaTOYHOI'O PUCKa.

5. [ToHsiITHEe MPOrPaMMHOM 3aK/1a/JKH

IIpaBU/IbHBIA OTBeET:

[IporpaMMHBIMU  3aK/aJKaMU HasbIBalOTCs TpejHamMepeHHble Jie(eKTbl, BHECEHHble B
rporpaMMHbIe CpeZiCTBa //Isl LieJieHarpaBJeHHOr0 CKPBITOTO BO3ZEWCTBUS Ha WH(OPMALMOHHbIE
CcuCTeMBbl. 3aldra OT [IPOrpaMMHBIX 3aK/aZloK obecrieunBaeTcsl  armapaTHBIM — MOZAYJIEM,
yCTaHaB/JIWBaeMbIM Ha CUCTeMHYIO INHY T1K.

6. Knaccudukanus cpejcTB 3alUThl HH(OPMaIUH.

IIpaBH/IbHBIN OTBeET:

CornacHo "EBporiefickum KputepusiM" 6e301aCHOCTh MOXKET CUMTATbCS BBICOKOW, CpefiHed U
0a3oBoii. Bbicokass MokeT OBbITh TIpeofiofieHa TOJILKO TOCYZAPCTBEHHOM CITeLCIyK00H, cpemHss
crocobHa TMPOTHUBOCTOSATH KOPIIOPAaTUBHOMY 3/I0YMBIIIEHHHKY, 0a30Basi CriocoOHa IMPOTHBOCTOSITH
OTJlefIbHbIM aTaKaM.

7. IloHsiTe ayTeHTU(PUKALIUU.

IIpaBH/IbHBIN OTBeET:

AyTeHTH(UKalMsT 3TO TIpOBepKa MOJJIMHHOCTU T10/Ib30BaTe/Isl M0 TMpeAbsSBI€HHOMY WM
uaeHTUPUKaTOpPy. AyTeHTUHUKALMS UCIONb3YeTCs Ha YPOBHSIX CeTeBOM, TPAHCIIOPTHOM U
TPUKJIaJHOM YPOBHSIX.

8. IlousaTHe U Knaccuukalus OpangmMayspa.
IIpaBU/IbHBIN OTBET:

BpaHaMayspoM Ha3bIBaeTCs CUCTeMa, TTO3BOJISIONIAst Pa3e/uTh CeTh Ha ABe Wu Oosiee yacTei
Y peaysiM30BaTh HAOOD TIpPaBWJI, OTPeeNSIOUMX YCIOBUSI TIPOXOKIEHHUsI TTAKeTOB M3 OAHOM 4acTd B
Ipyryto. BpaHaMayspbl TepBOTO TIOKOJIeHUs TPeZCTaB/sIM MapIIpyTU3aTopbl C GUIbTpaluei
rakeToB, OpaHJMay3pbl BTOPOTO IIOKOJIEHWS TIPeACTaB/sid Co00i '"yrosHOMOUYeHHbIe cepBephI',
OpaHZMay3pbl TPeThero MOKOJeHUs] UCMOMb3YIOT A/ (GUIbTpalvy CrieliiaabHble MHOTOYPOBHEBBIE
MeTO/bl aHa/lM3a COCTOSIHUS [1aKeTOB.

Tabnuna 7 — Kputepuu onieHKH ¢()OpPMHUPOBAHHOCTH KOMITETeHIIUH

Kpurepuu oLieHrBaHUs

Kop v HauMeHOBaHUe MHAMKATOpa c(hOpMHUPOBAHHOCTU KOMITETEHLIUU
JOCTH)KeHUS KOMITeTeHLINU (4acTy KOMITeTEHIIMM)
(uacTy KOMITeTEeHLINN ) COOTBETCTBYeT OL|eHKe «3aUTeHO»
50-100% ot MakcUManbHOTO Oasiia
N-1-yk-1 AHanvsupyeT 3ajauy, BJ/Ia/leeT MaTepuasioM 10 Teme, HO [OIyCKaeT
BbIZIeJIsst ee Da30BbIe COCTABJISIOIIUE HETOUHOCTH NpH (HOPMYIUPOBKE OCHOBHBIX

TIOHSATHUH, B OCHOBHOM  IPaBUJIBHO
aHanM3upyeT 3ajauy, BblJensis ee Oa30Bble
COCTaBJISIFOLLME; [TOCTAaTOYHO S(PPEKTUBHO
OCYILL[eCTB/IsIeT MTOUCK U KPUTUUYECKUI aHau3

N-2- yk-1 OcyliecTB/iseT MOMCK U
KpUTHUUECKUI aHamu3 UHGOpMaIiuu,
HeoOX0IUMOM /1J1s1 pellleHus TTIOCTaB/IeHHON

3aiaqun UH(pOpMaIK, He0OXOAUMON I pelleHUs
U [-3- yk-1 [InaHupyeT BO3MOXKHbIE MOCTaBIeHHOM  3a/jauy; TIaHUpYyeT
BapMaHThI PEILIeHHs 3a/lauH, OL[eHHUBast KX BO3MO)KHBIE BAapPUAHThI DEIEHUS 3aJauH,

OlleéHKMBdsA HMX JOCTOMHCTBA WM HEIOOCTATKH,
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[IOCTOMHCTBA Y HeJJOCTaTKH
N/-4- yx-1 OmipegesnsieT U OLleHWBaeT
MOC/Ie/ICTBUSI BO3MOXKHBIX PellleHUH 3aJjauu
N-1 nkoc-2. YTIpaB/sieT peanu3sanuen
TeXHOJIOTMYeCKOro Iporecca Npor3BOZCTBa
MPOAYKLIUU pacTeHHeBO/CTBa

JIOCTaTOYHO TOJTHO OTpefiesisieT U OLleHUBaeT
TIOC/Ie/ICTBUSI BO3MOXKHBIX DelleHUM 3aJaud,
oripefiesisieT MCTOYHMKA WH(POpPMaLMM Ha
OCHOBe TIOCTaBJIEHHBIX liesiell [/isi pelleHust
9KOHOMHUYECKHX 3a7lau; He BIIOJIHEe YBePEeHHO
orpeziesisieT MeToAbl cOopa, 06paboTKu
uHbopMmaluu, crocobbl U BUA  ee
TIpe/ICTaB/IeHUS; pa3pabaTbiBaeT
MepOTIPUSTHS 1o peanu3aryu
TeXHOJIOTUYEeCKOr0 TIpoIiecca TPOW3BO/ICTBA
MPOAYKIIMM  PAaCTeHUEeBO/CTRa, MO>KEeT
JIOTTyCKaTh HETOYHOCTU TIPU UX TIPOBeJIeHUH,
YTO He OKa3bIBaeT CYIeCTBEHHOTO BJIUSHUS
Ha OOumii ypoBeHb C(HOPMUPOBAHHOCTH
KOMIIeTeHI1H.

Jlomno/IHUTe/IbHbIe KOHTPOJ/IbHbIE UCTIBITAHUSA
IUTsL CTyIeHTOB, HabpaBiux MeHee 50 6a/ioB (B cooTBeTCTBUHM C IlonoxkeHuem «O MOAY/IbHO-
PEUTUHIOBOM cucTeMe»), (OPMUDPYIOTCS W3 UHC/IA OLIEHOYHBLIX CPeJCTB IO TeMaM, KOTOpble He
OCBOEHbI CTY/I€HTOM.
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